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Introduction

It is proposed to change the description in the topic “8.1.2.4
Information Needed for Certificate Authentication of another Entity” of document TS-0003 v3_2_0.

The sentence “An indication of the public key certificate flavour of other Entity B's Certificate (that is, raw public key certificate, device certificate, CSE-ID certificate or AE-ID certificate).” shall contain FQDN certificate instead of AE-ID certificate to match the flow which is following the sentence.

Similarly the sentence “An indication of the public key certificate flavour of Entity A's Certificate (that is, raw public key certificate, device certificate or CSE-ID certificate).” shall contain the missing AE-ID certificate in it. 

-----------------------Start of change 1-------------------------------------------

8.1.2.4
Information Needed for Certificate Authentication of another Entity

Entity A shall be configured to trust the following information in order to authenticate Entity B using the certificate-Based SAEF:

· An indication of the public key certificate flavour of other Entity B's Certificate (that is, raw public key certificate, device certificate, CSE-ID certificate or FQDN certificate).

· In the case where Entity B's certificate is a raw public key certificate:

· A public key identifier for the raw public key in the certificate (see clause 10.1.2 "Public Key Identifiers").

· In the case where other Entity B's certificate is a device certificate, CSE-ID certificate or FQDN certificate:

· A Globally unique identifier: The globally unique identifier for the entity which is also present in the subjectAltName extension of the other entity's certificate:

· Device Certificate: A globally unique hardware instance identifier (such as the object identifier M2M Device ID in Annex H "Object Identifier Based M2M Device Identifier" oneM2M TS‑0001 [1]) that is present in the device certificate.

· CSE-ID Certificate: The public domain name representation of the CSE-ID as defined in oneM2M TS-0001 [1].

· Trust Anchor Information: For the trust anchor certificates of Entity B's certificate chain (see clause 8.1.2.2 "Path Validation and Certificate Status Verification").

Entity B shall be configured to trust the following information in order to authenticate Entity A using the Certificate-Based SAEF:

· An indication of the public key certificate flavour of Entity A's Certificate (that is, raw public key certificate, device certificate, CSE-ID certificate or AE-ID Certificate).

· In the case where Entity A's certificate is a raw public key certificate: 

· A public key identifier for the raw public key in the certificate (see clause 10.1.2 "Public Key Identifiers").

· In the case where Entity A's certificate is an device certificate, CSE-ID certificate or AE-ID certificate:

· Trust Anchor Information: for the trust anchor certificate for Entity A's certificate chain (see clause 8.1.2.2 "Path Validation and Certificate Status Verification").

In order to authenticate the M2M Enrolment Function using the certificate-based RSPF, an Enrolee shall be configured to trust the trust anchor information of the M2M Enrolment Function's certificate chain. 

An M2M Enrolment Function shall be configured to trust the following information in order to authenticate an Enrolee using the certificate-based RSPF:

· An indication of the public key certificate flavour of Entity B's Certificate (that is, raw public key certificate or device certificate).

· In the case where the Enrolee's certificate is a raw public key certificate:

· A public key identifier for the raw public key in the certificate (see clause 10.1.2 "Public Key Identifiers").

· In the case where the Enrolee's certificate is an device certificate, CSE-ID certificate or AE-ID certificate:

· A Globally unique identifier: The globally unique identifier which is also present in the subjectAltName extension of the Enrolee's certificate:

· Device Certificate: A globally unique hardware instance identifier (such as the object identifier M2M Device ID in Annex H "Object Identifier Based M2M Device Identifier" oneM2M TS‑0001 [1]) that is present in the device certificate.

· CSE-ID Certificate: The public domain name representation of the CSE-ID as defined in oneM2M TS-0001 [1].

· AE-ID Certificate: The Absolute AE-ID assigned to the AE.

· Trust Anchor Information: for the trust anchor certification for the Enrolee's certificate chain (see clause 8.1.2.2 "Path Validation and Certificate Status Verification").

-----------------------End of change 1---------------------------------------------
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