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Introduction
This CR provides some necessary realignment of the overview description of the Remote Security Provisioning Framework (RSPF).

-----------------------Start of change 1-------------------------------------------
8.3
Remote Security Provisioning Frameworks

8.3.1
Overview on Remote Security Provisioning Frameworks

8.3.1.1
Purpose of Remote Security Provisioning Frameworks

Remote Security Provisioning Frameworks (RSPFs) provision credentials to an Enrolee, which is a security principal in a Node or CSE or AE, as part of the Enrolment of the Enrolee to an M2M SP or M2M Trust Enabler. The MEF provides its services on behalf of administrating stakeholders such as M2M SPs or third party M2M Trust Enablers (MTE). An administrating stakeholder authorizes the MEF Service Provider to provide services to MEF clients, and oversees authorizing the management of credentials. 

The credentials are either:

· A symmetric key shared by the Enrolee and an Enrolment Target, which may be a MAF or Node or CSE or AE:

· If the Enrolment target is an MAF, then the credential can be used for MAF-based SAEF, MAF-based ESPrim and MAF-based ESData Protection Options, with the provisioned symmetric key used for mutual authentication of the Enrolee and the MAF.

· If the Enrolment target is a Node or CSE or AE, then the credential can be used for only one of PSK-based SAEF or PSK- based ESPrim or PSK-based ESData Protection Options. The provisioned symmetric key used for mutual authentication of the Enrolee and the other Node or CSE or AE.

NOTE:
This case should be employed only in cases where the Enrolee is expected to require a symmetric key with relatively few CSE or AE. 

· Certificate(s) for which the Enrolee knows the corresponding private key, and a set of trust anchors for authenticating the M2M SP or MTE's MAF or other entities enrolled with the M2M SP or MTE. These credentials can be used for:

· Securing communication directly with other Nodes or CSEs or AEs using Certificate-Based SAEF, Direct End-to-End Key Establishment using Certificates (ESCertKE), and certificate-based ESData protection options. The other Nodes or CSEs or AEs would authenticate themselves using their own certificate(s), chaining to a provisioned trust anchor CA certificate, in these security frameworks.

· MAF-based SAEF, MAF-based ESPrim, and MAF-based ESData protection options, with the certificate used for authentication of the Enrolee to the MAF. The MAF would authenticate using its own certificate chaining to a provisioned trust anchor CA certificate.

The oneM2M specifications also support provisioning of credentials using the device configuration mechanisms specified in oneM2M TS-0022 [57], and pre-provisioning; that is, provisioning using means other than a Remote Security Provisioning Framework. The method for pre-provisioning can be deployment dependent. An interoperable pre-provisioning framework based on UICC is described in annex D.
NOTE: 
The RSPFs are specified to provide an interoperable interface for Field Domain entities to interact with an MEF. Use of the specified RSPFs are recommended for use by Field Domain entities because they have been reviewed by the security experts of oneM2M. The RSPFs can also be used by Infrastructure Domain entities (Nodes, AEs, CSEs and MAFs) for interacting with an MEF. It is expected that the MEF may include additional “backend” interfaces, not specified by oneM2M, for coordination of information with administrating stakeholders and MAF Service Providers.
8.3.1.2
High Level Flow
A security principal in a Node or AE or CSE that requires remote provisioning is called an Enrolee or Source MEF Client. When a  key is being provisioned, then the Nodes or AEs or CSEs or M2M Authentication Function with whom the Enrolee is to establish the symmetric key is called an Enrolment Target or Target MEF Client.

The oneM2M system supports the following authentication methods for Remote Security Provisioning Frameworks:

· Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework: A symmetric key is pre-provisioned to the Enrolee and M2M Enrolment Function for the mutual authentication of those entities. For more details, see clause 8.3.2.1.

NOTE 1:
The present version of this specification supports only pre-provisioned symmetric keys. Future versions intend to add support for authentication using symmetric keys provisioned by other MEF using an RSPF, or other mechanisms. 
· Certificate-Based Remote Security Provisioning Framework: The Enrolee and M2M Enrolment Function are each issued with:

· a Private Signing Key that is known only to that entity;

· a Certificate containing the corresponding Public Verification Key; and

· (In the case of a device certificate, CSE-ID certificate or AE-ID certificate) a Certificate Chain from the entity's Certificate to a Trust Anchor Certificate.


The Certificate may be pre-provisioned or provisioned within an RSPF using the Certificate Provisioning procedures specified in clause 8.3.6. If an MEF provisions an MEF Client then the MEF Client shall authenticate itself to the MEF using the latest provisioned certificate from the MEF. 

The Enrolee and M2M Enrolment Function shall validate each other's Certificate before trusting the Public Verification Keys in the Certificate. Within the Security Handshake, the M2M Enrolment Function creates a digital signature of the session parameters using its private signing key and the Enrolee verifies the digital signature using the M2M Enrolment Function's public verification key. Then the roles are reversed: the Enrolee creates a digital signature and the M2M Enrolment Function verifies it. 
For more details see clause 8.3.2.2.

· GBA-based Remote Security Provisioning Framework. In this case, the role of the M2M Enrolment Function is performed by a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 symmetric keys to authenticate the Enrolee and the M2M Enrolment Function (which is also a GBA BSF). The details are specified by 3GPP TS 33.220 [13] and 3GPP2 S.S0109-A [14]. For more details see clause 8.3.2.3.

The Remote Security Provisioning Frameworks, are comprised of the following phases:

· MEF Client Credential Configuration: The MEF Client and M2M Enrolment Function are provisioned with the Bootstrap Credential that the entity will use to authenticate itself to the other entity.  This phase is also denoted as Bootstrap Credential Configuration.
· Frequency: If the credential is a symmetric key, then this occurs once per association between the MEF Client and MEF. If the credential is a certificate, then this occurs once per MEF Client. 

· MEF Client Service Configuration: 

· The MEF Client is configured with the M2M Enrolment Function URI (for the purpose of routing the (D)TLS messages to the M2M Enrolment Function).


Additionally, in the case of Certificate-Based Remote Security Provisioning Framework:

· The MEF Client is configured with the M2M Enrolment Function Trust Anchor CA Certificates that the MEF Client will use to verify the M2M Enrolment Function.

· The M2M Enrolment Function is configured with the MEF Client's certificate information that the M2M Enrolment Function will use to verify the MEF Client’s certificate. The necessary certificate information is dependent on the MEF Client's certificate's flavour, with details provided in clause 8.1.2.4 "Information Needed for Certificate Authentication of another Entity".
· Frequency: This occurs once per association between the MEF Client and MEF.
NOTE 2:
In the case of the PPSK RSPF and GBA-Based RSPF, the MEF Client Credential Configuration and MEF Client Assignment would typically occur simultaneously. In the case of the Certificate-based RSPF, the MEF Client Assignment can be separate from MEF Client Credential Configuration.

· Administrating Stakeholder coordination with MEF (details are not described in this specification). An Administrating Stakeholder authorizes the MEF to provide services to MEF clients, oversees authorizing the distribution of symmetric keys, and oversees management of security-related MOs on the MEF Client. This typically occurs prior to the MEF Handshake.

· Frequency: This occurs as requested by the Administrating Stakeholder.
· Provisioning Procedure Instructions: The MEF Client either implicitly determines that it is to perform specific provisioning procedures, or is provided with explicit instructions. This triggers the MEF Client to perform the MEF Handshake and initiate provisioning procedures in the Enrolment Exchange.

· Frequency: This occurs whenever the MEF Client is to initiate a set of provisioning procedures.
MEF Client Service Configuration, Administrating Stakeholder coordination with MEF and Provisioning Procedure Instructions phases together are also denoted as Bootstrap Instruction Configuration.

· MEF Handshake: Identification, authentication and security context establishment between the MEF Client and M2M Enrolment Function.
· Frequency: MEF Handshake occurs whenever the MEF client is triggered by Provisioning Procedure Instructions.
This phase is also denoted as Bootstrap Enrolment Handshake.
· Enrolment Exchange: 
· After a successful MEF Handshake in the GBA-Based RSPF, the MEF Client and MEF have established a symmetric key from which keys can be derived for use with other AEs, CSEs or MAF. There is no further interaction between the MEF Client and MEF until the established symmetric key expires, at which point a new handshake is performed. 
· After a MEF Handshake in a PPSK-based and Certificate-based RSPFs, the MEF Client and MEF have established a secure channel which is used to protect the Enrolment Exchange used to provision credentials. The Enrolment Exchange is described in more detail in clause 8.3.4. The Enrolment Exchange can include following types of procedures: MEF Client Registration, Symmetric Key Provisioning, Certificate Provisioning, and Device Configuration. The sequence of Enrolment Exchange procedures can be controlled by the MEF Client Command procedure which is outlined in clause 8.3.4 and specified in detail in clause 8.3.x.
· Frequency: This occurs whenever triggered by Provisioning Procedure Instructions.
· Usage of Provisioned Credentials The provisioned credentials can then be used in the following types of security frameworks: 
· Certificate-Based SAEF, ESPrim and ESData: Certificates and configured trust anchors, are used directly in certificate-based security frameworks with the other Nodes, AEs or CSEs. Trust Anchors can also be configured separately, for example, using oneM2M TS-0022 [57].

· PSK-Based SAEF, ESPrim and ESData: The Source MEF Client and MEF have established a usage-constrained symmetric key, corresponding key identifier and a list of authorized Target MEF Client(s). The Source MEF Client provides the key identifier to Target MEF Client(s) in the security protocol. The Target MEF Client(s) establishes a secure connection to the MEF, and performs the MEF Key Retrieval Procedure (clause 8.3.5.2.8) to retrieve the symmetric key subject to authorization at the MEF. 

· MAF-Based SAEF, ESPrim and ESData:  If certificates are to be used for authentication to the MAF, then the certificate and trust anchors provisioned during Certificate Enrolment are used for mutual authentication of the MEF Client and MAF. If a symmetric key is used for mutual authentication, then the MEF Client and MEF have established a symmetric key and corresponding key identifier, with constraint for use with a specific MAF. The MEF Client (now acting as a MAF Client) performs the MAF Client Registration procedure, during which the MEF Client/MAF Client provides the key identifier to the MAF. The MAF establishes a secure connection to the MEF, and performs the MEF Key Retrieval Procedure (clause 8.3.5.2.8) to retrieve the symmetric key subject to authorization at the MAF. The MAF provides a KmID for the MEF Client/MAF Client to use in subsequent MAF Handshake procedures. 
NOTE 3:
If the Enrolment Target hosts a <ServiceSubscribedAppRule> resource, then the fetched credentials from the M2M Enrolment Function or the M2M Authentication Function needs to be stored after the Enrolment Target establishes a secured connection with the Enrolee. A Credential ID value in the format as mentioned in section 10.4 is generated using the credential used for the secured connection establishment and is added into the applicableCredIDs attribute of the <ServiceSubscribedAppRule> resource.

NOTE 4:
If the Enrolee-ID of the Enrolee is retrieved from the M2M Enrolment Function or the M2M Authentication Function, then the same is saved in the allowedAEs attribute of the <ServiceSubscribedAppRule> resource. 

Figure 8.3.1.2-1 illustrates the phases of the Remote Security Provisioning Frameworks.
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Figure 8.3.1.2-1: Overview of the Remote Security Provisioning Frameworks supported by oneM2M
-----------------------End of change 1---------------------------------------------
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