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Introduction

Since the oneM2M release 3 will support distributed authorization, the following modifications are required.
-----------------------Start of change 1---------------------------------------------
7.4.1
Role Based Access Control Architecture
Figure 7.4.1-1 provides a high level overview of the role based access control architecture in the oneM2M System. The entities related to role issuance and role based access control are described as follows:

· Authorization Authority: It is responsible for assigning roles to Originators through creating <role> and/or <token> resources in Role and/or Token Repositories.

· Role Repository: It is a CSE that is responsible for storing <role> resources.
· Token Repository: It is a CSE that is responsible for storing <token> resources.
NOTE 1:
The arrows shown in the figure 7.4.1-1 are the logical relations among the entities and not the registration relations that form the real data paths.
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Figure 7.4.1-1. Role based access control architecture
The generic procedure of this architecture is described as follows:

Step 001:
An Originator may apply for a role from an Authorization Authority. This step may not exist in some situations, e.g. the Authorization Authority directly assigns a role to an Originator.

This step is not specified in the present document.
Step 002:
The Authorization Authority shall check if the applied privilege can be assigned to the Originator. If it is permitted, the Authorization Authority need to create a <role> resource that specifies the role assignment in a role repository, or issue a token that contains the assigned role to the Originator. The issued token may be stored in a <token> resource in a token repository.
Step 003:
The Authorization Authority informs the Originator on the result of a role assignment. The returned information may contain role ID, token ID, token or the information about the created <role> or <token> resources. There are two cases to be considered.

a) In case the Originator sends a role assignment request to the Authorization Authority, the Authorization Authority returns the result of the role assignment via a role assignment response.

b) In case the Authorization Authority directly assigns a role to an Originator, the Authorization Authority informs on the result of a role assignment via a role assignment notification.

This step is not specified in the present document.
Step 004:
The Originator may retrieve the assigned roles and/or tokens from a Role and/or Token Repositories using the information provided by an Authorization Authority in order to get detailed information about the assigned roles and/or tokens.

Step 005:
The Originator sends an access request to the target resource in the Hosting CSE. The request may contain the role information that may be the role IDs, tokens or token IDs.

Step 006:
The Hosting CSE may send an access control decision request to a PDP.

Step 007:
The PDP may need to retrieve the Originator's role assignment information according to the Role-IDs and/or Token-IDs from the Role and/or Token Repositories.

Step 008:
The PDP verifies the Originator's roles and/or tokens, and then makes an access control decision according to the access control policies and roles.

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2---------------------------------------------
7.4.3
Role Based Access Control Procedure

The general procedure of using a role in an authorization process is shown in the figure 7.4.3-1 and described as follows:
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Figure 7.4.3-1: Role based access control procedure
1.
The Originator shall include the applicable Role-IDs, Token-IDs or tokens into the request sent to the Hosting CSE.

2.
In case of Role-IDs or Token-IDs, the Hosting CSE (acting the role of PIP) shall send a <role> or <token> resource retrieve request to the Role or Token Repository.

3.
The Role Repository or Token Repository shall return the attributes of <role> or <token> resource back to the Hosting CSE.

4.
The Hosting CSE (acting in the role of PDP) shall verify the received roles and/or tokens, the verification shall include: if a role/token is issued by a valid Authorization Authority, if holder of the role/token is equal to the Originator, and if the role/token is still valid. Only valid roles/tokens shall be used for access control.

5.
The Hosting CSE (acting in the role of PDP) shall evaluate the access request of the Originator using access control policies and/or Role-IDs for making an access control decision as described in clause 7.1.

6.
The Hosting CSE shall enforce the access control decision, i.e. either perform the resource access on behalf of the Originator or deny the resource access.

7.
The Hosting CSE shall return the result of resource access back to the Originator.
-----------------------End of change 2---------------------------------------------
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