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GUIDELINES for Change Requests:

Provide an informative introduction containing the problem(s) being solved, and a summary list of proposals.

Each CR should contain changes related to only one particular issue/problem.
In case of a correction, and the change apply to previous releases, a separate “mirror CR” should be posted at the same time of this CR
Mirror CR: applies only when the text, including clause numbering are exactly the same.

Companion CR: applies when the change means the same but the baselines differ in some way (e.g. clause number).
Follow the principle of completeness, where all changes related to the issue or problem within a deliverable are simultaneously proposed to be made E.g. A change impacting 5 tables should not only include a proposal to change only 3 tables. Includes any changes to references, definitions, and acronyms in the same deliverable.
Follow the drafting rules.
All pictures must be editable.
Check spelling and grammar to the extent practicable.
Use Change bars for modifications.
The change should include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change. Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.
Multiple changes in a single CR shall be clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.
When subsequent changes are made to content of a CR, then the accepted version should not show changes over changes. The accepted version of the CR should only show changes relative to the baseline approved text. 
Introduction
The present CR updates TS-0003, especially regarding restrictions that will become invalid upon Rel-3 completion.
-----------------------Start of change 1-------------------------------------------
5.1.0
Introduction

Figure 5.1.0-1 provides a high level overview of the Security architecture.

The architecture consists of following layers:

· Security Functions layer:
· This layer contains a set of security functions that are exposed at reference point Mca and Mcc. These security functions can be classified into six categories; they are Identification, Authentication, Authorization, Security Association, Sensitive Data Handling and Security Administration.
· Security Environment Abstraction Layer:
· This layer implements various security capabilities such as key derivation, data encryption/decryption, signature generation/verification, security credential read/write from/to the Secure Environments, and so on. The security functions in the Security Functions Layer invoke these functions in order to protect the operations in the Secure Environments. In addition this layer also provides physical access to the Secure Environments. Implementation of this is out of scope of the present document. This layer is specified in TS-0016 [TS16].

· Secure Environment layer:

· This layer contains one or multiple secure environments that provide various security services providing adequate protection to sensitive data storage and sensitive function execution. The sensitive data includes SE capability, security keys such as long term symmetric keys and asymmetric private keys, local credentials, security policies, identity information, subscription information, and so on. The sensitive functions include data encryption, data decryption, and so on. Though implementation of secure environments is out of scope of the present document, reference frameworks to interface M2M entities with common tamper-resistant hardware SE are provided in Annex D and L.
[…]

-----------------------End of change 1---------------------------------------------
-----------------------Start of change 2-------------------------------------------

5.1.2
Authorization
The Authorization function is responsible for authorizing services and data access to authenticated entities according to provisioned Access Control Policies (ACPs) and assigned roles.
Access control policy is defined as sets of conditions that define whether entities are permitted access to a protected resource. The authorization function can support different authorization mechanisms, such as Access Control List (ACL), Role Based Access Control (RBAC), etc. The Authorization function could need to evaluate multiple access control policies in an authorization process in order to get a final access control decision. This process is further described in clause 7 "Authorization".

Authorization evaluation process is based on the Service Subscription resource which specifies what M2M Services and M2M Service roles the authenticated entity has subscribed to and the access control policies associated with the protected resource. The authorization evaluation process can also consider contextual attributes such as time or geographic location.
Prior to authorization mutual authentication between the originator CSE or AE and hosting CSE can be performed as specified in clause 8. Clause 6.1.2.2.1 describes the conditions under which mutual authentication is mandatory. An access control rule can also include an indicator that the access control rule applies only when mutual authentication has been performed successfully and the result of mutual authentication is still current; see clause 7.1.3 for details.
-----------------------End of change 2---------------------------------------------
-----------------------Start of change 3-------------------------------------------

6.2.2
Authorization Architecture

Figure 6.2.2-1 provides a high level overview of a generic authorization architecture. This architecture comprises four subcomponents that are described as follows:
· Policy Enforcement Point (PEP):

· PEP intercepts resource access requests, makes access control decision requests, and enforces access control decisions. The PEP coexists with the entity that need authorization services.

· Policy Decision Point (PDP):

· PDP interacts with the PRP and PIP to get applicable authorization polices and attributes needed for evaluating authorization policies respectively, and then evaluates access request using authorization policies for rendering an access control decision. The PDP is located in the Authorization service.
· Policy Retrieval Point (PRP):

· PRP obtains applicable authorization policies according to an access control decision request. These applicable policies should be combined in order to get a finial access control decision. The PRP is located in the Authorization service.
· Policy Information Point (PIP):

· PIP provides attributes that are needed for evaluating authorization policies, for example the IP address of the requester, creation time of the resource, current time or location information of the requester. The PIP is located in the Authorization service.
The Authorization service can comprise any of the subcomponents: PDP, PRP and/or PIP. This means that the subcomponents PEP, PRP, PDP and PIP could be distributed across different nodes. For example the PEP is located in an ASN/MN and the PDP is located in the IN.
The present release supports separation of PRP and PIP on different CSE from PDP as detailed in clause 7.5. The generic procedure described below is provided for information and to support further extensions, while clause 7 provides the details of authorization mechanisms in the current release.
[…]
-----------------------End of change 3---------------------------------------------
----------------------- Start of change 4---------------------------------------------
6.3
Secure Environment Abstraction Layer Components

6.3.1
Secure Environment

The Secure Environment component is a logical entity that provides Sensitive Functions operating on Sensitive Data, Secure Storage and other resources/functions.

The security sensitive data and security functions contained in M2M field domain nodes are intended to be protected from unauthorized access or alteration, as determined by risk analysis. Sensitive data and functions include security credentials and algorithms that manipulate them. The purpose of a Secure Environment is to provide the required protection level (see table 6.3.1-1) to sensitive data during storage and usage, including primarily any long term symmetric or asymmetric cryptographic secret used during operation. Additionally, isolation of security sensitive data and functions controlled by different stakeholders within an M2M node can be ensured by distinct secure environments. This is especially critical for M2M Nodes that can be remotely or physically accessed by potential attackers.

The choice of a Secure Environment is guided by a risk analysis considering all layers of an M2M application, though it should leverage where possible on capabilities provided by the M2M Service Layer or the Underlying Network, e.g. UICC in 3GPP and 3GPP2 networks, or Trusted Execution Environment requirements.
There is no assumption made on the particular implementation of the Secure Environment. A SE may be implemented as an independent HW Security Element or as an integrated SW function. Each Secure Environment can be associated with one certain Security Level depending on the particular implementation of the SE. Different Secure Environments provide different Security Levels and protection levels as indicated in table 6.3.1-1.

Table 6.3.1-1: Classification of Protection levels

	Protection Level
	Description

	0
	No protection. The data are exposed even without active attacks.

	1
	Low protection, data are protected from passive observers but could be exposed by active attacks, be they local or remote.
E.g. software solutions exist that rely on general purpose processing hardware of the supporting equipment.

	2
	Medium protection, protection of the data from remote attacks is addressed, but local attacks, especially physical attacks, remain possible, i.e. Medium protection provides countermeasures against software attacks only
E.g. Software solutions to protect data and sensitive functions rely on specific processing providing enforced isolation and enables sensitive code and data to be kept away from an unprotected operating environment, software and memory. The code running in the protected environment is cryptographically verified for integrity assurance.

	3
	High protection, addressing both remote and local attacks to access the data, including attacks involving physical access. This includes strong counter measures against software and hardware attacks, such as detection of abnormal operating conditions and scrambling plus hardware masking of the memory and side channel analysis of operations involving sensitive data.


There is intended to be at least one Secure Environment in each M2M node providing secure storage to the local CSEs and AEs, however there could be multiple.

6.3.2
SE Plug-in

The SE Plug-in enables physical access to the respective Secure Environment. Depending on the type of Secure Environment, the SE Plug-in can be implemented differently for each Secure Environment.

NOTE:
Specification of the SE Plug-in is out of scope of the present document.

6.3.3
Secure Environment Abstraction

This component is specified in TS-0016 [TS16].

-----------------------End of change 4---------------------------------------------
---------------------- Start of change 5 ---------------------------------------------

7.4.1
Role Based Access Control Architecture
Figure 7.4.1-1 provides a high level overview of the role based access control architecture in the oneM2M System. The entities related to role issuance and role based access control are described as follows:
· Authorization Authority: It is responsible for assigning roles to Originators through creating <role> and/or <token> resources in Role and/or Token Repositories.

· Role Repository: It is a CSE that is responsible for storing <role> resources.
· Token Repository: It is a CSE that is responsible for storing <token> resources.
NOTE 1:
The arrows shown in the figure 7.4.1-1 are the logical relations among the entities and not the registration relations that form the real data paths.

[…]
-----------------------End of change 5---------------------------------------------

-----------------------Start of change 6---------------------------------------------
8.3.2.2
Certificate-Based Remote Security Provisioning Framework

This clause describes the Certificate-Based Remote Security Provisioning Framework. The Bootstrap Credentials for this framework are Certificates based on asymmetric key pairs.
NOTE 1:
Long term asymmetric private keys can pose a security risk if not adequately secured, and for this reason it is recommended that they are stored in Secure Environments. Annex L provides a framework to generate and secure asymmetric key pairs in hardware based Secure Environments.
Figure 8.3.2.2-1 illustrates the sequence of events when using the Certificate-Based Remote Security Provisioning Framework.

[…]

-----------------------End of change 6---------------------------------------------

-----------------------Start of change 7---------------------------------------------

2
References

2.1
Normative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the reference document (including any amendments) applies.

The following referenced documents are necessary for the application of the present document.

[1]
oneM2M TS-0001: "Functional Architecture".


[...]


[TS16]



oneM2M TS-0016 : "Secure Environment Abstraction Layer"
-----------------------End of change 7---------------------------------------------
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