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Introduction
This CR provides corrections to MAF (Kc/KcID) and MEF (Ke/KeID) key management descriptions. These issues were identified when preparing input TST-2017-0269R01 on MAF-based SAEF for the Security Developers Guide TR-0038.
-----------------------Start of change 1-------------------------------------------
8.2.2.3
MAF-Based Symmetric Key Security Association Establishment Frameworks

This clause describes the MAF-based Security Association Establishment Framework.

This framework uses the MAF Security Framework procedures in clause 8.8, with the following mapping of functional roles:

· Entity A plays the role of the Source End-Point.

· Entity B plays the role of the Target End-Point.

The present clause refers to the entities using only the terminology of Entity A and Entity B.
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NOTE 1:
The following font colours differentiate the general topic that the text relates to:


Blue italic text highlights details specific to this particular Security Association Establishment Framework.


Purple italic text highlights technical actions that may include steps not specified by oneM2M.


Red italic text highlights security-related properties.

Figure 8.2.2.3-1: The sequence of events when using the
MAF-Based Security Association Establishment Framework

Credential Configuration: 
1. Entity A (and Entity B respectively) shall be individually provisioned with credentials for mutual authentication with the MAF, as described in MAF Credential Configuration (clause 8.8.3.1). Pre-provisioning or remote provisioning may be applied. In the case of remote provisioning of symmetric keys, the MAF retrieves the symmetric keys from the MEF during the MAF Client Registration procedure in Identity Configuration.

Identity Configuration: 

2. The MAF is expected to be authorized to provide service to Entity A and Entity B.

NOTE 2: The current oneM2M specifications do not describe how this authorization is provided to the MAF.
3. The MAF is configured with information about the identities of Entity B and, optionally, Entity A:

· If Entity A is a CSE, then the MAF is expected to be configured with Entity A's CSE-ID (denoted IdA). 

· If Entity A is an AE, then the MAF is expected to be configured with Entity A's AE-ID (denoted IdA).

· The MAF is expected to be configured with Entity B's M2M-SP Assigned CSE-ID (denoted IdB).

NOTE 3: The current oneM2M specifications do not describe how this information is configured to the MAF.
4. If Entity A (or Entity B respectively) are remotely provisioned with a symmetric key for use with the MAF, then Entity A (or Entity B respectively) shall individually perform the MAF Client Registration procedure (clause 8.8.2.3) with the MAF. This procedure is used to trigger the MAF to (a) retrieve Km from the MEF, and (b) provide the End-Point with the KmID to be used for subsequently authentication with the MAF at step 5.
Association Configuration: Entity A and the MAF shall be configured with the information needed for the authentication and identification during MAF Handshake and Association Security Handshake:
5. Authorizing the SAEF:
· Entity A shall be provided with IdB, the CSE-ID for Entity B. See Note 3 in clause 8.2.1.
· The MAF is expected to be configured with the Entity B Identity (IdB) for which it is authorized to provide Kc for an SAEF with Entity A.

6. Entity A and the MAF shall establish a mutually authenticated secure channel for communication using the MAF Handshake procedure (clause 8.8.2.2), using the credentials provisioned during Credential Configuration.

7. Entity A shall initiate the MAF Key Registration procedure (clause 8.8.2.7) with the MAF. The MAF Key Registration shall include the Security Usage Identifier (SUID) associated with the MAF-Based SAEF and IdB. This procedure results in: 

· Entity A and the MAF establishing a M2M Secure Connection Key (Kc) and associated M2M Secure Connection Key Identifier (KcID), corresponding to the output symmetric key and Key Identifier  established by the MAF Key Registration procedure.
· MAF providing the lifetime for the M2M Secure Connection Key (Kc).

The SUID limits the scope within which Kc is authorized to be used. In this case, the SUID is used to ensure that the Entity A shall use Kc only with the MAF-Based SAEF.

Association Security Handshake:

8. Entity A shall initiate a (D)TLS-PSK handshake with Entity B, according to clause 10.2.2. 
9. Entity A shall send the “Key Identifier” derived from KcID to Entity B (Infrastructure Node) as the "psk_identity" parameter in a (D)TLS-PSK handshake.
10. Entity B recognizes the MAF-FQDN part of the “Key Identifier” in the "psk_identity" parameter, and determines that the corresponding M2M Secure Connection Key (Kc) shall be retrieved from the corresponding MAF. Entity B shall set RelativeKeyID as specified in clause 10.3.5.

11. Entity B and the MAF shall perform the MAF Key Retrieval procedure described in clause 8.8.2.8. 

NOTE 1: 
The MAF Key Retrieval procedure includes establishing a mutually authenticated secure channel for communication using the MAF Handshake procedure (described in clause 8.8.2.2), using the credentials provisioned during Credential Configuration. 

Entity B shall provide the RelativeKeyID to the MAF. The MAF returns the output symmetric key value, expirationTime, Security Usage Identifier (SUID), and identity for Entity A to Entity B. The value of Kc shall be set to the output symmetric key value. The Kc Lifetime shall be set to the expirationTime. The SUID limits the scope within which Kc will be used. In this case, the SUID is used to ensure that the Entity B shall use Kc only with the MAF-Based SAEF.

NOTE 2:
Assigning Kc Lifetime is the responsibility of the MAF.

12. Entity A and Entity B shall complete the (D)TLS-PSK handshake with the "psk" parameter set to the value of the M2M Secure Connection Key (Kc).

13. Following successful authentication of Entity B, Entity A shall associate the security context with IdB (Entity B's entity identifier) configured to Entity A during Association Configuration.

14. Following successful authentication of Entity A, Entity B shall associate the security context with a CSE-ID or AE-ID:

· If the MAF provided Entity B with a CSE-ID or AE-ID, then Entity B shall associate the security context with that CSE-ID or AE-ID.

· Otherwise, Entity B shall associate the security context with the Credential-ID formed from KmID (provided by the MAF) as described in clause 10.4 "Credential-ID Details". Entity B shall then determines CSE-ID or AE-ID from the Credential-ID as described in clause 8.2.1 "Overview on Security Association Establishment Frameworks".

15. Entity A and Entity B may establish a fresh (D)TLS-PSK handshake using Kc at any time within the Kc Lifetime. Once Kc Lifetime expires, then Entity B shall fail the (D)TLS-PSK handshake, which indicates to Entity B that a fresh MAF Handshake is required.

-----------------------End of change 1---------------------------------------------

-----------------------Start of change 2-------------------------------------------

8.3.5.2.7
MEF Key Registration Procedure
Purpose: This procedure enables a Source MEF Client to establish a symmetric key with the MEF which can be retrieved for use by one or more Target MEF Clients.   

This procedure is performed between the Source MEF Client and the MEF. 

Pre-Conditions: 

· The Source MEF Client is provided with (or has otherwise determined) the information in the MEF Key Registration Configuration (clause 8.3.7.3).  

· The Source MEF Client has performed the MEF Client Registration procedure (clause 8.3.5.2.3) with the MEF for the administrating stakeholder identified in the MEF Key Registration Configuration.

Procedure Description. The procedure comprises the following steps: 

1. The Source MEF Client shall establish a TLS or DTLS session with the MEF using the MEF Handshake procedure, described in clause 8.3.5.2.2. A by-product of the MEF Handshake procedure is that the MEF establishes an authenticated identity for the Source MEF Client.
2. The Source MEF Client selects the value of the M2M Secure Connection Key (Kc) to be distributed by the MEF. The value shall be one of the following:

· The Source MEF Client generates the output symmetric key value from the (D)TLS session secrets using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".
· The output symmetric key value is self-generated by the Source MEF Client, independently of the (D)TLS session secrets.

3. The Source MEF Client shall compose a list of Target MEF Clients to whom the MEF is authorized to provide the output symmetric key value: 

· In the case of MEF-Based SAEF or MEF-Based ESPrim: The list shall contain exactly one Absolute AE-ID or Absolute CSE-ID.

· In the case of MEF-Based ESData: The list shall contain any non-zero number of Absolute AE-ID or Absolute CSE-IDs. 

NOTE 1:
How the Source MEF Client selects the list of Target MEF Clients is application dependent. 

4. The Source MEF Client shall send a MEF Key Registration request, including the information shown in Table 8.3.5.2.7-1. 

Table 8.3.5.2.7-1: MEF Key Registration Request message information
	Parameter
	Description
	Multiplicity

	MEF-FQDN
	FQDN of the MEF, from  MEF Instruction Configuration 
	1

	expirationTime
	Proposed time when the Key Registration shall expire.
	1

	labels
	Labels to aid discovery of the Key Registration
	0..1

	adminFQDN
	Identifier for the administrating stakeholder
	1

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.
	1

	targetIDs
	(Optional) list of identifiers for the initial set of Target MEF Clients authorized to retrieve the symmetric key.
	0..1

	Key Value
	(Optional) If present, this parameter contains an output symmetric key value which is self-generated by the Source MEF Client. If this parameter is not present, then the Source MEF Client and MEF will generate the output symmetric key value using TLS Exporter
	0..1


5. The MEF shall process the request. If error cases are encountered, then the MEF shall send an error response. If the request is processed successfully, then the MEF shall authorize establishing a Key Value, based on the authenticated identity for the Source MEF Client.

NOTE 2:
The present specification provides no details for the authorization of this request. 

6. If the request included a value in the Key Value parameter, then the MEF shall store this value. Otherwise, the MEF shall generate Key Value from the (D)TLS session using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".
7. The MEF shall initialize the list of authorized Target MEF Clients (those MEF Clients which may to retrieve this credential) to the list provided in the request.

· In the case of MEF-Based ESData: This list may be further updated by administrating stakeholders during or after the MEF Key Registration procedure.

NOTE 3: 
The present specifications does not provide any details about administrating stakeholders updating the list of authorized Target MEF Clients on the MEF. The MEF could provide its own logic and interface allowing administrating stakeholders to manage this list. 
8. The MEF shall select a previously-unused value of RelativeKeyID.
9. The MEF may assign different values for parameters received from the MEF Client, based on instruction from the administrating stakeholder. 

10. The MEF shall send a response, to the Source MEF Client, including the information shown in Table 8.3.5.2.7‑2. 

Table 8.3.5.2.7-2: MEF Key Registration response message information
	Parameter
	Description
	Multiplicity

	RelativeKeyID
	The relative part of the Key Identifier associated with the Key Registration
	1

	expirationTime
	Time when the Key Registration shall expire.
	1

	Source MEF Client ID
	Identifier of the Source MEF Client
	1

	labels
	Labels to aid discovery of the Key Registration
	0..1

	adminFQDN
	Identifier for the administrating stakeholder
	1

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.
	1

	targetIDs
	List of identifiers for the initial set of Target MEF Clients authorized to retrieve the symmetric key. This list may have been modified from the list provided by the MEF Client, or created by the MEF (if the MEF Client did not provide a list).
	1


11. The Source MEF Client and MEF shall store the output symmetric key value and corresponding Key Identifier. 
· The Key Identifier is generated from the RelativeKeyID and the M2M Authentication Function's FQDN by the Source MEF Client and MEF, as described in clause 10.3.5 "Generating Key Identifier for the MAF Security Framework".

8.3.5.2.8
MEF Key Retrieval Procedure
Purpose: This procedure enables a Target MEF Client to retrieve the Key Value from a MEF corresponding to a RelativeKeyID received by the Target MEF Client.

Pre-Conditions: 

· The Target MEF Client has performed the MEF Client Credential Configuration (clause 8.3.5.2.1) with the MEF, including configuration of the MEF Key Retrieval URI.

· The Source MEF Client has performed the MEF Key Registration procedure (clause 8.3.5.2.2) with the MEF, resulting in a registered Key Value and assigned RelativeKeyID for a specific administrating stakeholder and Security Usage Identifier (SUID).
· The Target MEF Client received a Key Identifier from the Initiating-MEF Client in a security feature with the SUID which the Source MEF Client provided to the MEF during the MEF Key Registration procedure (clause 8.3.5.2.7). The Key Identifier shall be composed of the FQDN of the MEF and the RelativeKeyID assigned to the registered key.
· The Target MEF Client may expect that it is authorized to obtain the corresponding output symmetric key value.

NOTE: 
The Target MEF Client should not repeat this procedure if the Target MEF Client is already in possession of the corresponding Key Value.

Procedure Description. The procedure comprises the following steps: 
1. The Target MEF Client shall establish a TLS or DTLS session with the MEF using the MEF Handshake procedure, described in clause 8.3.5.2.2. A by-product of the MEF Handshake procedures is that the MEF establishes an authenticated identity for the Target MEF Client.
2. The Target MEF Client shall send a MEF Key Retrieval request to the MEF including the information shown in Table 8.3.5.2.8-1.

Table 8.3.5.2.8-1: MEF Key Retrieval Request message information
	Parameter
	Description
	Multiplicity

	RelativeKeyID
	The relative part of the Key Identifier received from the Source MEF Client in a security feature
	1


3. The MEF shall process the request. If error cases are encountered, then the MEF shall send an error response. If the request is processed successfully, then the MEF shall identify the key registration using the RelativeKeyID.

4. The MEF shall determine if the Target MEF Client is authorized to retrieve the registered key and metadata by comparing the authenticated identifier for Target MEF Client against the list of identifiers for authorized Target MEF Clients. If the Target MEF Client is not authorized, then the MEF shall send, to the Target MEF Client, an error message. Otherwise, the MEF shall proceed to the next step.

5. The MEF shall send a response, to the Target MEF Client, including the information shown in Table 8.3.5.2.8‑2. 

Table 8.3.5.2.8-2: MEF Key Registration response message information
	Parameter
	Description
	Multiplicity

	expirationTime
	Time when the Key Registration shall expire.
	1

	Source MEF Client ID
	Identifier of the Source MEF Client
	1

	labels
	Labels to aid discovery of the Key Registration
	0..1

	adminFQDN
	Identifier for the administrating stakeholder
	1

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.
	1

	Key Value
	The registered value of the output symmetric key
	1


6. The Target MEF Client shall associate the parameters with the key identifier.

-----------------------End of change 2---------------------------------------------

-----------------------Start of change 3-------------------------------------------

8.8.2.7
MAF Key Registration Procedure
Purpose: This procedure enables a Source MAF Client to establish a symmetric key with the MAF which can be retrieved for use by one or more Target MAF Clients.   

This procedure is performed between the Source MAF Client and the MAF. 

Pre-Conditions: 

· The Source MAF Client is provided with (or has otherwise determined) the information in the MAF Key Registration Configuration (clause 8.8.3.3).  

· The Source MAF Client has performed the MAF Client Registration Procedure (clause 8.8.2.3) with the MAF for the administrating stakeholder identified in the MAF Key Registration Configuration.

Procedure Description. The procedure comprises the following steps: 

1. The Source MAF Client shall establish a TLS or DTLS session with the MAF using the MAF Handshake procedure, described in clause 8.8.2.2. A by-product of the MAF Handshake procedure is that the MAF establishes an authenticated identity for the Source MAF Client.
2. The Source MAF Client selects the value of the M2M Secure Connection Key (Kc) to be distributed by the MAF. The value shall be one of the following:

· The Source MAF Client generates the output symmetric key value  from the (D)TLS session secrets using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".
· The output symmetric key value is self-generated by the Source MAF Client, independently of the (D)TLS session secrets.

3. The Source MAF Client shall compose a list of Target MAF Clients to whom the MAF is authorized to provide the output symmetric key value: 

· In the case of MAF-Based SAEF or MAF-Based ESPrim: The list shall contain exactly one Absolute AE-ID or Absolute CSE-ID.

· In the case of MAF-Based ESData: The list shall contain any non-zero number of Absolute AE-ID or Absolute CSE-IDs. 

NOTE 1:
How the Source MAF Client selects the list of Target MAF Clients is application dependent. 

4. The Source MAF Client shall send a MAF Key Registration request, including the information shown in Table 8.8.2.7-1. If the Key Value is not present in the request, the MAF client shall generate Key Value from the (D)TLS session using the TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".
Table 8.8.2.7-1: MAF Key Registration Request message information
	Parameter
	Description
	Multiplicity

	MAF-FQDN
	FQDN of the MAF, from  MAF Instruction Configuration 
	1

	expirationTime
	Proposed time when the Key Registration shall expire.
	1

	labels
	Labels to aid discovery of the Key Registration
	0..1

	adminFQDN
	Identifier for the administrating stakeholder
	1

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.
	1

	targetIDs
	(Optional) list of identifiers for the initial set of Target MAF Clients authorized to retrieve the symmetric key.
	0..1

	Key Value
	(Optional) If present, this parameter contains an output symmetric key value  which is self-generated by the Source MAF Client. If this parameter is not present, then the Source MAF Client and MAF will generate the output symmetric key value using TLS Exporter
	0..1


5. The MAF shall process the request. If error cases are encountered, then the MAF shall send an error response. If the request is processed successfully, then the MAF shall authorize establishing a Key Value, based on the authenticated identity for the Source MAF Client.

NOTE 2:
The present specification provides no details for the authorization of this request. 

6. If the request included a value in the Key Value parameter, then the MAF shall store this value. Otherwise, the MAF shall generate Key Value from the (D)TLS session using TLS Key Export (IETF RFC 5705 [18]), as described in clause 10.3.1 "TLS Key Export Details".
7. The MAF shall initialize the list of authorized Target MAF Clients (those MAF Clients which may retrieve this credential) to the list provided in the request.

· In the case of MAF-Based ESData: This list may be further updated by administrating stakeholders during or after the MAF Key Registration procedure.

NOTE 3: 
The present specifications does not provide any details about administrating stakeholders updating the list of authorized Target MAF Clients on the MAF. The MAF could provide its own logic and interface allowing administrating stakeholders to manage this list. 
8. The MAF shall select a previously-unused value of RelativeKeyID.
9. The MAF may assign different values for parameters received from the MAF Client, based on instruction from the administrating stakeholder. 

10. The MAF shall send a response, to the Source MAF Client, including the information shown in Table 8.8.2.7‑2. 

Table 8.8.2.7-2: MAF Key Registration response message information
	Parameter
	Description
	Multiplicity

	RelativeKeyID
	The relative part of the Key Identifier associated with the Key Registration
	1

	expirationTime
	Time when the Key Registration shall expire.
	1

	Source MAF Client ID
	Identifier of the Source MAF Client
	1

	labels
	Labels to aid discovery of the Key Registration
	0..1

	adminFQDN
	Identifier for the administrating stakeholder
	1

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.
	1

	targetIDs
	List of identifiers for the initial set of Target MAF Clients authorized to retrieve the symmetric key. This list may have been modified from the list provided by the MAF Client, or created by the MAF (if the MAF Client did not provide a list).
	1


11. The Source MAF Client and MAF shall store the output symmetric key value  and corresponding Key Identifier. 
· The Key Identifier is generated from the RelativeKeyID and the M2M Authentication Function's FQDN by the Source MAF Client and MAF, as described in clause 10.3.5 "Generating Key Identifier for the MAF Security Framework".

8.8.2.8
MAF Key Retrieval Procedure
Purpose: This procedure enables a Target MAF Client to retrieve the Key Value from a MAF corresponding to a RelativeKeyID received by the Target MAF Client.

Pre-Conditions: 

· The Target MAF Client has performed the MAF Client Credential Configuration (clause 8.8.2.1) with the MAF, including configuration of the MAF Key Retrieval URI.

· The Source MAF Client has performed the MAF Key Registration Procedure (clause 8.8.2.2) with the MAF, resulting in a registered Key Value and assigned RelativeKeyID for a specific administrating stakeholder and Security Usage Identifier (SUID).
· The Target MAF Client received a Key Identifier from the Initiating-MAF Client in a security feature with the SUID which the Source MAF Client provided to the MAF during the MAF Key Registration Procedure (clause 8.8.2.7). The Key Identifier shall be composed of the FQDN of the MAF and the RelativeKeyID assigned to the registered key.
· The Target MAF Client may expect that it is authorized to obtain the corresponding output symmetric key value.

NOTE: 
The Target MAF Client does not have to repeat this procedure if the Target MAF Client is already in possession of the corresponding Key Value.

Procedure Description. The procedure comprises the following steps: 
1. The Target MAF Client shall establish a TLS or DTLS session with the MAF using the MAF Handshake procedure, described in clause 8.8.2.2. A by-product of the MAF Handshake procedures is that the MAF establishes an authenticated identity for the Target MAF Client.
2. The Target MAF Client shall send a MAF Key Retrieval request to the MAF including the information shown in Table 8.8.2.8-1.

Table 8.8.2.8-1: MAF Key Retrieval Request message information
	Parameter
	Description
	Multiplicity

	RelativeKeyID
	The relative part of the Key Identifier received from the Source MAF Client in a security feature
	1


3. The MAF shall process the request. If error cases are encountered, then the MAF shall send an error response. If the request is processed successfully, then the MAF shall identify the key registration using the RelativeKeyID.

4. The MAF shall determine if the Target MAF Client is authorized to retrieve the registered key and metadata by comparing the authenticated identifier for Target MAF Client against the list of identifiers for authorized Target MAF Clients. If the Target MAF Client is not authorized, then the MAF shall send, to the Target MAF Client, an error message. Otherwise, the MAF shall proceed to the next step.

5. The MAF shall send a response, to the Target MAF Client, including the information shown in Table 8.8.2.8‑2. 

Table 8.8.2.8-2: MAF Key Retrieval response message information
	Parameter
	Description
	Multiplicity

	expirationTime
	Time when the Key Registration shall expire.
	1

	Source MAF Client ID
	Identifier of the Source MAF Client
	1

	labels
	Labels to aid discovery of the Key Registration
	0..1

	adminFQDN
	Identifier for the administrating stakeholder
	1

	SUID
	The Security Usage Identifier limiting the security feature in which the symmetric key may be used.
	1

	Key Value
	The registered value of the output symmetric key
	1


6. The Target MAF Client shall associate the parameters with the key identifier.

-----------------------End of change 3---------------------------------------------

-----------------------Start of change 4-------------------------------------------

10.3.4
Generating KeID 

The KeID value shall be formed as:

· KeID = hexBinary(RelativeKeID)@MEF-FQDN:

where:

·  hexBinary(RelativeKeID) denotes the hexadecimal representation of the binary value of RelativeKeID; and

· MEF-FQDN denotes the FQDN of the M2M Enrolment Function.

10.3.5
Generating Key Identifier for the MAF Security Framework
The Key Identifier value shall be formed as 

· Key Identifier = RelativeKeyID@MAF-FQDN;

where 

· RelativeKeyID = hexBinary(KcID) denotes the hexadecimal representation of the binary value of KcID; and

· MAF-FQDN denotes the FQDN of the M2M Authentication Function.

-----------------------End of change 4---------------------------------------------

-----------------------Start of change 5-------------------------------------------

10.5
KpsaID
The KpsaID shall be of the form

· KpsaID = Issuer_Relative_KpsaID@Issuer-FQDN;

where:

· Issuer_Relative_KpsaID is composed of the Roman alphabet, numerals, '.', '_' and '-' characters. The issuer of KpsaID shall ensure that no two Kpsa have identical Issuer_Relative_KpsaID.

· Issuer-FQDN is an FQDN representing the stakeholder that provisioned Kpsa. 

NOTE:
This format for KpsaID allows the identity of the Issuer to be extracted from KpsaID.

10.6
KmID Format

The KmID shall be of the form

· KmID = MAF_RELATIVE_KmID@MAF-FQDN;

where:

· MAF_RELATIVE_ KmID is composed of the Roman alphabet, numerals, '.', '_' and '-' characters. The MAF_RELATIVE_KmID is not case sensitive. The MAF shall ensure that no two Km have identical MAF_RELATIVE_ KmID.

· MAF-FQDN denotes the FQDN of the M2M Authentication Function.

NOTE:
This format for KmID allows the identity of the M2M Authentication Function to be extracted from KmID.

-----------------------End of change 5---------------------------------------------
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