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Introduction
See SEC-2018-0063 (“Discussion on Multicast Security”).
It is proposed to introduce a new subsection at the end of clause 6.1. There are no changes in any of the existing subsections of this clause. These are included only to show the context of the proposed new clause 6.1.2.2.3.
-----------------------Start of change 1-------------------------------------------
6
Security Services and Interactions

6.1
Security Integration in oneM2M flow of events

6.1.1
Interactions between layers

Before any M2M Common Services layer procedure can take place, connectivity has to be established in the underlying Network Services Layer, which may involve independent provisioning and service registration procedures specified by the underlying network.

The Service Layer Security provisioning (security pre-provisioning or security bootstrapping) and Security Association Establishment procedures specified in the present document can take place independently (and generally consecutively) from any required Network Service Layer connectivity establishment procedures.

Finally, the security provisioning and security association establishment requirements imposed by M2M Application Service Providers have to be accounted for. At the service layer level, the security association establishment results in a TLS or DTLS session which protects messages being exchanged between adjacent AE/CSE, i.e. hop-by-hop. AEs that need to preserve the privacy of their information exchange from untrusted intermediate nodes can be provisioned to support a direct security association between them. Such security associations enable to encrypt the content of resources exchanged between AEs through the service layer. In some scenarios (see clause 8.2.1), security association establishment between adjacent AE/CSE requires separate TLS or DTLS sessions for each transmission direction, i.e. a pair of security associations.
6.1.2
High level sequence of events

6.1.2.1
Enrolment phase

M2M equipment typically requires provisioning and configuration phases before being put in actual operation. This can be performed by a pre-provisioning that can be integrated in the manufacturing or product deployment phase, or by means of a security bootstrapping procedure (i.e. remote security provisioning) that takes place before the equipment starts actual operation.

At the service layer level, such provisioning and configuration requires selection of the stakeholder that will provide services through the equipment, especially the M2M Service Provider. This Enrolment phase requires contractual agreements between the stakeholders.

Enrolment phase may occur several times during the lifecycle of an M2M equipment, but is only repeated when a change in the Service Provider affects the provisioning or configuration of the equipment.

The security provisioning phase for the different layers can be combined using a common method of security pre-provisioning.

Remote Security Provisioning Frameworks (RSPF) provides post-provisioning of the essential information to establish a security association between a Field Domain entity and the M2M Authentication Function of a chosen M2M Service Provider. The essential security information includes the security credentials and identifiers. Remote Security Provisioning procedures rely on an M2M Enrolment Function which can be external to the M2M Service Provider to establish appropriate credentials.

a) Pre-Provisioned Symmetric Enrolee Key Remote Security Provisioning Framework: A symmetric key is pre-provisioned to the Enrolee and M2M Enrolment Function for the mutual authentication of those entities. For more details, see clause 8.3.2.1.

b) Certificate-Based Remote Security Provisioning Framework: The Enrolee and M2M Enrolment Function are each issued and authenticate themselves with private signing keys and Certificates containing the corresponding Public Verification Key. For more details see clause 8.3.2.2.

c) GBA-based Remote Security Provisioning Framework. In this case, the M2M Enrolment Function includes the functionality of a GBA Bootstrap Server Function. This framework uses 3GPP or 3GPP2 symmetric keys to authenticate the Enrolee and the M2M Enrolment Function (which is also a GBA BSF). The details are specified by 3GPP TS 33.220 [13] and 3GPP2 S.S0109-A [14]. For more details see clause 8.3.2.3.

Figure 6.1.2.1-1 illustrates the different Remote Security Provisioning Frameworks. Note there is no communication between M2M Entities A and B in the Remote Security Provisioning procedure. After successful completion of the Remote Security Provisioning procedure, a Security Association Establishment procedure is applied.
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Figure 6.1.2.1-1: Entities involved in Remote Security Provisioning

6.1.2.2
Operational phase

6.1.2.2.1
M2M Service Access

M2M services are offered by CSEs to AEs and/or other CSEs. To be able to use M2M services offered by one CSE, the AEs and/or CSEs need to be mutually identified and authenticated with that CSE, in order to provide protection from unauthorized access and Denial of Service attacks. This mutual authentication enables to additionally provide encryption and integrity protection for the exchange of messages across a single Mca, Mcc or Mcc' reference point. In addition, communicating AEs that require similar protection for their own information exchanges can be provisioned to apply the same security method to their communications.

This is the purpose of the Security Association Establishment procedure, which needs to be executed before the service related procedures specified in oneM2M TS-0001 [1] for the corresponding reference point.

On the Mca and Mcc reference points, security association establishment between a field domain AE or CSE, respectively, and an IN-CSE is mandatory.

On the Mcc' reference point, security association establishment between IN-CSE and IN-CSE is mandatory.

On the Mca reference point, security association establishment between AE and the CSE in the field domain is strongly recommended.

NOTE:
Security Association Establishment on the Mca interface in a local domain is optional depending on risk assessment, for instance in scenarios where unauthorized access can be prevented by other security measures out of scope of the present document. This includes the following use cases:

1. AE and CSE (i.e. Mca end-points) are securely integrated on the same physical device (i.e. an ASN).

2. Secure communication is guaranteed by the Underlying Network (e.g. WLAN or VPN).

3. Mca communication takes place on a wire (e.g. Ethernet) in a safe physical environment.

The security association establishment phase of the M2M Service Layer and M2M Application Layer are generally independent from similar procedures possibly required by the Network Layer, though they can rely on the security services provided by the Network Layer.

The oneM2M system supports the following authentication mechanisms for Security Association Establishment, described in more detail in clause 8.2.1 "Overview on Security Association Establishment Frameworks":

d) Provisioned Symmetric Key Security Association Establishment Framework: A symmetric key is pre-provisioned to the Security Association end-points. For more details see clause 8.2.2.1.

e) Certificate-Based Security Association Establishment Framework: Security Association end-points authenticate themselves using private signing keys and Certificates containing the corresponding Public Verification Key. For more details see clause 8.2.2.2.

f) M2M Authentication Function (MAF) Security Association Establishment Framework: For MAF‑based SAEF, the centralized key distribution server is a MAF hosted either by a 3rd party service provider which has a service relationship with the M2M Service Provider (M2M-SP), or hosted by the M2M-SP itself. The MAF authenticates a Field Domain entity on behalf of an IN-CSE using a symmetric key. For more details see clause 8.2.2.3.

Figure 6.1.2.2.1-1 illustrates the different use cases and entities involved in the various Security Association Establishment Frameworks (SAEF) considered in the present document.
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Figure 6.1.2.2.1-1: Entities involved in Security Association Establishment
6.1.2.2.2
Authorization to access M2M resources

Once an AE or CSE has been granted access to M2M services, the Access Control decision procedure specified in clause 7.1.5 of the present document is executed before accessing an M2M resource, as specified in oneM2M TS‑0001 [1].

6.1.2.2.3
Security for multicast group fanout procedures
Multicast group fan out is specified in oneM2M TS‑0001 [1]. When this procedure is employed, request primitives originating from a Group Hosting CSE and received by Member Hosting CSEs are transferred on the Mcc reference point over a multicast capable underlying network such as 3GPP MBMS [77]. 

The multicast group fan out procedure is applicable only in conjunction with the CoAP binding protocol specified in oneM2M TS-0008 [76]. However, DTLS-based Security Association Establishment cannot be used for multicast. When multicast group fanout over 3GPP MBMS is employed, security as defined in 3GPP TS 33.246 [78] shall be applied.  Security between Group Hosting CSE and BM-SC is not in the scope of the present document.
The present document does not specify  a specific security mechanism on the oneM2M Service Layer (reference point Mcc). 

-----------------------End of change 1-------------------------------------------
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