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Background BT

* Increasing numbers of cellular 10T devices are starting to hit the market
e E.g.- NB-loT, LTE-M and higher category devices supporting functions such as video surveillance

e 3GPP has been adding loT features starting in Rel-10 (2011) - Rel-15 (2018)

* Features to avoid network congestion from massive numbers of loT devices

* Features to maximize network resource utilization/efficiency to minimize deployment costs
* Features to keep network secure from the increased threats from loT devices

* Features to maximize loT device battery life

* Operators have started deploying support for these features in their networks
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e Use of 3GPP loT features requires low-level knowledge of 3GPP and a business relationship with operator
(E.g. Configuration of loT device sleep times requires intimate knowledge of 3GPP PSM and eDRX)
- This presents a high barrier of use and adoption by typical IoT device manufacturers and app developers
* If devices and apps do not properly use these features, cellular IoT deployments are destined to fail
* Inefficient use of network resources = higher costs and less scalability for operators
* Shortened battery life of devices = inability to deploy cellular loT devices in many loT use cases

* Security threats to the network = network, devices and application security will be compromised
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* oneM2M Rel-3 is the first loT service layer standard to interwork with 3GPP loT features
* oneM2M provides a complimentary set of value-add services that interwork with 3GPP |oT features
 oneM2M eases the use and adoption of 3GPP |oT features by loT devices and apps
« oneM2M can be deployed internal or external to an operator’s network
* Enables an operator to move up the value-chain and offer additional value-add loT services
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Some Examples of oneM2M
Cellular loT Value-add Services



loT Device Service Enroliment iwvM

3. Device receives
trigger that contains
contact info for
oneM2M enrollment
function and sends it
an enrollment request

4. oneM2M
enrolment function
enrolls device and
bootstraps it with IDs

5. Device receives

enrollment response 1. oneM2M app

requests that

Enrolment

containing IDs and Function

. and credentials
credentials

device enrolls and
registers

2. oneM2M —2__ Service Layer

Cellular loT Devices ol
LA, LT l Re;uest i Service Layer

fona () 8 (Enroliment -oTe Netwo girr e By o | .
A S k5 Response 7 | K A S
W — loT Features / N, Ep
QE Registration > 7
=5 |_Response WSS

lRegistrationI loT Server 8. oneM2M
Request :

7. oneM2M Service Layer

Service Layer

notifies app that
device is enrolled
and registered

6. Device uses IDs and
credentials to securely

registers
device

connect and register
to oneM2M Service
Layer




loT Device Sleep Schedule Management oﬁreM
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loT Device Message Delivery Handling
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loT Device Location Tracking

4. Device moves to a

new location

Cellular loT Devices
(NB-loT, LTE-M)
HEAN -

[
o> -
< B

5. 3GPP CN detects 6. oneM2M Service Layer

1. AoneM2M
App asks to be
notified if/when
device leaves
specified
geofenced area

3GPP Core Network - '

Apps

Notification

receives device’s current
location, compares it against
geofenced area and detects

device has left the area

device’s current
location has changed
and sends a
notification

=2_ Service Layer

SCEF ‘ 3
loT Features [Subscribe]“i

loT Server

7. oneM2M Service

3. 3GPP CN monitors
the current location of

2. oneM2M Service Layer
subscribes to 3GPP CN to

Layer notifies
device has left
geofenced area

the device to detect
changes

receive location updates
for specified device



3GPP Network Congestion Control
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Non-IP Data Delivery (NIDD) v M
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loT Device Tampering Detection
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Management of Groups of loT Devices
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Summary BT

e oneM2M Rel-3 interworks with 3GPP |oT features
 oneM2M provides complimentary value-add services over top of 3GPP |loT features
« oneM2M eases use and adoption of 3GPP loT features by loT devices and apps

 oneM2M enables operators to move up the value-chain and offer value-add loT services
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