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	Abstract:
	This LS contains information from ITU-T Study Group 20 to oneM2M on related work item titled draft new Recommendation ITU-T Y.oneM2M.SEC.SOL “oneM2M Security Solutions”. 

ITU-T Study Group 20 would like to thank oneM2M for its continuous collaboration and appreciates oneM2M efforts to contribute to the development of ITU-T Recommendations by sharing oneM2M deliverables with ITU-T SG20. 
ITU-T SG20 would like to invite oneM2M to hold a co-located meeting in order to ensure alignment between relevant oneM2M technical specifications and ITU-T Recommendations as well as to discuss future working arrangements. The co-located physical meeting may take place in conjunction with the next ITU-T SG20 meeting, which is due to take place on 6-16 July 2020 in Geneva, Switzerland.
ITU-T SG20 during its last meeting has discussed draft new Recommendation ITU-T Y.oneM2M.SEC.SOL “oneM2M Security Solutions” (TD1267) and would like to seek oneM2M clarifications and comments on a number of issues related to the oneM2M Release 2 specification - oneM2M Security Solutions V2.4.1, as indicated in the Annex.
ITU-T SG20 would be grateful if oneM2M would inform ITU-T SG20 on how oneM2M has incorporated SG20 comments in its ongoing work and latest releases. oneM2M is also invited to share the latest documents with ITU-T SG20.
ITU-T SG20 would highly appreciate oneM2M feedback on these issues before the next SG20 meeting.
You may find up-to-date information on the SG20 work programme at:
https://www.itu.int/ITU-T/workprog/wp_search.aspx?sg=20
ITU-T SG20 is committed to cooperating closely with oneM2M. 
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Annex 
ITU-T SG20 would like to seek oneM2M clarifications and comments on number of issues related to the oneM2M Release 2 specification - oneM2M Security Solutions V2.4.1, as follows:
1. Clarifications on listing certain encryption protocols (e.g. starting from article 10.1.1.1) without clarifying the possibility to use alternative IETF RFCs (for example - RFC 6986, RFC 7091, RFC 7801). This may limit the use of different RFCs rather than the ones listed in this oneM2M Security Solutions V2.4.1 document.
1. TLS RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2", and RFC 6347: "Datagram Transport Layer Security Version 1.2" are obsoleted by the IETF who have replaced these RFCs with V1.3 of both protocols. TLS version 1.3 is documented in RFC8446 which was published in August 2018. Work on DTLS V1.3 has completed and new RFC is expected on within Q1 2020.
1. Other concerns about IETF standards are:
· RFC2104 updated by RFC6151
· RFC3548 obsoleted by RFC4648
· RFC4492 updated by RFC5246, RFC7027, RFC7919
· RFC5246 updated by RFC5746, RFC5878, RFC6176, RFC7465, RFC7507, RFC7568, 
· RFC7627, RFC7685, RFC7905, RFC7919
· RFC5280 updated by RFC6818
· RFC6347 updated by RFC7507, RFC7905
· Unused reference to RFC7252
· Unused reference to RFC6920

1. It is recommended to avoid using the term “legal” within ITU documents due to its policy implications; for example in page 217 in the wording “country legal mandate” and in page 219 such as “Legal Region, Legal country, Legal city, Legal state”, and considering the obligatory requirement when using “shall be”.
1. The use of Country Code is not aligned throughout the document in different cases. At page 37, 2‑character Country code is used, while at page 244 F.1.2, two-letters country codes is used to represent countries and special regions of geographical interest. [b-ISO 3166-1]. However, Parameter CC - The country where the device or service provider is located with CC Value “variable” (not 2 character/letter) is used in Annex J (page 249). It is highly recommended to align all relevant cases. 
1. The Reference to “ISO 3166” is recommended to be normative.
1. ISO CC may be user defined and there is already user defined CC for some organizations. Does it mean that user-defined CC is used for IoT security identification? 
1. In Annex J, the term “nation” is used many times. For example, “The nation were the data stored, or if part of a wider framework (such as the EU)”. Should it read as “The nation where the data stored…)? Is it different from Country and/or Country code?
1. In Annex J, there is a reference to “Tag Company Registration number”. It is not clear who is the registrar, and how to get or use this number?
1. There are number of editorial modifications that will be done in order to comply with the ITU-T rules and procedures for drafting ITU Recommendations. 
9. Numbering of Annexes and Appendices should comply with the Author’s Guide for drafting ITU-T Recommendation. Numbering of Appendices should use roman numbering instead of using letters in alphabetical order.
9. Definitions with references (e.g. TIA, ETSI) should be listed under section “3.1 Terms defined elsewhere”
1. There are number of other issues that can be of editorial nature. For example: 
10. “NA” values in Annex J with possible yes/no Parameters, 
10. ITU-T X.509 deletion from references while it is used in the body of the Recommendation; 
10. Any reference to oneM2M Technical Specification, which is transposed to ITU-T documents, should follow ITU-T referencing procedure within ITU-T Recommendation, (e.g. reference to TS-0022 vs [ITU-T Y.4500.22])
1. Further clarification is required for the following text in the Summary “This Recommendation provides normative and informative specifications”. Which part of the document is considered as “informative specifications” and which is “normative specifications”?
1. Two bibliography sections are given; one is under Appendix I, and the second one is at the end of Recommendation. Hence, Appendix I may need to be deleted and only relevant references to be moved to the bibliography at the end.
1. Alignment may be needed between Figure 5.1.0-1 on high level overview of the Security architecture, and the description of the layers and functions in section 5.1, 5.2, 5.3 and the detailed explanation in section 6.2 as follows:
13. The figure did not capture the “Security service layer” in section 5.2.1 
13. [bookmark: _Toc489042942]“Trust Enabling security functions” in section 6.2.6 is not captured in Figure 5.1.0-1 and is not listed under section 5.2.1.
13. Section 6.2.2 (Authorization Architecture) should be listed as sub-section of 6.2.1 on “Access Management”, so numbering should change to section 6.2.1.2 instead of 6.2.2.
13. “Access control” service is listed in section 5.2.1 under “Access Management” service group, but no corresponding details are found under section 6.2.
13. “security Association Establishment” function has no corresponding details under section 6.2
1. Further clarification on the direct security association between Application Entities (AE)/ Common Service Entity (CSE) and the encryption of the content of resources exchanged between them.
1. Further clarification is requested for the security pre-provisioning and security post-provisioning phases under section 6.1.2.1 on Enrolment phase, including how remote pre-provisioning of security keys can be used with a post-provisioning framework.
1. The GBA based remote security provisioning framework provide details for only 3GPP related specifications. Questions are raised on how to extend such functionality to non-3GPP based devices?
1. In section 6.1.2.2 on operational phase and as stated in the document, the pre-provisioning key could impose security threats unless used in conjunction with secured environments. As mentioned in this specification document, the reference framework to interface M2M entities with the 3GPP UICCs specifications is provided in Annex D. Questions are raised on how to extend such functionality to non-3GPP based devices?
1. In the sequence of events highlighted in the certificate based security association establishment framework (as detailed in section 8.2.2.2), the certificate chain is listed as optional. This could have negative security implications. To avoid such implication, setting the certificate chain as a mandatory feature is to be recommended rather than being optional, while still clarifying to the end users that non-compliance would raise a considerable risk for them.
1. Further clarification on the rational for not including the GBA based authentication in the operational phases similar to the enrolment phase.
1. The 3GPP generic authentication architecture identified two types of authentication mechanisms; GBA in TS 33.220 and Support for Subscriber Certificates (SSC) in TS 33.221. A question is raised on the possibility of including both mechanisms for the security provisioning framework and security association establishment framework in both enrolment and operational phases, respectively?
1. It is suggested to change "data is" to "data are".
1. Section 5.2.1 on Access Management needs to be expanded for Identification (service) with corresponding amendments in the text.
1. Further clarification is needed for Identity protection in section 6.2.4 (e.g. there are not limited to Identity protection only, but some other tasks are provided as well.)
1. Section 6.3.2 needs basic model description or requirements for SE Plug-in to ensure compatibility.
1. Further clarification is needed for proposal to use RSA, which may not be reliable in many implementations.
1. Further clarification is needed to describe PSO-Decipher for RSA implementation/usage
1. Further clarification is needed for the validity of keeping the “Void” text in draft ITU-T Recommendation (e.g. paragraphs (8.3.3, 9.2.2.2), Annexes B, E, G, H, I, K, L, Appendices C, D, F, J). ITU-T SG20 would seek oneM2M approval to delete sections with “Void” text in the relevant ITU-T Recommendation.
_______________________
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