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Introduction

This CR proposes to change RSC from 4103(ACCESS_DENIED) to 4103(ORIGINATOR_HAS_NO_PRIVILEGE) so as to bring TS-0018 in sync with TS-0001 and TS-0004.
********** Start of change 1 **********

TP/oneM2M/CSE/DMR/RET/003

	TP Id
	TP/oneM2M/CSE/DMR/RET/003

	Test objective
	Check that the IUT responds with an error when the AE tries to retrieve a resource TARGET_RESOURCE_ADDRESS under AE without having privileges for the RETRIEVE operation

	Reference
	TS-0001 [1], clause 10.1.2 - item 2) 

	Config Id
	CF01

	Parent Release
	PARENT_RELEASE

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 


and the IUT having created a resource TARGET_RESOURCE_ADDRESS of type 
RESOURCE_TYPE under the AE resource

and the AE having no privileges to perform RETRIEVE operation on the resource 
TARGET_RESOURCE_ADDRESS

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid RETRIEVE Request from AE containing 



To set to TARGET_RESOURCE_ADDRESS and


From set to AE_ID and 

           no Content
}
	IUT ( AE

	
	then {

the IUT sends a Response containing 


Response Status Code set to 4103 (ORIGINATOR_HAS_NO_PRIVILEGE)

}
	IUT ( AE


	TP Id
	PARENT_RELEASE
	Reference
	RESOURCE_TYPE

	TP/oneM2M/CSE/DMR/RET/003_CNT
	Release 1
	TS-0001 [1], clause 10.2.4.2 
	3 (container)

	TP/oneM2M/CSE/DMR/RET/003_ACP
	Release 1
	TS-0001 [1], clause 10.2.21.2
	1 (accessControlPolicy)

	TP/oneM2M/CSE/DMR/RET/003_SUB
	Release 1
	TS-0001 [1], clause 10.2.11.3
	23 (subscription)

	TP/oneM2M/CSE/DMR/RET/003_GRP
	Release 1
	TS-0001 [1], clause 10.2.7.3
	9 (group)

	TP/oneM2M/CSE/DMR/RET/003_SCH
	Release 3
	TS-0001 [1], clause 10.2.40.2
	18 (schedule)

	TP/oneM2M/CSE/DMR/RET/003_TS
	Release 3
	TS-0001 [1], clause 10.2.30.2 
	29 (timeSeries)


********** End of change 1 **********

********** Start of change 2 **********

TP/oneM2M/CSE/DMR/RET/014

	TP Id
	TP/oneM2M/CSE/DMR/RET/014

	Test objective
	Check that the IUT responds with an error when the AE tries to retrieve a resource TARGET_RESOURCE_ADDRESS under CSEBase without having privileges for the RETRIEVE operation

	Reference
	TS-0001 [1], clause 10.1.2 - item 2)

	Config Id
	CF01

	Parent Release
	PARENT_RELEASE

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 


and the IUT having created a resource TARGET_RESOURCE_ADDRESS of type 
RESOURCE_TYPE under the CSEBase resource

and the AE having no privileges to perform RETRIEVE operation on the resource 
TARGET_RESOURCE_ADDRESS

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid RETRIEVE Request from AE containing 



To set to TARGET_RESOURCE_ADDRESS and


From set to AE_ID and 

           no Content
}
	IUT ( AE

	
	then {

the IUT sends a Response containing 


Response Status Code set to 4103 (ORIGINATOR_HAS_NO_PRIVILEGE)

}
	IUT ( AE


	TP Id
	PARENT_RELEASE
	Reference
	RESOURCE_TYPE

	TP/oneM2M/CSE/DMR/RET/014_ACP
	Release 1
	TS-0001 [1], clause 10.2.21.2
	1 (accessControlPolicy)

	TP/oneM2M/CSE/DMR/RET/014_AE
	Release 1
	TS-0001 [1], clause 10.2.1.2
	2 (AE)

	TP/oneM2M/CSE/DMR/RET/014_CNT
	Release 1
	TS-0001 [1], clause 10.2.4.2
	3 (container)

	TP/oneM2M/CSE/DMR/RET/014_CSR
	Release 1
	TS-0001 [1], clause 10.2.2.2
	16 (remoteCSE)

	TP/oneM2M/CSE/DMR/RET/014_SUB
	Release 1
	TS-0001 [1], clause 10.2.11.3
	23 (subscription)

	TP/oneM2M/CSE/DMR/RET/014_GRP
	Release 1
	TS-0001 [1], clause 10.2.7.3
	9 (group)

	TP/oneM2M/CSE/DMR/RET/014_DLV
	Release 4
	TS-0001 [1], clause 10.2.5.3
	6 (delivery)

	TP/oneM2M/CSE/DMR/RET/014_LCP
	Release 3
	TS-0001 [1], clause 10.2.10.1.2
	10 (locationPolicy)

	TP/oneM2M/CSE/DMR/RET/014_MGC
	Release 4
	TS-0001 [1], clause 10.2.8.3
	12 (mgmtCmd)

	TP/oneM2M/CSE/DMR/RET/014_NOD
	Release 4
	TS-0001 [1], clause 10.2.14.2
	14 (node)

	TP/oneM2M/CSE/DMR/RET/014_REQ
	Release 2
	TS-0001 [1], clause 10.2.20.2
	17 (request)

	TP/oneM2M/CSE/DMR/RET/014_SCH
	Release 3
	TS-0001 [1], clause 10.2.40.2
	18 (schedule)

	TP/oneM2M/CSE/DMR/RET/014_STCL
	Release 4
	TS-0001 [1], clause 10.2.15.11
	21 (statsCollect)

	TP/oneM2M/CSE/DMR/RET/014_STCG
	Release 4
	TS-0001 [1], clause 10.2.15.3
	22 (statsConfig)

	TP/oneM2M/CSE/DMR/RET/014_TS
	Release 3
	TS-0001 [1], clause 10.2.30.2
	29 (timeSeries)


********** End of change 2 **********

********** Start of change 3 **********
TP/oneM2M/CSE/DMR/UPD/006
	TP Id
	TP/oneM2M/CSE/DMR/UPD/006

	Test objective
	Check that the IUT responds with an error when the AE tries to update the attribute ATTRIBUTE_NAME of a TARGET_RESOURCE_ADDRESS resource without having privileges for the UPDATE operation

	Reference
	TS-0001 [1], clause 10.1.3 – 16)

	Config Id
	CF01

	Parent Release
	PARENT_RELEASE

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 


and the IUT having created a resource TARGET_RESOURCE_ADDRESS of type 
RESOURCE_TYPE containing



a RW ATTRIBUTE_NAME attribute set to VALUE_1

and the AE having no privileges to perform UPDATE operation on the resource 
TARGET_RESOURCE_ADDRESS

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid UPDATE Request from AE containing 



To set to TARGET_RESOURCE_ADDRESS and


From set to AE_ID and


Content containing




RESOURCE_TYPE resource containing





ATTRIBUTE_NAME set to VALUE_2
}
	IUT ( AE

	
	then {

the IUT does not update the TARGET_RESOURCE_ADDRESS resource

and the IUT sends a valid Response containing 


Response Status Code set to 4103 (ORIGINATOR_HAS_NO_PRIVILEGE)
}
	IUT ( AE


	TP Id
	PARENT_RELEASE
	Reference
	RESOURCE_TYPE
	ATTRIBUTE_NAME

	TP/oneM2M/CSE/DMR/UPD/006_CNT/LBL
	Release 1
	TS-0001 [1], clause 10.2.4.3 
	3 (container)
	labels

	TP/oneM2M/CSE/DMR/UPD/006_ACP/LBL
	Release 1
	TS-0001 [1], clause 10.2.21.3
	1 (accessControlPolicy)
	labels

	TP/oneM2M/CSE/DMR/UPD/006_SUB/LBL
	Release 1
	TS-0001 [1], clause 10.2.11.4
	23 (subscription)
	labels

	TP/oneM2M/CSE/DMR/UPD/006_GRP/LBL
	Release 1
	TS-0001 [1], clause 10.2.7.4
	9 (group)
	labels

	TP/oneM2M/CSE/DMR/UPD/006_SCH/LBL
	Release 3
	TS-0001 [1], clause 10.2.40.2
	18 (schedule)
	labels

	TP/oneM2M/CSE/DMR/UPD/005_TS/LBL
	Release 3
	TS-0001 [1], clause 10.2.30.3
	29 (timeSeries)
	labels


********** End of change 3 **********

********** Start of change 4 **********

TP/oneM2M/CSE/DMR/CRE/004

	TP Id
	TP/oneM2M/CSE/DMR/CRE/004

	Test objective
	Check that the IUT rejects the creation of a RESOURCE_TYPE resource when AE has no privileges

	Reference
	TS-0001 [1], clause 10.1.1.1

	Config Id
	CF01

	Parent Release
	PARENT_RELEASE 

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 


and the IUT having registered the AE


and the AE having no privileges to perform CREATE operation on the resource 
TARGET_RESOURCE_ADDRESS

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid CREATE Request from AE containing 



To set to TARGET_RESOURCE_ADDRESS and


Resource Type set to RESOURCE_TYPE and


From set to AE-ID and 



Content containing 




RESOURCE_TYPE resource
}
	IUT ( AE

	
	then {

the IUT does not create the RESOURCE_TYPE resource 

and the IUT sends a valid Response containing 



Response Status Code set to 4103 (ORIGINATOR_HAS_NO_PRIVILEGE)

}
	IUT ( AE


	TP Id
	PARENT_RELEASE
	Reference
	RESOURCE_TYPE

	TP/oneM2M/CSE/DMR/CRE/004_CNT
	Release 1
	TS-0001 [1], clause 10.2.4.1 
	3 (container)

	TP/oneM2M/CSE/DMR/CRE/004_ACP
	Release 1
	TS-0001 [1], clause 10.2.21.1
	1 (accessControlPolicy)

	TP/oneM2M/CSE/DMR/CRE/004_SUB
	Release 1
	TS-0001 [1], clause 10.2.11.2 
	23 (subscription)

	TP/oneM2M/CSE/DMR/CRE/004_GRP
	Release 1
	TS-0001 [1], clause 10.2.7.2
	9 (group)

	TP/oneM2M/CSE/DMR/CRE/004_SCH
	Release 3
	TS-0001 [1], clause 10.2.40.2
	18 (schedule)

	TP/oneM2M/CSE/DMR/CRE/004_PCH
	Release 2
	TS-0001 [1], clause 10.2.13.2
	15 (pollingChannel)

	TP/oneM2M/CSE/DMR/CRE/004_TS
	Release 3
	TS-0001 [1], clause 10.2.30.1
	29 (timeSeries)


********** End of change 4 **********

********** Start of change 5 **********

TP/oneM2M/CSE/LOC/CRE/003
	TP Id
	TP/oneM2M/CSE/LOC/CRE/003

	Test objective
	Check that the IUT rejects the creation of locationPolicy resource when AE has no privilege to perform the creation request for the locationPolicy resource

	Reference
	TS-0001 [1], clause 10.2.9.2, TS-0004 [2], clause 7.4.10.2

	Config Id
	CF01

	Parent Release
	Release 3

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 


and the IUT having registered the originator AE


and the AE having no privileges to perform CREATE operation on the resource 
TARGET_RESOURCE_ADDRESS 

}

	Expected behaviour
	Test events
	Direction

	
	when {
the IUT receives a valid CREATE Request from AE containing 




To set to TARGET_RESOURCE_ADDRESS and



Resource Type set to 10 (locationPolicy) and



From set to AE_ID and 




Content containing
locationSource attribute set to 1 (Network_based) and

valid locationUpdatePeriod attribute and

valid locationTargetID attribute and 

valid locationServer attribute
}
	IUT ( AE

	
	then {


the IUT does not create the locationPolicy resource


and the IUT sends a valid Response containing

Response Status Code set to 4103 (ORIGINATOR_HAS_NO_PRIVILEGE)
}
	IUT ( AE


********** End of change 5 **********

********** Start of change 6 **********

TP/oneM2M/CSE/SEC/ACP/UPD/002

	TP Id
	TP/oneM2M/CSE/SEC/ACP/UPD/002

	Test objective
	Check that the IUT responds with an error when the AE tries an UPDATE operation on the accessControlPolicyIDs attribute without having privileges for such operation in any selfPrivileges of the <accessControlPolicy> resources which this attribute originally indicates.

	Reference
	TS-0001 [1], clause 9.6.1.3.2-1

	Config Id
	CF01

	Parent Release
	Release 1

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE containing


accessControlPolicyID attribute set to ACP_ID_1

and the AE having no privileges to perform UPDATE operation on the 
AE_RESOURCE_ADDRESS in selfPrivileges

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid UPDATE Request containing 



To set to AE_RESOURCE_ADDRESS and


From set to AE_ID



Content containing



AE resource containing




accessControlPolicyID attribute set to ACP_ID_2
}
	IUT ( AE

	
	then {

the IUT does not update the accessControlPolicyIDs attribute of AE 


resource


and the IUT sends a valid Response containing 


Response Status Code set to 4103 (ORIGINATOR_HAS_NO_PRIVILEGE)
}
	IUT ( AE


********** End of change 6 **********

********** Start of change 7 **********

TP/oneM2M/CSE/SEC/ACP/001

	TP Id
	TP/oneM2M/CSE/SEC/ACP/001

	Test objective
	Check that the IUT responds with an error when an ORIGINATOR tries an OPERATION without having privileges for performing the OPERATION on the TARGET_RESOURCE_TYPE resource.

	Reference
	TS-0001 [1], clause 9.6.1.3.2-1

	Config Id
	CF01

	Parent Release
	Release 1

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 


and the ORIGINATOR having no privileges to perform an OPERATION on the resource 
TARGET_RESOURCE_ADDRESS

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION Request containing 



To set to TARGET_RESOURCE_ADDRESS and


From set to ORIGINATOR_ID 

}
	IUT ( ORIGINATOR

	
	then {

the IUT sends a valid Response containing 


Response Status Code set to 4103 (ORIGINATOR_HAS_NO_PRIVILEGE)
}
	IUT ( ORIGINATOR


	TP Id
	OPERATION

	TP/oneM2M/CSE/SEC/ACP/001_CRE
	CREATE

	TP/oneM2M/CSE/SEC/ACP/001_RET
	RETRIEVE

	TP/oneM2M/CSE/SEC/ACP/001_UPD
	UPDATE

	TP/oneM2M/CSE/SEC/ACP/001_DEL
	DELETE


********** End of change 7 **********

********** Start of change 8 **********

TP/oneM2M/CSE/SEC/ACP/006

	TP Id
	TP/oneM2M/CSE/SEC/ACP/006

	Test objective
	Check that the IUT responds with an error when the AE tries an OPERATION on a AE_RESOURCE_TYPE resource out of accessControlTimeWindow context.

	Reference
	TS-0001 [1], clause 9.6.2.2-1

	Config Id
	CF01

	Parent Release
	Release 1

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 


and the IUT having registered the AE


and the AE having privileges to perform OPERATION on the 
AE_RESOURCE_ADDRESS within TIME_WINDOW
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION Request containing 



To set to AE_RESOURCE_ADDRESS and


From set to AE_ID

out of TIME_WINDOW

}
	IUT ( AE

	
	then {

the IUT sends a valid Response containing 


Response Status Code set to 4103 (ORIGINATOR_HAS_NO_PRIVILEGE)
}
	IUT ( AE


	TP Id
	OPERATION

	TP/oneM2M/CSE/SEC/ACP/006_CRE
	CREATE

	TP/oneM2M/CSE/SEC/ACP/006_RET
	RETRIEVE

	TP/oneM2M/CSE/SEC/ACP/006_UPD
	UPDATE

	TP/oneM2M/CSE/SEC/ACP/006_DEL
	DELETE


********** End of change 8 **********

********** Start of change 9 **********

TP/oneM2M/CSE/SEC/ACP/008

	TP Id
	TP/oneM2M/CSE/SEC/ACP/008

	Test objective
	Check that the IUT responds with an error when the AE tries an OPERATION on a AE_RESOURCE_TYPE resource out of accessControlLocationRegion context.

	Reference
	TS-0001 [1], clause 9.6.2.2-1

	Config Id
	CF01

	Parent Release
	Release 1

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 


and the IUT having registered the AE 


and the AE having privileges to perform OPERATION on the 
AE_RESOURCE_ADDRESS within LOCATION_RESTRICTION
}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION Request containing


To set to AE_RESOURCE_ADDRESS and


From set to AE_ID

out of LOCATION_RESTRICTION

}
	IUT ( AE

	
	then {

the IUT sends a valid Response containing 


Response Status Code set to 4103 (ORIGINATOR_HAS_NO_PRIVILEGE)
}
	IUT ( AE


	TP Id
	OPERATION

	TP/oneM2M/CSE/SEC/ACP/008_CRE
	CREATE

	TP/oneM2M/CSE/SEC/ACP/008_RET
	RETRIEVE

	TP/oneM2M/CSE/SEC/ACP/008_UPD
	UPDATE

	TP/oneM2M/CSE/SEC/ACP/008_DEL
	DELETE


********** End of change 9 **********

********** Start of change 10 **********

TP/oneM2M/CSE/SEC/ACP/010

	TP Id
	TP/oneM2M/CSE/SEC/ACP/010

	Test objective
	Check that the IUT responds with an error when the AE tries an OPERATION on a AE_RESOURCE_TYPE resource out of accessControlIpAddresses context.

	Reference
	TS-0001 [1], clause 9.6.2.2-1

	Config Id
	CF01

	Parent Release
	Release 1

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 


and the IUT having registered the AE 


and the AE having privileges to perform OPERATION on the 










AE_RESOURCE_ADDRESS within IP_ADDRESS_RESTRICTION

}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION Request containing


To set to AE_RESOURCE_ADDRESS and


From set to AE_ID

and AE_IP_ADDRESS out of IP_ADDRESS_RESTRICTION

}
	IUT ( AE

	
	then {

the IUT sends a valid Response containing 


Response Status Code set to 4103 (ORIGINATOR_HAS_NO_PRIVILEGE)
}
	IUT ( AE


	TP Id
	OPERATION

	TP/oneM2M/CSE/SEC/ACP/010_CRE
	CREATE

	TP/oneM2M/CSE/SEC/ACP/010_RET
	RETRIEVE

	TP/oneM2M/CSE/SEC/ACP/010_UPD
	UPDATE

	TP/oneM2M/CSE/SEC/ACP/010_DEL
	DELETE


********** End of change 10 **********

********** Start of change 11 **********

TP/oneM2M/CSE/SEC/ACP/012

	TP Id
	TP/oneM2M/CSE/SEC/ACP/012

	Test objective
	Check that the IUT responds with an error when an ORIGINATOR tries an OPERATION on a <Container>  resource with no accessControlPolicyID associated and such ORIGINATOR having no privileges for performing the OPERATION on the <Container> resource.

	Reference
	TS-0001 [1], clause 9.6.1.3.2-1

	Config Id
	CF01

	Parent Release
	Release 1

	PICS Selection
	PICS_CSE, PICS_ACP_SUPPORT

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE 


and the AE having a child <Container> resource containing



no accessControlPolicyID attribute


and the ORIGINATOR having no privileges to perform an OPERATION on the <Container> resource 


}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION Request containing 



To set to CONTAINER_RESOURCE_ADDRESS and


From set to ORIGINATOR_ID 

}
	IUT ( ORIGINATOR

	
	then {

the IUT sends a valid Response containing 


Response Status Code set to 4103 (ORIGINATOR_HAS_NO_PRIVILEGE)
}
	IUT ( ORIGINATOR


	TP Id
	OPERATION

	TP/oneM2M/CSE/SEC/ACP/012_CRE
	CREATE

	TP/oneM2M/CSE/SEC/ACP/012_RET
	RETRIEVE

	TP/oneM2M/CSE/SEC/ACP/012_UPD
	UPDATE

	TP/oneM2M/CSE/SEC/ACP/012_DEL
	DELETE


********** End of change 11 **********

********** Start of change 12 **********

TP/oneM2M/CSE/SEC/ACP/014

	TP Id
	TP/oneM2M/CSE/SEC/ACP/014

	Test objective
	Check that the IUT responds with an error when an AE2 tries an OPERATION on the AE1 resource whose accessControlPolicyIDs attribute is not set.

	Reference
	TS-0001 [1], clause 9.6.1.3.2-1

	Config Id
	CF01

	Parent release
	Release 1

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state" 

and the IUT having registered the AE1

 
and the IUT having registered the AE2


and the <AE> resource of AE1 having no accessControlPolicyIDs attribute


}

	Expected behaviour
	Test events
	Direction

	
	when {

the IUT receives a valid OPERATION Request containing 



To set to AE1_RESOURCE_ADDRESS and


From set to AE2_ID 
}
	IUT  AE2

	
	then {

the IUT sends a valid Response containing 


Response Status Code set to 4103 (ORIGINATOR_HAS_NO_PRIVILEGE)
}
	IUT  AE2


	TP Id
	OPERATION

	TP/oneM2M/CSE/SEC/ACP/014_CRE
	CREATE

	TP/oneM2M/CSE/SEC/ACP/014_RET
	RETRIEVE

	TP/oneM2M/CSE/SEC/ACP/014_UPD
	UPDATE

	TP/oneM2M/CSE/SEC/ACP/014_DEL
	DELETE


********** End of change 12 **********

CHECK LIST

· Does this Change Request include an informative introduction containing the problem(s) being solved, and a summary list of proposals.?

· Does this CR contain changes related to only one particular issue/problem?

· Have any mirror CRs been posted?

· Does this Change Request  make all the changes necessary to address the issue or problem?  E.g. A change impacting 5 tables should not include a proposal to change only 3 tables?Does this Change Request follow the drafting rules?

· Are all pictures editable?

· Have you checked the spelling and grammar?

· Have you used change bars for all modifications?

· Does the change include the current and surrounding clauses to clearly show where a change is located and to provide technical context of the proposed change? (Additions of complete clauses need not show surrounding clauses as long as the proposed clause number clearly shows where the new clause is proposed to be located.)

· Are multiple changes in this CR clearly separated by horizontal lines with embedded text such as, start of change 1, end of change 1, start of new clause, end of new clause.?
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