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▣ Definitions
· Test Identifier : oneM2M based conformance and interoperability test name
· Test Purpose : oneM2M based conformance and interoperability test purpose
· Applicability : oneM2M based conformance and interoperability IUT
· ADN(Application Dedicated Node) : An ADN is a Node that contains at least one AE and does not contain a CSE. There may be zero or more ADNs in the Field Domain of the oneM2M System. 
· ASN(Application Service Node) : An ASN is a Node that contains one CSE and contains at least one Application Entity (AE). There may be zero or more ASNs in the Field Domain of the oneM2M System.
· MN(Middle Node) : A MN is a Node that contains one CSE and contains zero or more AEs. There may be zero or more MNs in the Field Domain of the oneM2M System.
· IN(Infrastructure Node) : An IN is a Node that contains one CSE and contains zero or more AEs. There is exactly one IN in the Infrastructure Domain per oneM2M Service Provider.
· Initial Condition : The state of ASN, ADN, MN or IN prior to oneM2M based conformance and interoperability test. 
· Test procedure : oneM2M based conformance and interoperability test procedure.
· Pass/Fail Criteria: oneM2M based conformance and interoperability Pass/Fail Criteria
· Pass : If the results comply with pass criteria
· Fail : If the results DO NOT comply with pass criteria
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 All test procedure and methodligy comply with the oneM2M Interoperability Test procedure of TTA Verified and the test environment is as follows: 
[image: ]
Figure 1. oneM2M conformance and interoperability environment
 In oder to simplify test setup and execution, some requirements applied to the testing and recommendation as follows, 
· Security shall be disabled as it is out of scope of this interoperability testing.
· Resource names are pre-provisioned, except for content instance resources that are automatically assigned by the hosting CSE.
· After each "Delete" primitive on a resource, shall check the resource is effectively deleted.
· Host Address refers to the authority part of a target URI as defined in RFC 3986 and RFC 7230.
 
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1) IUT: MN-CSE or IN-CSE
[image: ]




2) IUT: ADN-AE
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1) IUT: IN-CSE
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2) IUT: ASN-CSE 또는MN-CSE
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1) IUT: IN-CSE
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2) IUT: ASN-CSE 또는 MN-CSE
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3) IUT: ADN-AE
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	Test Case
	Summary

	oneM2M_CSEBase_BV_01
	Verify the Retrieve response operation of <CSEBase> resource.
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	Test Case
	Summary

	oneM2M_remoteCSE_BV_01
	Verify the Create request and response operation of <remoteCSE> resource between Registree CSE and Registrar CSE.

	oneM2M_remoteCSE_BV_02
	Verify the Retrieve request and response operation of <remoteCSE> resource between Registree CSE and Registrar CSE.

	oneM2M_remoteCSE_BV_03
	Verify the Update request and response operation of <remoteCSE> resource between Registree CSE and Registrar CSE.

	oneM2M_remoteCSE_BV_04
	Verify the Delete request and response operation of <remoteCSE> resource between Registree CSE and Registrar CSE.
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	Test Case
	Summary

	oneM2M_AE_BV_01
	Verify the Create request and response operation of <AE> resource between AE and Registrar CSE.

	oneM2M_AE_BV_02
	Verify the Retrieve request and response operation of <AE> resource between AE and Registrar CSE.

	oneM2M_AE_BV_03
	Verify the Update request and response operation of <AE> resource between AE and Registrar CSE.

	oneM2M_AE_BV_04
	Verify the Delete request and response operation of <AE> resource between AE and Registrar CSE.
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	Test Case
	Summary

	oneM2M_container_BV_01
	Verify the Create request and response operation of <container> resource between AE and Registrar CSE.

	oneM2M_container_BV_02
	Verify the Retrieve request and response operation of <container> resource between AE and Registrar CSE.

	oneM2M_container_BV_03
	Verify the Update request and response operation of <container> resource between AE and Registrar CSE.

	oneM2M_container_BV_04
	Verify the Delete request and response operation of <container> resource between AE and Registrar CSE.
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	Test Case
	Summary

	oneM2M_contentInstance_BV_01
	Verify the Create request and response operation of <contentInstance> resource between AE and Registrar CSE.

	oneM2M_contentInstance_BV_02
	Verify the Retrieve request and response operation of <contentInstance> resource between AE and Registrar CSE.

	oneM2M_contentInstance_BV_03
	Verify the Delete request and response operation of <contentInstance> resource between AE and Registrar CSE.
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	Test Case
	Summary

	oneM2M_latest_BV_01
	Verify the Retrieve request and response operation of <latest> resource between AE and Registrar CSE.

	oneM2M_latest_BV_02
	Verify the Delete request and response operation of <latest> resource between AE and Registrar CSE.
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	Test Case
	Summary

	oneM2M_oldest_BV_01
	Verify the Retrieve request and response operation of <oldest> resource between AE and Registrar CSE.

	oneM2M_oldest_BV_02
	Verify the Delete request and response operation of <oldest> resource between AE and Registrar CSE.
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	Test Case
	Summary

	oneM2M_subscription_BV_01
	Verify the Create request and response operation of <subscription> resource between AE and Registrar CSE.

	oneM2M_subscription_BV_02
	Verify the Retrieve request and response operation of <subscription> resource between AE and Registrar CSE.

	oneM2M_subscription_BV_03
	Verify the Update request and response operation of <subscription> resource between AE and Registrar CSE.

	oneM2M_subscription_BV_04
	Verify the Delete request and response operation of <subscription> resource between AE and Registrar CSE.
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	Test Case
	Summary

	oneM2M_Notification_BV_01
	Verify the Notification message and operation between Hosting CSE and AE.
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	Test Case
	Summary

	oneM2M_accessControlPolicy_BV_01
	Verify the Create request and response operation of <accessControlPolicy> resource between AE and Registrar CSE.

	oneM2M_accessControlPolicy_BV_02
	Verify the Retrieve request and response operation of <accessControlPolicy> resource between AE and Registrar CSE.

	oneM2M_accessControlPolicy_BV_03
	Verify the Update request and response operation of <accessControlPolicy> resource between AE and Registrar CSE.

	oneM2M_accessControlPolicy_BV_04
	Verify the Delete request and response operation of <accessControlPolicy> resource between AE and Registrar CSE.
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	Test Case
	Summary

	oneM2M_AccessControl_BV_01
	Verify the response message when authorized AE require allowed accessControlOperation to the resource.(Success)

	oneM2M_AccessControl_BI_02
	Verify the response message when unauthorized AE require accessControlOperation to the resource.(Access_Denied)

	oneM2M_AccessControl_BI_03
	Verify the response message when authorized AE require not allowed accessControlOperation to the resource.(Access_Denied)
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	Test Case
	Summary

	oneM2M_Discovery_BV_01
	Verify the search request and response operation of finding all accessible resources between AE and Registrar CSE.

	oneM2M_Discovery_BV_02
	Verify the search request and response operation by Label Filter Criteria between AE and Registrar CSE.

	oneM2M_Discovery_BV_03
	Verify the search request and response operation by Limit Filter Criteria between AE and Registrar CSE.

	oneM2M_Discovery_BV_04
	Verify search request and response operation by Multiple Filter Criteria between AE and Registrar CSE.
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	Test Case
	Summary

	oneM2M_node_BV_01
	Verify the Create request and response operation of <node> resource between AE and Registrar CSE.

	oneM2M_node_BV_02
	Verify the Retrieve request and response operation of <node> resource between AE and Registrar CSE.

	oneM2M_node_BV_03
	Verify the Update request and response operation of <node> resource between AE and Registrar CSE.

	oneM2M_node_BV_04
	Verify the Delete request and response operation of <node> resource between AE and Registrar CSE.



[bookmark: _Toc445818748][bookmark: _Toc447747979][bookmark: _Toc456652251]<mgmtCmd> Resource Test 
	Test Case
	Summary

	oneM2M_mgmtCmd_BV_01
	Verify the Create request and response operation of <mgmtCmd> resource between AE and Registrar CSE.

	oneM2M_ mgmtCmd_BV_02
	Verify the Retrieve request and response operation of <mgmtCmd> resource between AE and Registrar CSE.

	oneM2M_ mgmtCmd_BV_03
	Verify the Update request and response operation of <mgmtCmd> resource between AE and Registrar CSE.

	oneM2M_ mgmtCmd_BV_04
	Verify the Delete request and response operation of <mgmtCmd> resource between AE and Registrar CSE.

	oneM2M_ mgmtCmd_BV_05
	Verify the Triggering request and response operation of <mgmtCmd> resource between AE and Registrar CSE.
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	Test Case
	Summary

	oneM2M_execInstance_BV_01
	Verify the Retrieve request and response operation of <execInstance> resource between AE and Registrar CSE.

	oneM2M_execInstance_BV_02
	Verify the Update request and response operation of <execInstance> resource between AE and Registrar CSE.

	oneM2M_execInstance_BV_03
	Verify the Delete request and response operation of <execInstance> resource between AE and Registrar CSE.
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[bookmark: _Toc456652254] Common test condition
· ‘To’ parameter can be presented by three formats as follows, and the addressing methodlogy is based on hierarchical addressing in this document. 
· CSE-Relative-Resource-ID
· SP-Relative-Resource-ID
· Absolute-Resource-ID
· In the HTTP binding protocol, Content-type of the HTTP response should be chosen by the Hosting CSE considering Accept header given in the HTTP request. For example, if the Accept header in a request is set to “application/vnd.onem2m-prsp+xml”, then the response should use one of the oneM2M defined media types in XML serialization
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□ Test purpose
· AE : Verify that AE sends a Create Request message of <AE> resource to Registrar CSE.
· CSE : Verify that CSE successfully receives the Create Request message and works properly.
Verify that CSE sends the Create Response message to AE. 
□ Test configuration
· oneM2M_CFG_01 
□ Applicability
· Node-ADN, Entity-AE
· Node-MN,IN, Entity-CSE
□ Initial Condition
· <CSEBase> resource named {CSEBaseName} have been created in the Registrar CSE.
□ Test procedure
1) AE sends a ‘Create Request’ message to create <AE> resource in the Registrar CSE.
2) Verify that the Request message contains corresponding oneM2M Primitive and Binding Protocol. AE can set ‘fr’ corresponding certain condition. 

<<oneM2M Primitive>>
· op = 1 (Create)
· to = {CSE-ID}/{CSEBaseName}
· fr = [Conditional]
· M2M-SP-assigned AE-ID-Stem starting with ‘S’ character 
/* AE-ID issued by IN-CSE */
· Registrar CSE-assigned AE-ID-Stem starting with ‘C’ character 
/* AE-ID issued by MN-CSE */
· AE‑ID‑Stem /* by Hosting CSE */
· rqi = (token-string)
· ty = 2 (AE)
· pc = Serialized representation of <AE> resource

<<HTTP>>
· Request method = POST
· Request-Target: {CSE-ID}/{CSEBaseName}
· Host: IP address or the FQDN of Registrar CSE
· Accept: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· X-M2M-RI: value of rqi primitive parameter 
· X-M2M-Origin: AE-ID
· Content-Type: application/vnd.onem2m-res+xml; ty=2 or application/vnd.onem2m-res+json; ty=2
· Message-body: Serialized representation of <AE> resource

<<CoAP>>
· Method: 0.02 (POST)
· Uri-Host: IP address or the FQDN of Registrar CSE
· Uri-Path: {CSE-ID}/{CSEBaseName}
· Content-Format = 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json) 
· Accept: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json) 
· oneM2M-TY: 2
· oneM2M-FR: AE-ID
· oneM2M-RQI: value of rqi primitive parameter
· Payload: Serialized representation of <AE> resource

<<MQTT>>
· Topic: "/oneM2M/req/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>"
· Payload: 
· op = 1 (Create)
· to = {CSE-ID}/{CSEBaseName}
· fr = AE-ID
· rqi = value of rqi primitive parameter
· ty = 2 (AE)
3) Registrar CSE creates <AE> resource properly and send a ‘Create Response’ message to AE. 
4) Verify that the Response message contains corresponding oneM2M Primitive and Binding protocol as follows: 

<<oneM2M Primitive>>
· rsc = 2001 (CREATED)
· rqi = (token-string) same as received in request message
· pc = Serialized representation of <AE> resource

<<HTTP>>
· Status Code = 201 
· X-M2M-RSC: 2001 
· X-M2M-RI: value of rqi primitive parameter 
· Content-Location: URI of the created AE resource.
· Content-Type: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· Message-body: Serialized representation of <AE> resource

<<CoAP>>
· Response Code = 2.01 
· oneM2M-RSC: 2001
· oneM2M-RQI: value of rqi primitive parameter
· Location-Path: URI of the created AE resource
· Content-Format = 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Payload: Serialized representation of <AE> resource

<<MQTT>>
· Topic: "/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>"
· Payload: 
· rsc = 2001 (CREATED)
· rqi = value of rqi primitive parameter
· pc = Serialized representation of <AE> resource

□ Pass/Fail Criteria
· When IUT supports AE,
· In Step 2, shall verify that AE sends a properly formatted request message.
	Mandatory  Attribute
	Syntax

	Short Name
	Attribute Name
	

	api
	App-ID
	xs:string

	rr
	requestReachability
	xs:boolean


· In Step 4, shall verify that AE is successfully configured and operated from the response message with the status code.
· When IUT supports CSE,
· In Step 2, shall verify that CSE indicates successful operation.
· In Step 4, shall verify that CSE successfully sends the properly formatted response message to AE including mandatory attributes. Shall verify that ‘aei’ value of the response message depend on ‘fr’ value of the request message. 
	Mandatory  Attribute
	Syntax

	Short Name
	Attribute Name
	

	ty
	resourceType
	m2m:resourceType

	ri
	resourceID
	m2m:ID

	pi
	parentID
	m2m:nhURI

	ct
	creationTime
	m2m:timestamp

	lt
	lastModifiedTime
	m2m:timestamp

	et
	expirationTime
	m2m:timestamp

	api
	App-ID
	xs:string

	aei
	AE-ID
	m2m:ID

	rr
	requestReachability
	xs:boolean
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□ Test purpose
· AE : Verify that AE sends a Retrieve Request message of <AE> resource to Registrar CSE.
· CSE : Verify that CSE successfully receives the Retrieve Request message and works properly.
Verify that CSE sends the Retrieve Response message to AE. 
□ Test configuration
· oneM2M_CFG_01 
□ Applicability
· Node-ADN, Entity-AE
· Node-MN,IN, Entity-CSE
□ Initial Condition
· <CSEBase> resource named {CSEBaseName} have been created in the Registrar CSE.
· <AE> resource named {AE} have been created in the Registrar CSE.
□ Test procedure
1) AE sends a ‘Retrieve Request’ message to retrieve <AE> resource in the Registrar CSE.
2) Verify that the Request message contains corresponding oneM2M Primitive and Binding Protocol as follows: 

<<oneM2M Primitive>>
· op = 2 (Retrieve)
· to = {CSE-ID}/{CSEBaseName}/{AE}
· fr = AE-ID of request originator
· rqi = (token-string)

<<HTTP>>
· Request method = GET
· Request-Target: {CSE-ID}/{CSEBaseName}/{AE}
· Host: IP address or the FQDN of Registrar CSE
· Accept: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· X-M2M-RI: value of rqi primitive parameter
· X-M2M-Origin: AE-ID
· Message-body: empty

<<CoAP>>
· Method: 0.01 (GET)
· Uri-Host: IP address or the FQDN of Registrar CSE 
· Uri-Path: {CSE-ID}/{CSEBaseName}/{AE}
· Accept: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· oneM2M-FR: AE-ID
· oneM2M-RQI: value of rqi primitive parameter
· Payload: empty

<<MQTT>>
· Topic: "/oneM2M/req/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>"
· Payload: 
· op = 2 (Retrieve)
· to = {CSE-ID}/{CSEBaseName}/{AE}
· fr = AE-ID
· rqi = value of rqi primitive parameter
3) Registrar CSE send a ‘Retrieve Response’ message to AE. 
4) Verify that the Response message contains corresponding oneM2M Primitive and Binding protocol as follows:

<<oneM2M Primitive>>
· rsc = 2000 (OK)
· rqi = (token-string) same as received in request message
· pc = Serialized representation of <AE> resource

<<HTTP>>
· Status Code = 200 (OK)
· X-M2M-RSC: 2000 
· X-M2M-RI: value of rqi primitive parameter 
· Content-Type: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· Message-body: Serialized representation of <AE> resource

<<CoAP>>
· Response Code = 2.05 (OK)
· oneM2M-RSC: 2000 
· oneM2M-RQI: value of rqi primitive parameter 
· Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Payload: Serialized representation of <AE> resource

<<MQTT>>
· Topic: "/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>"
· Payload: 
· rsc = 2000 (OK)
· rqi = value of rqi primitive parameter 
· pc = Serialized representation of <AE> resource

□ Pass/Fail Criteria
· When IUT supports AE,
· In Step 2, shall verify that AE sends a properly formatted request message.
· In Step 4, shall verify that AE is successfully configured and operated from the response message with the status code.
· When IUT supports CSE,
· In Step 2, shall verify that CSE indicates successful operation.
· In Step 4, shall verify that CSE successfully sends the properly formatted response message to AE including mandatory attributes as follows:

	Mandatory  Attribute
	Syntax

	Short Name
	Attribute Name
	

	ty
	resourceType
	m2m:resourceType

	ri
	resourceID
	m2m:ID

	pi
	parentID
	m2m:nhURI

	ct
	creationTime
	m2m:timestamp

	lt
	lastModifiedTime
	m2m:timestamp

	et
	expirationTime
	m2m:timestamp

	api
	App-ID
	xs:string

	aei
	AE-ID
	m2m:ID

	rr
	requestReachability
	xs:boolean



[bookmark: _Toc445818761][bookmark: _Toc447747992][bookmark: _Toc456618375][bookmark: _Toc456652265]oneM2M_AE_BV_03

□ Test purpose
· AE : Verify that AE sends a Update Request message of <AE> resource to Registrar CSE.
· CSE : Verify that CSE successfully receives the Update Request message and works properly.
Verify that CSE sends the Update Response message to AE.
□ Test configuration
· oneM2M_CFG_01 
□ Applicability
· Node-ADN, Entity-AE
· Node-MN,IN, Entity-CSE
□ Initial Condition
· <CSEBase> resource named {CSEBaseName} have been created in the Registrar CSE.
· <AE> resource named {AE} have been created in the Registrar CSE.
□ Test procedure
1) AE sends a ‘Update Request’ message to update <AE> resource in the Registrar CSE.(e.g. ‘et’ , ‘rr’ attribute)
2) Verify that the Request message contains corresponding oneM2M Primitive and Binding Protocol as follows: 

<<oneM2M Primitive>>
· op = 3 (Update)
· to = {CSE-ID}/{CSEBaseName}/{AE}
· fr = AE-ID
· rqi = (token-string)
· pc = Serialized representation of updated <AE> resource

<<HTTP>>
· Request method = PUT
· Request-Target: {CSE-ID}/{CSEBaseName}/{AE}
· Host: IP address or the FQDN of Registrar CSE
· Accept: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· X-M2M-RI: value of rqi primitive parameter 
· X-M2M-Origin: AE-ID
· Content-Type: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· Message-body: Serialized representation of updated <AE> resource

<<CoAP>>
· Method: 0.03 (PUT)
· Uri-Host: IP address or the FQDN of Registrar CSE
· Uri-Path: {CSE-ID}/{CSEBaseName}/{AE}
· oneM2M-FR: AE-ID
· oneM2M-RQI: value of rqi primitive parameter
· Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Accept: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Payload: Serialized representation of updated <AE> resource

<<MQTT>>
· Topic: "/oneM2M/req/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>"
· Payload: 
· op = 3 (Update)
· to = {CSE-ID}/{CSEBaseName}/{AE}
· fr = AE-ID
· rqi = value of rqi primitive parameter
· pc = Serialized representation of updated <AE> resource
3) Registrar CSE updates <AE> resource properly and send a ‘Update Response’ message to AE. 
4) Verify that the Response message contains corresponding oneM2M Primitive and Binding protocol as follows:

<<oneM2M Primitive>>
· rsc = 2004 (UPDATED)
· rqi = (token-string) same as received in request message
· pc = Serialized representation of <AE> resource

<<HTTP>>
· Status Code = 200 (OK)
· X-M2M-RSC: 2004 
· X-M2M-RI: value of rqi primitive parameter 
· Content-Type: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· Message-body: Serialized representation of <AE> resource

<<CoAP>>
· Response Code = 2.04 (UPDATED)
· oneM2M-RSC: 2004
· oneM2M-RQI: value of rqi primitive parameter 
· Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Payload: Serialized representation of <AE> resource

<<MQTT>>
· Topic: "/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>"
· Payload: 
· rsc = 2004 (Updated)
· rqi = value of rqi primitive parameter 
· pc = Serialized representation of <AE> resource

□ Pass/Fail Criteria
· When IUT supports AE,
· In Step 2, shall verify that AE sends a properly formatted request message.
· In Step 4, shall verify that AE is successfully configured and operated from the response message with the status code.
· When IUT supports CSE,
· In Step 2, shall verify that CSE indicates successful operation.
· In Step 4, shall verify that CSE successfully sends the properly formatted response message to AE including mandatory attributes. Shall verify that the response message includes attributes AE requested for update.

	Mandatory  Attribute
	Syntax

	Short Name
	Attribute Name
	

	ty
	resourceType
	m2m:resourceType

	ri
	resourceID
	m2m:ID

	pi
	parentID
	m2m:nhURI

	ct
	creationTime
	m2m:timestamp

	lt
	lastModifiedTime
	m2m:timestamp

	et
	expirationTime
	m2m:timestamp

	api
	App-ID
	xs:string

	aei
	AE-ID
	m2m:ID

	rr
	requestReachability
	xs:boolean
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□ Test purpose
· AE : Verify that AE sends a Delete Request message of <AE> resource to Registrar CSE.
· CSE : Verify that CSE successfully receives the Delete Request message and works properly.
Verify that CSE sends the Delete Response message to AE.
□ Test configuration
· oneM2M_CFG_01 
□ Applicability
· Node-ADN, Entity-AE
· Node-MN,IN, Entity-CSE
□ Initial Condition
· <CSEBase> resource named {CSEBaseName} have been created in the Registrar CSE.
· <AE> resource named {AE} have been created in the Registrar CSE.
□ Test procedure
1) AE sends a ‘Delete Request’ message to delete <AE> resource in the Registrar CSE.
2) Verify that the Request message contains corresponding oneM2M Primitive and Binding Protocol as follows: 

<<oneM2M Primitive>>
· op = 4 (Delete)
· to = {CSE-ID}/{CSEBaseName}/{AE}
· fr = AE-ID
· rqi = (token-string)
· pc = empty 

<<HTTP>>
· Request method = DELETE
· Request-Target: {CSE-ID}/{CSEBaseName}/{AE}
· Host: IP address or the FQDN of Registrar CSE
· Accept: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· X-M2M-RI: value of rqi primitive parameter
· X-M2M-Origin: AE-ID
· Message-body: empty 

<<CoAP>>
· Method: 0.04 (DELETE)
· Uri-Host: IP address or the FQDN of Registrar CSE
· Uri-Path: {CSE-ID}/{CSEBaseName}/{AE}
· Accept: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· oneM2M-FR: AE-ID
· oneM2M-RQI: value of rqi primitive parameter
· Payload: empty

<<MQTT>>
· Topic: "/oneM2M/req/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>"
· Payload: 
· op = 4 (Delete)
· to = {CSE-ID}/{CSEBaseName}/{AE}
· fr = AE-ID
· rqi = value of rqi primitive parameter
· pc = empty
3) Registrar CSE deletes <AE> resource properly and send a ‘Delete Response’ message to AE. 
4) Verify that the Response message contains corresponding oneM2M Primitive and Binding protocol as follows:
<<oneM2M Primitive>>
· rsc = 2002 (DELETED)
· rqi = (token-string) same as received in request message
· pc = empty or contents could be included.

<<HTTP>>
· Status Code = 200 (OK)
· X-M2M-RSC: 2002 
· X-M2M-RI: value of rqi primitive parameter
· Content-Type: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json if applicable
· Message-body: empty or contents could be included.

<<CoAP>>
· Response Code = 2.05 (OK)
· oneM2M-RSC: 2002 
· oneM2M-RQI: value of rqi primitive parameter
· Payload: empty or contents could be included.

<<MQTT>>
· Topic: "/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>"
· Payload: 
· rsc = 2002
· rqi = value of rqi primitive parameter
· pc = empty or contents could be included.

□ Pass/Fail Criteria
· When IUT supports AE,
· In Step 2, shall verify that AE sends a properly formatted request message.
· In Step 4, shall verify that AE is successfully configured and operated from the response message with the status code.
· When IUT supports CSE,
· In Step 2, shall verify that CSE indicates successful operation.
· In Step 4, shall verify that CSE successfully sends the properly formatted response message to AE. 
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□ Test purpose
· AE : Verify that AE sends a Create Request message of <container> resource to Registrar CSE.
· CSE : Verify that CSE successfully receives the Create Request message and works properly.
Verify that CSE sends the Create Response message to AE. 
□ Test configuration
· oneM2M_CFG_01
□ Applicability
· Node-ADN, Entity-AE
· Node-MN,IN, Entity-CSE
□ Initial Condition
· <CSEBase> resource named {CSEBaseName} have been created in the Registrar CSE.
· <AE> resource named {AE} have been created in the Registrar CSE.
□ Test procedure
1) AE sends a ‘Create Request’ message to create <container> resource in the Registrar CSE.
2) Verify that the Request message contains corresponding oneM2M Primitive and Binding Protocol as follows:

<<oneM2M Primitive>>
· op = 1 (Create)
· to = {CSE-ID}/{CSEBaseName}/{AE}
· fr = AE-ID
· rqi = (token-string)
· ty = 3 (container)
· pc = Serialized representation of <container> resource

<<HTTP>>
· Request method = POST
· Request-Target: {CSE-ID}/{CSEBaseName}/{AE}
· Host: IP address or the FQDN of Registrar CSE
· Accept: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· X-M2M-RI: value of rqi primitive parameter
· X-M2M-Origin: AE-ID
· Content-Type: application/vnd.onem2m-res+xml; ty=3 or application/vnd.onem2m-res+json; ty=3
· Message-body: Serialized representation of <container> resource

<<CoAP>>
· Method: 0.02 (POST)
· Uri-Host: IP address or the FQDN of Registrar CSE
· Uri-Path: {CSE-ID}/{CSEBaseName}/{AE}
· Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Accept: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· oneM2M-TY: 3
· oneM2M-FR: AE-ID
· oneM2M-RQI: value of rqi primitive parameter
· Payload: Serialized representation of <container> resource

<<MQTT>>
· Topic:“/oneM2M/req/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
· op = 1 (Create)
· to = {CSE-ID}/{CSEBaseName}/{AE}
· fr = AE-ID
· rqi = value of rqi primitive parameter 
· ty = 3 (container)
· pc = Serialized representation of <container> resource

3) Registrar CSE creates <container> resource properly and send a ‘Create Response’ message to AE.
4) Verify that the Response message contains corresponding oneM2M Primitive and Binding protocol as follows:

<<oneM2M Primitive>>
· rsc = 2001 (CREATED)
· rqi = (token-string) same as received in request message
· pc = Serialized representation of <container> resource

<<HTTP>>
· Status Code = 201 (Created)
· X-M2M-RSC: 2001 
· X-M2M-RI: value of rqi primitive parameter
· Content-Location: URI of the created resource.
· Content-Type:  application/vnd.onem2m-res+xml  or 
application/vnd.onem2m-res+json
· Message-body: Serialized representation of <container> resource

<<CoAP>>
· Response Code = 2.01 
· oneM2M-RSC: 2001
· oneM2M-RQI: value of rqi primitive parameter
· Location-Path: URI of the created resource
· Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Payload: Serialized representation of <container> resource

<<MQTT>>
· Topic:“/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
· rsc = 2001 (CREATED)
· rqi = value of rqi primitive parameter
· pc = Serialized representation of <container> resource

□ Pass/Fail Criteria
· When IUT supports AE,
· In Step 2, shall verify that AE sends a properly formatted request message.
· In Step 4, shall verify that AE is successfully configured and operated from the response message with the status code.
· When IUT supports CSE,
· In Step 2, shall verify that CSE indicates successful operation.
· In Step 4, shall verify that CSE successfully sends the properly formatted response message to AE including mandatory attributes as follows:

	Mandatory  Attribute
	Syntax

	Short Name
	Attribute Name
	

	la
	<latest>
	xs:anyURI

	ol
	<oldest>
	xs:anyURI

	ty
	resourceType
	m2m:resourceType

	ri
	resourceID
	m2m:ID

	pi
	parentID
	m2m:nhURI

	ct
	creationTime
	m2m:timestamp

	lt
	lastModifiedTime
	m2m:timestamp

	st
	stateTag
	xs:nonNegativeInteger

	cni
	currentNrOfInstances
	xs:nonNegativeInteger

	cbs
	currentByteSize
	xs:nonNegativeInteger
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□ Test purpose
· AE : Verify that AE sends a Retrieve Request message of <container> resource to Registrar CSE.
· CSE : Verify that CSE successfully receives the Retrieve Request message and works properly.
Verify that CSE sends the Retrieve Response message to AE. 
□ Test configuration
· oneM2M_CFG_01
□ Applicability
· Node-ADN, Entity-AE
· Node-MN,IN, Entity-CSE
□ Initial Condition
· <CSEBase> resource named {CSEBaseName} have been created in the Registrar CSE.
· <AE> resource named {AE} have been created in the Registrar CSE.
· <Container> resource named {Container} have been created in the <AE> resource of Registrar CSE.
□ Test procedure
1) AE sends a ‘Retrieve Request’ message to retrieve <container> resource in the Registrar CSE.
2) Verify that the Request message contains corresponding oneM2M Primitive and Binding Protocol as follows: 

<<oneM2M Primitive>>
· op = 2 (Retrieve)
· to = {CSE-ID}/{CSEBaseName}/{AE}/{container}
· fr = AE-ID
· rqi = (token-string)
· pc = empty

<<HTTP>>
· Request method = GET
· Request-Target: {CSE-ID}/{CSEBaseName}/{AE}/{container}
· Host : IP address or the FQDN of Registrar CSE 
· Accept: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· X-M2M-RI: value of rqi primitive parameter
· X-M2M-Origin:  AE-ID
· Message-body: empty

<<CoAP>>
· Method: 0.01 (GET)
· Uri-Host: IP address or the FQDN of Registrar CSE
· Uri-Path: {CSE-ID}/{CSEBaseName}/{AE}/{container}
· Accept: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· oneM2M-FR: AE-ID
· oneM2M-RQI: value of rqi primitive parameter
· Payload: empty

<<MQTT>>
· Topic: “/oneM2M/req/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
· op = 2 (Retrieve)
· to = {CSE-ID}/{CSEBaseName}/{AE}/{container}
· fr = AE-ID
· rqi = value of rqi primitive parameter
· pc = empty
3) Registrar CSE retrieves <container> resource properly and send a ‘Retrieve Response’ message to AE. 
4) Verify that the Response message contains corresponding oneM2M Primitive and Binding protocol as follows: 

<<oneM2M Primitive>>
· rsc =2000 (OK)
· rqi = (token-string) same as received in request message
· pc = Serialized representation of <container> resource

<<HTTP>>
· Status Code = 200 (OK)
· X-M2M-RSC: 2000
· X-M2M-RI: value of rqi primitive parameter
· Content-Type: application/vnd.onem2m-res+xml  or  application/vnd.onem2m-res+json
· Message-body: Serialized representation of <container> resource

<<CoAP>>
· Response Code = 2.05 (OK)
· oneM2M-RSC: 2000(OK)
· oneM2M-RQI: value of rqi primitive parameter
· Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Payload: Serialized representation of <container> resource

<<MQTT>>
· Topic:“/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
· rsc 2000(OK)
· rqi = value of rqi primitive parameter
· pc = Serialized representation of <container> resource

□ Pass/Fail Criteria
· When IUT supports AE,
· In Step 2, shall verify that AE sends a properly formatted request message.
· In Step 4, shall verify that AE is successfully configured and operated from the response message with the status code.
· When IUT supports CSE,
· In Step 2, shall verify that CSE indicates successful operation.
· In Step 4, shall verify that CSE successfully sends the properly formatted response message to AE including mandatory attributes as follows:

	Mandatory  Attribute
	Syntax

	Short Name
	Attribute Name
	

	ty
	resourceType
	m2m:resourceType

	ri
	resourceID
	m2m:ID

	pi
	parentID
	m2m:nhURI

	ct
	creationTime
	m2m:timestamp

	lt
	lastModifiedTime
	m2m:timestamp

	st
	stateTag
	xs:nonNegativeInteger

	cni
	currentNrOfInstances
	xs:nonNegativeInteger

	cbs
	currentByteSize
	xs:nonNegativeInteger
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□ Test purpose
· AE : Verify that AE sends a Update Request message of <container> resource to Registrar CSE.
· CSE : Verify that CSE successfully receives the Update Request message and works properly.
Verify that CSE sends the Update Response message to AE.
□ Test configuration
· oneM2M_CFG_01
□ Applicability
· Node-ADN, Entity-AE
· Node-MN,IN, Entity-CSE
□ Initial Condition
· <CSEBase> resource named {CSEBaseName} have been created in the Registrar CSE.
· <AE> resource named {AE} have been created in the Registrar CSE.
· <Container> resource named {Container} have been created in the <AE> resource of Registrar CSE.
□ Test procedure
1) AE sends a ‘Update Request’ message to update <container> resource in the Registrar CSE.(e.g. et, mbs, mni attributes)
2) Verify that the Request message contains corresponding oneM2M Primitive and Binding Protocol as follows:

<<oneM2M Primitive>>
· op = 3 (Update)
· to = {CSE-ID}/{CSEBaseName}/{AE}/{container}
· fr = AE-ID
· rqi = (token-string)
· pc = Serialized representation of updated <container> resource

<<HTTP>>
· Request method = PUT
· Request-Target: {CSE-ID}/{CSEBaseName}/{AE}/{container}
· Host : IP address or the FQDN of Registrar CSE
· Accept: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· X-M2M-RI: value of rqi primitive parameter
· X-M2M-Origin:  AE-ID 
· Content-Type:  application/vnd.onem2m-res+xml  or 
application/vnd.onem2m-res+json
· Message-body: Serialized representation of updated <container> resource

<<CoAP>>
· Method: 0.03 (PUT)
· Uri-Host: IP address or the FQDN of Registrar CSE
· Uri-Path: {CSE-ID}/{CSEBaseName}/{AE}/{container}
· oneM2M-FR: AE-ID
· oneM2M-RQI: value of rqi primitive parameter
· Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Accept: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Payload: Serialized representation of updated <container> resource

<<MQTT>>
· Topic:“/oneM2M/req/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
· op = 3 (Update)
· to = {CSE-ID}/{CSEBaseName}/{AE}/{container}
· fr = AE-ID
· rqi = value of rqi primitive parameter
· pc = Serialized representation of updated <container> resource
3) Registrar CSE updates <container> resource properly and send a ‘Update Response’ message to AE. 
4) Verify that the Response message contains corresponding oneM2M Primitive and Binding protocol as follows:

<<oneM2M Primitive>>
· rsc = 2004 (Updated)
· rqi = (token-string) same as received in request message
· pc = Serialized representation of <container> resource

<<HTTP>>
· Code = 200 (Ok)
· X-M2M-RSC: 2004
· X-M2M-RI: value of rqi primitive parameter
· Content-Type: application/vnd.onem2m-res+xml  or 
application/vnd.onem2m-res+json
· Message-body: Serialized representation of <container> resource

<<CoAP>>
· Response Code = 2.04
· oneM2M-RSC: 2004
· oneM2M-RQI: value of rqi primitive parameter
· Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Payload : Serialized representation of <container> resource

<<MQTT>>
· Topic:“/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
· rsc = 2004 (Updated)
· rqi = value of rqi primitive parameter
· pc = Serialized representation of modified <container> resource

□ Pass/Fail Criteria
· When IUT supports AE,
· In Step 2, shall verify that AE sends a properly formatted request message.
· In Step 4, shall verify that AE is successfully configured and operated from the response message with the status code.
· When IUT supports CSE,
· In Step 2, shall verify that CSE indicates successful operation.
· In Step 4, shall verify that CSE successfully sends the properly formatted response message to AE including mandatory attributes. Shall verify that the response message includes attributes AE requested for update.

	Mandatory  Attribute
	Syntax

	Short Name
	Attribute Name
	

	ty
	resourceType
	m2m:resourceType

	ri
	resourceID
	m2m:ID

	pi
	parentID
	m2m:nhURI

	ct
	creationTime
	m2m:timestamp

	lt
	lastModifiedTime
	m2m:timestamp

	st
	stateTag
	xs:nonNegativeInteger

	cni
	currentNrOfInstances
	xs:nonNegativeInteger

	cbs
	currentByteSize
	xs:nonNegativeInteger
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□ Test purpose
· AE : Verify that AE sends a Delete Request message of <container> resource to Registrar CSE.
· CSE : Verify that CSE successfully receives the Delete Request message and works properly.
Verify that CSE sends the Delete Response message to AE. 
□ Test configuration
· oneM2M_CFG_01 
□ Applicability
· Node-ADN, Entity-AE
· Node-MN,IN, Entity-CSE
□ Initial Condition
· <CSEBase> resource named {CSEBaseName} have been created in the Registrar CSE.
· <AE> resource named {AE} have been created in the Registrar CSE.
· <Container> resource named {Container} have been created in the <AE> resource of Registrar CSE.
□ Test procedure
1) AE sends a ‘Delete Request’ message to delete <container> resource in the Registrar CSE.
2) Verify that the Request message contains corresponding oneM2M Primitive and Binding Protocol as follows: 

<<oneM2M Primitive>>
· op = 4 (Delete)
· to = {CSE-ID}/{CSEBaseName}/{AE}/{container}
· fr = AE-ID
· rqi = (token-string)
· pc = empty 

<<HTTP>>
· Request method = DELETE
· Request-Target: {CSE-ID}/{CSEBaseName}/{AE}/{container}
· Host: IP address or the FQDN of Registrar CSE
· Accept: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· X-M2M-RI:  value of rqi primitive parameter
· X-M2M-Origin: AE-ID 
· Message-body: empty

<<CoAP>>
· Method: 0.04 (DELETE)
· Uri-Host: IP address or the FQDN of Registrar CSE
· Uri-Path: {CSE-ID}/{CSEBaseName}/{AE}/{container}
· oneM2M-FR: AE-ID
· oneM2M-RQI: value of rqi primitive parameter
· Payload: empty

<<MQTT>>
· Topic:“/oneM2M/req/<SP-Relative- AE-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
· op = 4 (Delete)
· to = {CSE-ID}/{CSEBaseName}/{AE}/{container}
· fr = AE-ID
· rqi =  value of rqi primitive parameter
· pc = empty
3) Registrar CSE deletes <container> resource properly and send a ‘Delete Response’ message to AE. 
4) Verify that the Response message contains corresponding oneM2M Primitive and Binding protocol as follows: 

<<oneM2M Primitive>>
· rsc = 2002 (DELETED)
· rqi = (token-string) same as received in request message
· pc = empty or contents could be included.

<<HTTP>>
· Status Code = 200 (OK)
· X-M2M-RSC: 2002
· X-M2M-RI:  value of rqi primitive parameter
· Content-Type: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json if applicable
· Message-body: empty or contents could be included.

<<CoAP>>
· Response Code = 2.02
· oneM2M-RSC: 2002(DELETED)
· oneM2M-RQI: value of rqi primitive parameter
· Payload: empty or contents could be included.

<<MQTT>>
· Topic:“/oneM2M/resp/<SP-Relative-AE-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
· rsc = 2002(DELETED)
· rqi = value of rqi primitive parameter

□ Pass/Fail Criteria
· When IUT supports AE,
· In Step 2, shall verify that AE sends a properly formatted request message.
· In Step 4, shall verify that AE is successfully configured and operated from the response message with the status code.
· When IUT supports CSE,
· In Step 2, shall verify that CSE indicates successful operation.
· In Step 4, shall verify that CSE successfully sends the properly formatted response message to AE. 
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□ Test purpose
· CSE: Verify that CSE sends the response message properly when authorized AE require allowed accessControlOperation to the resource. 
□ Test configuration
· oneM2M_CFG_01
□ Applicability
· Node-MN,IN, Entity-CSE
□ Initial Condition
· <CSEBase> resource named {CSEBaseName} have been created in the Registrar CSE.
· <AE> resources named {AE1} and {AE2} have been created in the Registrar CSE.
· <accessControlPolicy> resources named {accessControlPolicy1} and {accessControlPolicy2} have been created in the <AE> resource of Registrar CSE with acpi setting. Each privilege of the ACPs is as follows.
· accessControlPolicy1: accessControlOriginators: AE1,  accessControlOperation:CRD
· accessControlPolicy2: accessControlOriginators: AE2,  accessControlOperation:CRD
□ Test procedure
1) AE1 sends allowed accessControlOperation(Retrieve) request message to {AE1}.
2) Verify that the Request message contains corresponding oneM2M Primitive and Binding Protocol as follows:

<<oneM2M Primitive>>
· op = 2 (Retrieve)
· to = {CSE-ID}/{CSEBaseName}/{AE1}
· fr = AE-ID of {AE1}
· rqi = (token-string)
· pc= empty

<<HTTP>>
· Request method = GET
· Request-Target: {CSE-ID}/{CSEBaseName}/{AE1}
· Host: IP address or the FQDN of Registrar CSE
· Accept: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· X-M2M-RI: value of rqi primitive parameter
· X-M2M-Origin: AE-ID
· Message-body: empty

<<CoAP>>
· Method: 0.01 (GET)
· Uri-Host: IP address or the FQDN of Registrar CSE
· Uri-Path: {CSE-ID}/{CSEBaseName}/{AE1}
· Accept: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· oneM2M-FR: AE-ID
· oneM2M-RQI: value of rqi primitive parameter
· Payload: empty

<<MQTT>>
· Topic: “/oneM2M/req/<SP-Relative-AE1-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
· op = 2 (Retrieve)
· to = {CSE-ID}/{CSEBaseName}/{AE1}
· fr = AE-ID
· rqi = value of rqi primitive parameter
· pc = empty
3) Registrar CSE sends a retrieve response message to AE. 
4) Verify that the Response message contains corresponding oneM2M Primitive and Binding protocol as follows: 

<<oneM2M Primitive>>
· rsc =2000 (OK)
· rqi = (token-string) same as received in request message
· pc = Serialized representation of <AE> resource

<<HTTP>>
· Status Code = 200 (OK)
· X-M2M-RSC: 2000
· X-M2M-RI: value of rqi primitive parameter
· Content-Type: application/vnd.onem2m-res+xml  or  application/vnd.onem2m-res+json
· Message-body: Serialized representation of <AE> resource

<<CoAP>>
· Response Code = 2.05 (OK)
· oneM2M-RSC: 2000(OK)
· oneM2M-RQI: value of rqi primitive parameter
· Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Payload: Serialized representation of <AE> resource

<<MQTT>>
· Topic:“/oneM2M/resp/<SP-Relative-AE1-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
· rsc = 2000(OK)
· rqi = value of rqi primitive parameter
· pc = Serialized representation of <AE> resource
□ Pass/Fail Criteria
· When IUT supports CSE,
· In Step 2, shall verify that CSE indicates successful operation.
· In Step 4, shall verify that CSE successfully sends the properly formatted response message to AE including mandatory attributes as follows:

	Mandatory  Attribute
	Syntax

	Short Name
	Attribute Name
	

	ty
	resourceType
	m2m:resourceType

	ri
	resourceID
	m2m:ID

	pi
	parentID
	m2m:nhURI

	ct
	creationTime
	m2m:timestamp

	lt
	lastModifiedTime
	m2m:timestamp

	et
	expirationTime
	m2m:timestamp

	api
	App-ID
	xs:string

	aei
	AE-ID
	m2m:ID

	rr
	requestReachability
	xs:boolean
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□ Test purpose
· CSE: Verify that CSE sends the ‘Access_Denied’ response message when unauthorized AE require accessControlOperation to the resource. 
□ Test configuration
· oneM2M_CFG_01
□ Applicability
· Node-MN,IN, Entity-CSE
□ Initial Condition
· <CSEBase> resource named {CSEBaseName} have been created in the Registrar CSE.
· <AE> resources named {AE1} and {AE2} have been created in the Registrar CSE.
· <accessControlPolicy> resources named {accessControlPolicy1} and {accessControlPolicy2} have been created in the <AE> resource of Registrar CSE with acpi setting. Each privilege of the ACPs is as follows.
· accessControlPolicy1: accessControlOriginators: AE1,  accessControlOperation:CRD
· accessControlPolicy2: accessControlOriginators: AE2,  accessControlOperation:CRD
□ Test procedure
1) AE2 sends a accessControlOperation(Update) request message to {AE1}.
2) Verify that the Request message contains corresponding oneM2M Primitive and Binding Protocol as follows:

<<oneM2M Primitive>>
· op = 3(Update)
· to = {CSE-ID}/{CSEBaseName}/{AE1}
· fr = AE-ID of{AE2}
· rqi = (token-string)
· pc = Serialized representation of updated <AE> resource

<<HTTP>>
· Request method = PUT
· Request-Target: {CSE-ID}/{CSEBaseName}/{AE1}
· Host: IP address or the FQDN of Registrar CSE
· Accept: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· X-M2M-RI: value of rqi primitive parameter
· X-M2M-Origin: AE-ID of{AE2}
· Content-Type: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· Message-body: Serialized representation of updated <AE> resource

<<CoAP>>
· Method: 0.03 (Update)
· Uri-Host: IP address or the FQDN of Registrar CSE
· Uri-Path: {CSE-ID}/{CSEBaseName}/{AE1}
· oneM2M-FR: AE-ID of{AE2}
· oneM2M-RQI: value of rqi primitive parameter
· Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Accept: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Payload: Serialized representation of updated <AE> resource

<<MQTT>>
· Topic: “/oneM2M/req/<SP-Relative-AE1-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
· op = 3(Update)
· to = {CSE-ID}/{CSEBaseName}/{AE1}
· fr = AE-ID of{AE2}
· rqi = value of rqi primitive parameter
· pc = Serialized representation of updated <AE> resource
3) The Registrar CSE respond a message “Access Denied”.
4) Verify that the response message contains corresponding oneM2M Primitive and Binding protocol as follows: 

<<oneM2M Primitive>>
-	rsc = 4103(ACCESS_DENIED)
-	rqi = (token-string) same as received in request message
-	pc = empty or contents could be included.

<<HTTP>>
-	Status Code = 403(Forbidden)
-	X-M2M-RSC: 4103
-	X-M2M-RI: value of rqi primitive parameter
-     Content-Type: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json if applicable
·    Message-body: empty or contents could be included.

<<CoAP>>
-   Response Code = 4.03(Forbidden)
-   oneM2M-RSC: 4103
-   oneM2M-RQI: value of rqi primitive parameter
-  Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
-   Payload: empty or contents could be included.

<<MQTT>>
· Topic “/oneM2M/resp/<SP-Relative-AE1-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
-	rsc = 4103 (ACCESS_DENIED)
-     rqi = value of rqi primitive parameter
-	pc = empty or contents could be included.
□ Pass/Fail Criteria
· When IUT supports CSE,
· In Step 2, shall verify that CSE indicates failed operation.
· In Step 4, shall verify that CSE respond a message “Access Denied”.
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□ Test purpose
· CSE: Verify that CSE sends the ‘Access_Denied’ response message when AE require now allowed accessControlOperation to the resource. 
□ Test configuration
· oneM2M_CFG_01
□ Applicability
· Node-MN,IN, Entity-CSE
□ Initial Condition
· <CSEBase> resource named {CSEBaseName} have been created in the Registrar CSE.
· <AE> resources named {AE1} and {AE2} have been created in the Registrar CSE.
· <accessControlPolicy> resources named {accessControlPolicy1} and {accessControlPolicy2} have been created in the <AE> resource of Registrar CSE with acpi setting. Each privilege of the ACPs is as follows.
· accessControlPolicy1: accessControlOriginators: AE1,  accessControlOperation:CRD
· accessControlPolicy2: accessControlOriginators: AE2,  accessControlOperation:CRD
□ Test procedure
1) AE1 sends a accessControlOperation(Update) request message to {AE1}. 
2) Verify that the Request message contains corresponding oneM2M Primitive and Binding Protocol as follows:

<<oneM2M Primitive>>
· op = 3(Update)
· to = {CSE-ID}/{CSEBaseName}/{AE1}
· fr = AE-ID of {AE1}
· rqi = (token-string)
· pc = Serialized representation of updated <AE> resource

<<HTTP>>
· Request method = PUT
· Request-Target: {CSE-ID}/{CSEBaseName}/{AE1}
· Host: IP address or the FQDN of Registrar CSE
· Accept: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· X-M2M-RI: value of rqi primitive parameter
· X-M2M-Origin: AE-ID of{AE1}
· Content-Type: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json
· Message-body: Serialized representation of updated <AE> resource

<<CoAP>>
· Method: 0.03 (Update)
· Uri-Host: IP address or the FQDN of Registrar CSE
· Uri-Path: {CSE-ID}/{CSEBaseName}/{AE1}
· oneM2M-FR: AE-ID of{AE1}
· oneM2M-RQI: value of rqi primitive parameter
· Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Accept: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
· Payload: Serialized representation of updated <AE> resource

<<MQTT>>
· Topic: “/oneM2M/req/<SP-Relative-AE1-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
· op = 3 (Update)
· to = {CSE-ID}/{CSEBaseName}/{AE1}
· fr = AE-ID of{AE1}
· rqi = value of rqi primitive parameter
· pc = Serialized representation of updated <AE> resource 
3) The Registrar CSE respond a message “Access Denied”. 
4) Verify that the Request message contains corresponding oneM2M Primitive and Binding Protocol as follows: 

<<oneM2M Primitive>>
-	rsc = 4103(ACCESS_DENIED)
-	rqi = (token-string) same as received in request message
--	pc = empty or contents could be included.

<<HTTP>>
-	Status Code = 403(Forbidden)
-	X-M2M-RSC: 4103
-	X-M2M-RI: value of rqi primitive parameter
-     Content-Type: application/xml, application/json, application/vnd.onem2m-res+xml or application/vnd.onem2m-res+json if applicable
·    Message-body: empty or contents could be included.


<<CoAP>>
-   Response Code = 4.03(Forbidden)
-   oneM2M-RSC: 4103
-   oneM2M-RQI: value of rqi primitive parameter
-  Content-Format: 41 (application/xml), 50 (application/json), 10000 (application/vnd.onem2m-res+xml), 10001 (application/vnd.onem2m-res+json)
-   Payload: empty or contents could be included.

<<MQTT>>
· Topic “/oneM2M/resp/<SP-Relative-AE1-ID>/<Registrar SP-Relative-CSE-ID>”
· Payload:
-	rsc = 4103 (ACCESS_DENIED)
-     rqi = value of rqi primitive parameter
-	pc = empty or contents could be included.
 
□ Pass/Fail Criteria
· When IUT supports CSE,
· In Step 2, shall verify that CSE indicates failed operation.
· In Step 4, shall verify that CSE respond a message “Access Denied”.
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