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1
Executive Summary
The oneM2M 3rd Interoperability test event co-organised by TTA and ETSI, was held from 29 Nov to 2 Dec 2016 in Kobe, ANA Crowne Plaza hotel in Japan.
After the oneM2M release 2 published in Aug 2016, the oneM2M WG TST have asked TTA and ETSI to organize the third oneM2M interoperability event. The purpose was to verify the maturity of the release 1 and also to give the opportunity for companies to run interop testing on the brand new release 2 architecture. 

Participants have run testing the oneM2M primitive’s interoperability as defined in the oneM2M standards and to check end-to-end functionality on oneM2M interfaces Mca and Mcc. Especially, conformance testing sessions were included in this event in order to validate conformance test cases which are under development and to debug testing tools and participant’s products at the same time. 
90 interoperability test scenarios from the oneM2M TS-0013 have been used for testing. Participants had the possibility to verify the common mechanisms (registration, subscription, discovery, access policy rights, etc …) specified in the standards. Additionally, TTA provided the interoperability testing session with the Interop debugging tool against participants with ADN. 
This event had an excellent participation of 21 companies/organizations, gathering more than 50 persons and including some observers.
The conclusions are that

· All implementations have been compatible on a basic level

· oneM2M standards are very mature for deployment
· The proposed testing has allow to discover some interoperability issues, due to errors or ambiguous text in the standards. These issues were reported to the oneM2M Partnership project in TP #26 (Technical Plenary) for further standardization studies.
2
Introduction

This Interoperability test event aimed at verifying the interoperability of oneM2M implementations supporting the latest version of release 1 for the oneM2M standard. 

This Interoperability event has offered test sessions where vendors had the opportunity to assess the level of interoperability of their implementations and verify the correct interpretation of oneM2M standards. 4 types of oneM2M implementations were tested at the event (ADN, ASN, MN and IN)

The TS-0013 V1.1.2 produced by the oneM2M WG TST was used for the interoperability testing. It contains 77 interoperability test cases on oneM2M TS-0001 and TS-0004 and aims at verifying the interoperability of the Mca and Mcc interfaces.
TTA and ETSI provided the interoperability tool suite including the wiki, scheduling, test reporting tool and the network infrastructure.
For the 4 days of the event, test sessions for assessment of interoperability were conducted. Each day, a wrap-up meeting was held to discuss the main interoperability points of the day.
3
oneM2M Specifications
The following documents were used as basis for the tests:

3.1
Test Specifications
· TS-0013-Interoperability Testing-V1_2_0  (Nov 2016) 

· TS-0013-Interoperability_Testing-V2_0_1 ‎ ‎‎ (Nov 2016) 

3.2
Base Specifications

The published Base Specifications of oneM2M Release 1 and Release 2 are available at: 
http://onem2m.org/technical/published-documents 
oneM2M specifications recommended for Interoperability event for Release 1: 
· TS-0001_Functional_Architecture-V1_13_8‎ 

· TS-0004_Service_Layer_Core_Protocol_V1_10_0

· TS-0004-XSD_1_10_0

· TS-0008-CoAP_Protocol_Binding-V1_5_0

· TS-0009-HTTP_Protocol_Binding-V1_7_0

· TS-0010-MQTT_Protocol_Binding-V1_5_1

oneM2M specifications recommended for Interoperability event for Release 2: 
· TS-0001-_Functional_Architecture-V2_10_1

· TS-0004_Service_Layer_Core_Protocol-V2_8_0

· TS-0004-XSD-v2_8_0

· TS-0008-CoAP_Protocol_Binding-V2_0_1

· TS-0009-HTTP_Protocol_Binding-V2_7_0

· TS-0010-MQTT_Protocol_Binding-V2_4_1

· TS-0020_WebSocket_Protocol_Binding_V2_0_0


oneM2M specifications for Conformance Testing: 
· TS-0017-ICS-V0_0_5 ‎ 

· TS-0018-Test_Suite_Structure_and_Test_Purposes_V0_1_4 ‎ 

· TS-0019-Abstract Test Suite : The TTCN-3 and other related modules are contained in the repository https://git.onem2m.org/ 
4
Abbreviations

NO
Test is recorded as NOT successfully passed.

NA
Test is not applicable.

OK
Test is recorded as successfully passed.

OT
Test is recorded as not being executed due to lack of time.

Test Session
A paring of vendors that test together during a given time slot.

TSR
Test Session Report. Report created during a test session.

ACP
Access Control Policy
ACPI                   Access Control Policy Identifier
ADN
Application Dedicated Node

ADN-AE
AE which resides in the Application Dedicated Node

AE
Application Entity

AE/CSE
Application Entity/Common Services Entity
AE-ID
Application Entity Identifier
App-ID
Application Identifier
ASN
Application Service Node

ASN/MN
Application Service Node/Mobile Node

ASN-AE
Application Entity that is registered with the CSE at Application Service Node

ASN-CSE
CSE which resides in the Application Service Node
CoAP
Constrained Application Protocol
CRUD
Create Retrieve Update Delete

CRUDN
Create Retrieve Update Delete Notify

CSE
Common Services Entity

CSE-ID
Common Service Entity Identifier

HTTP
HyperText Transfer Protocol
IN
Infrastructure Node

IN-AE
Application Entity that is registered with the CSE in the Infrastructure Node

IN-CSE
CSE which resides in the Infrastructure Node
JSON
JavaScript Object Notation
Mca
Reference Point for M2M Communication with AE

Mcc
Reference Point for M2M Communication with CSE

MN
Middle Node

MN-AE
Application Entity that is registered with the CSE in Middle Node

MN-CSE
CSE which resides in the Middle Node
MQTT
Message Queue Telemetry Transport
RO                       Read Only
RW                      Read Write
SP                        Service Provider

URI
Uniform Resource Identifier
XML
eXtensible Markup Language
XSD                    XML Schema Definition
5
Participants
The companies which attended the Interop-3 event are listed in the table below. The observer companies are not listed.


Table 5-1: Participating companies 

	#
	Company bringing implementations

	1
	AT 4 wireless

	2
	C-DOT

	3
	Fraunhofer Fokus

	4
	HERIT

	5
	Hewlett Packard Enterprise

	6
	Huawei Technologies Co., Ltd.

	7
	InterDigital

	8
	KETI

	9
	KT

	10
	LAAS-CNRS

	11
	ntels

	12
	NTT

	13
	Sejong University

	14
	SENSINOV

	15
	Spirent

	16
	TTA



Table 5-2: Organizer companies 

	#
	Organizer Company

	
	

	1
	ETSI

	2
	TTA


6
Technical and Project Management
All the information presented in this chapter is an extract of the event wiki
https://wiki.plugtests.net/wiki/oneM2M-Interop3/index.php   (access for registered participants only).
6.1
Testing
6.1.1
Test Plan
The oneM2M test specifications TS-0013 V1.2.0 (Release 1 interoperability testing) and TS-0013 V2.0.1 (Release 2 interoperability testing) have been proposed to participant for verifying the interoperability of their implementations. 
Both documents containing respectively 79 and 90 interoperability tests were developed by oneM2M WG TST. They specify Interoperability Test Descriptions (TDs) for verifying the primitive’s interoperability as defined in the oneM2M standards and for checking end-to-end functionality on oneM2M interfaces Mca (Application Entity – Common Service Entity) and Mcc (Common Service Entity – Common Service Entity).

The tests were grouped in following groups: 

Table 3: Test Groups

	TD/<root>/<gr>/<nn>
	
	

	<root> = root
	M2M
	oneM2M

	
	
	

	<gr> = group
	NH
	No Hop : Testing on Mca reference point

	
	NB
	Non Blocking scenario

	
	SH
	Single Hop: management of remote resources on Mca + Mcc

	
	
	

	
	
	

	<nn> = sequential number
	
	01 to 99


6.1.2
Test Configurations
6.1.2.1
M2M_CFG_01



AE manages resources on registrar CSE (Hosting CSE)

[image: image1]
6.1.2.2
M2M_CFG_02


[image: image2]
6.1.2.3
M2M_CFG_03



AE manages resources on remote CSE


[image: image3]
6.1.3
List of Test descriptions
Table 6.1.3-1 : Release 1 Tests List
	Nb
	Procedure/Resource
	TD ID
	TD Description

	1
	CSEBase Management
	TD_M2M_NH_01
	AE retrieves the CSEBase resource

	2
	RemoteCSE 
	TD_M2M_NH_02
	Registree CSE registers to Registrar CSE

	3
	
	TD_M2M_NH_03
	Registree CSE retrieves RemoteCSE from Registrar CSE

	4
	
	TD_M2M_NH_04
	Registree CSE updates RemoteCSE from Registrar CSE

	5
	
	TD_M2M_NH_05
	Registree CSE deletes RemoteCSE from Registrar CSE

	6
	Application Entity
	TD_M2M_NH_06
	AE registers to its registrar CSE via an AE Create Request

	7
	
	TD_M2M_NH_07
	AE retrieves <AE> resource via an AE Retrieve Request

	8
	
	TD_M2M_NH_08
	AE updates attribute in <AE> resource via an AE Update Request

	9
	
	TD_M2M_NH_09
	AE de-registers by deleting <AE> resource via an AE Delete Request

	10
	Container
	TD_M2M_NH_10
	AE creates a container resource in registrar CSE via a container Create Request

	11
	
	TD_M2M_NH_11
	AE retrieves information of a container resource via a container Retrieve Request

	12
	
	TD_M2M_NH_12
	AE updates attribute in application resource via a container Update Request 

	13
	
	TD_M2M_NH_13
	AE deletes a specific container resource via a container Delete Request 

	14
	ContentInstance
	TD_M2M_NH_14
	AE adds a contentInstance resource <contentInstance> to a specific container in Registrar CSE via a contentInstance Create Request and the registrar CSE updates the parent <container> resource with stateTag, and currentNrOfInstances, CurrentByteSize attributes correspondingly

	15
	
	TD_M2M_NH_15
	AE retrieves information of a contentInstance resource via a contentInstance Retrieve Request

	16
	
	TD_M2M_NH_17
	AE deletes contentInstance resource via a Delete Request and the registrar CSE updates the parent <container> resource with currentNrOfInstances, and CurrentByteSize attribute correspondingly

	17
	
	TD_M2M_NH_49
	AE deletes a <latest> resource in a <container> and the Registrar CSE points a latest <contentInstance> among the existing contentInstances to the <latest> resource of the <container>

	18
	
	TD_M2M_NH_50
	AE deletes a <oldest> resource in a <container> resource and the Registrar CSE points an oldest <contentInstance> among the existing contentInstances to the <oldest> resource of the <container>

	19
	
	TD_M2M_NH_51
	AE sends a <contentInstance> CREATE request to a <container> which contains attribute currentNrOfInstances whose value equals to that of maxNrOfInstances and Registrar CSE deletes the oldest <contentInstance> from the parent <container> and then creates the requested <contentInstance> resource

	20
	Discovery
	TD_M2M_NH_18
	AE discovers resources residing in Registrar CSE

	21
	
	TD_M2M_NH_19
	AE discovers accessible resources residing in Registrar CSE using the label filter criteria 

	22
	
	TD_M2M_NH_20
	AE discovers accessible resources residing in Registrar CSE limiting the number of matching resources to the specified value.

	23
	
	TD_M2M_NH_21
	AE discovers accessible resources residing in Registrar CSE using multiple Filter Criteria 

	24
	Subscription
	TD_M2M_NH_22
	AE creates a subscription to Application Entity resource via subscription Create Request

	25
	
	TD_M2M_NH_23
	AE retrieves information about a subscription via subscription Retrieve Request such as expirationTime, labels, etc.

	26
	
	TD_M2M_NH_24
	AE updates information about a subscription via subscription Retrieve Request

	27
	
	TD_M2M_NH_25
	AE cancels subscription via an subscription Delete Request

	28
	AccessControlPolicy
	TD_M2M_NH_26
	AE creates an accessControlPolicy resource

	29
	
	TD_M2M_NH_27
	AE retrieves accessControlPolicy resource 

	30
	
	TD_M2M_NH_28
	AE updates attribute in accessControlPolicy resource

	31
	
	TD_M2M_NH_29
	AE deletes accessControlPolicy resource

	32
	
	TD_M2M_NH_30
	AE delete request is rejected due to accessControlPolicy

	33
	Group
	TD_M2M_NH_31
	AE creates a group resource

	34
	
	TD_M2M_NH_32
	AE retrieves group resource 

	35
	
	TD_M2M_NH_33
	AE updates attribute in group resource

	36
	
	TD_M2M_NH_34
	AE deletes group resource

	37
	Node
	TD_M2M_NH_35
	AE creates a node resource 

	38
	
	TD_M2M_NH_36
	AE retrieves node resource 

	39
	
	TD_M2M_NH_37
	AE updates attribute in node resource

	40
	
	TD_M2M_NH_38
	AE deletes node resource

	41
	PollingChannel
	TD_M2M_NH_39
	AE creates a <pollingChannel> resource in registrar CSE via a Create Request

	42
	
	TD_M2M_NH_40
	AE retrieves information of a pollingChannel resource via a Retrieve Request

	43
	
	TD_M2M_NH_41
	AE updates attribute in pollingChannel resource via a Update Request

	44
	
	TD_M2M_NH_42
	AE deletes a pollingChannel resource via a Delete Request 

	45
	
	TD_M2M_NH_43
	AE retrieves information of a pollingChannel resource via a Retrieve Request

	46
	FanoutPoint
	TD_M2M_NH_44
	AE creates a <contentInstance> resource in each group member

	47
	
	TD_M2M_NH_45
	AE retrieves the <container> resource from in each group member

	48
	
	TD_M2M_NH_46
	AE updates an <container> resource of each member resource

	49
	
	TD_M2M_NH_47
	AE deletes a <container> ofeach member 

	50
	Notification
	TD_M2M_NH_48
	AE receives a notification request from the HOST CSE

	51
	Synchronous request


	TD_M2M_NB_01
	AE creates a container resource using non blocking synchronous request in registrar CSE

	52
	
	TD_M2M_NB_02
	AE retrieves a Container resource using non blocking synchronous request in registrar CSE

	53
	
	TD_M2M_NB_03
	AE updates a Container resource using non blocking synchronous request in registrar CSE

	54
	
	TD_M2M_NB_04
	AE deletes a Container resource using non blocking synchronous request

	55
	Asynchronous request
	TD_M2M_NB_05
	AE creates a container resource using non blocking asynchronous request

	56
	
	TD_M2M_NB_06
	AE retrieves a Container resource using non blocking asynchronous request

	57
	
	TD_M2M_NB_07
	AE updates a Container resource using non blocking asynchronous request

	58
	
	TD_M2M_NB_08
	AE deletes a Container resource using non blocking asynchronous request

	59
	Retargeting
	TD_M2M_SH_01
	AE creates a remote <Resource> resource

	60
	
	TD_M2M_SH_02
	AE retrieves a remote <Resource> resource

	61
	
	TD_M2M_SH_03
	AE updates a remote <Resource> resource 

	62
	
	TD_M2M_SH_04
	AE delete a remote <Resource> resource 

	63
	Discovery
	TD_M2M_SH_09
	AE discovers accessible resources residing in the remote Hosting CSE using multiple Filter Criteria

	64
	Unauthorized operation
	TD_M2M_SH_10
	AE delete request is rejected after access rights verification using retargeting.

	65
	Notification
	TD_M2M_SH_11
	AE receives a notification request from the remote hosting CSE

	66
	mgmtObj
	TD_M2M_SH_05
	AE creates a <mgmtObj> resource

	67
	
	TD_M2M_SH_06
	AE updates a <mgmtObj> resource

	68
	
	TD_M2M_SH_07
	AE retrieves a <mgmtObj> resource

	69
	
	TD_M2M_SH_08
	AE deletes a <mgmtObj> resource

	70
	Announcement
	TD_M2M_SH_12
	AE1 announces itself to CSE2

	71
	
	TD_M2M_SH_13
	AE1 announces a child container to CSE2

	72
	
	TD_M2M_SH_14
	AE1 announces an Optional Announce attribute to CSE2

	73
	
	TD_M2M_SH_15
	AE2 retrieves an Announced Resource

	74
	
	TD_M2M_SH_16
	AE2 retrieves the original resource respresentation of an announced resource

	75
	fanOut
	TD_M2M_SH_17
	AE creates a <contentInstance> resource in each group member, where some memberIDs are on a remoteCSE

	76
	
	TD_M2M_SH_18
	AE retrieves a <contentInstance> resource from each group member, where some memberIDs are on a remoteCSE

	77
	
	TD_M2M_SH_19
	AE updates a <container> resource in each group member, where some memberIDs are on a remoteCSE

	78
	
	TD_M2M_SH_20
	AE deletes a <contentInstance> resource from each group member, where some memberIDs are on a remoteCSE

	79
	Secure AE Registration
	TD_M2M_SE_01
	AE uses Provisioned Symmetric Key Security Association Establishment Framework to enable mutual authentication with the Registrar CSE. Registrar CSE performs AE authorization check on incoming AE registration request.


Table 6.1.3-2 : Release 2 Tests List

	Nb
	Procedure/Resource
	TD ID
	TD Description

	1
	CSEBase Management
	TD_M2M_NH_01
	AE retrieves the CSEBase resource

	2
	RemoteCSE 
	TD_M2M_NH_02
	Registree CSE registers to Registrar CSE

	3
	
	TD_M2M_NH_03
	Registree CSE retrieves RemoteCSE from Registrar CSE

	4
	
	TD_M2M_NH_04
	Registree CSE updates RemoteCSE from Registrar CSE

	5
	
	TD_M2M_NH_05
	Registree CSE deletes RemoteCSE from Registrar CSE

	6
	Application Entity
	TD_M2M_NH_06
	AE registers to its registrar CSE via an AE Create Request

	7
	
	TD_M2M_NH_07
	AE retrieves <AE> resource via an AE Retrieve Request

	8
	
	TD_M2M_NH_08
	AE updates attribute in <AE> resource via an AE Update Request

	9
	
	TD_M2M_NH_09
	AE de-registers by deleting <AE> resource via an AE Delete Request

	10
	Container
	TD_M2M_NH_10
	AE creates a container resource in registrar CSE via a container Create Request

	11
	
	TD_M2M_NH_11
	AE retrieves information of a container resource via a container Retrieve Request

	12
	
	TD_M2M_NH_12
	AE updates attribute in application resource via a container Update Request 

	13
	
	TD_M2M_NH_13
	AE deletes a specific container resource via a container Delete Request 

	14
	ContentInstance
	TD_M2M_NH_14
	AE adds a contentInstance resource <contentInstance> to a specific container in Registrar CSE via a contentInstance Create Request and the registrar CSE updates the parent <container> resource with stateTag, and currentNrOfInstances, CurrentByteSize attributes correspondingly

	15
	
	TD_M2M_NH_15
	AE retrieves information of a contentInstance resource via a contentInstance Retrieve Request

	16
	
	TD_M2M_NH_17
	AE deletes contentInstance resource via a Delete Request and the registrar CSE updates the parent <container> resource with currentNrOfInstances, and CurrentByteSize attribute correspondingly

	17
	
	TD_M2M_NH_49
	AE deletes a <latest> resource in a <container> and the Registrar CSE points a latest <contentInstance> among the existing contentInstances to the <latest> resource of the <container>

	18
	
	TD_M2M_NH_50
	AE deletes a <oldest> resource in a <container> resource and the Registrar CSE points an oldest <contentInstance> among the existing contentInstances to the <oldest> resource of the <container>

	19
	
	TD_M2M_NH_51
	AE sends a <contentInstance> CREATE request to a <container> which contains attribute currentNrOfInstances whose value equals to that of maxNrOfInstances and Registrar CSE deletes the oldest <contentInstance> from the parent <container> and then creates the requested <contentInstance> resource

	20
	Discovery
	TD_M2M_NH_18
	AE discovers resources residing in Registrar CSE

	21
	
	TD_M2M_NH_19
	AE discovers accessible resources residing in Registrar CSE using the label filter criteria 

	22
	
	TD_M2M_NH_20
	AE discovers accessible resources residing in Registrar CSE limiting the number of matching resources to the specified value.

	23
	
	TD_M2M_NH_21
	AE discovers accessible resources residing in Registrar CSE using multiple Filter Criteria 

	24
	
	TD_M2M_NH_58
	AE discovers accessible resources residing in Registrar CSE using the level filter criteria value set to 1

	25
	
	TD_M2M_NH_59
	AE discovers accessible resources residing in Registrar CSE using the level filter criteria value set to 2

	26
	
	TD_M2M_NH_60
	AE1 discovers accessible resources residing in Registrar CSE using the level filter criteria value set to 3

	27
	
	TD_M2M_NH_61
	AE discovers accessible resources residing in Registrar CSE using the offset filter criteria value set to 3

	28
	
	TD_M2M_NH_62
	AE discovers all the accessible resources residing in Registrar CSE using the offset filter criteria

	29
	Subscription
	TD_M2M_NH_22
	AE creates a subscription to Application Entity resource via subscription Create Request

	30
	
	TD_M2M_NH_23
	AE retrieves information about a subscription via subscription Retrieve Request such as expirationTime, labels, etc.

	31
	
	TD_M2M_NH_24
	AE updates information about a subscription via subscription Retrieve Request

	32
	
	TD_M2M_NH_25
	AE cancels subscription via an subscription Delete Request

	33
	AccessControlPolicy
	TD_M2M_NH_26
	AE creates an accessControlPolicy resource

	34
	
	TD_M2M_NH_27
	AE retrieves accessControlPolicy resource 

	35
	
	TD_M2M_NH_28
	AE updates attribute in accessControlPolicy resource

	36
	
	TD_M2M_NH_29
	AE deletes accessControlPolicy resource

	37
	
	TD_M2M_NH_30
	AE delete request is rejected due to accessControlPolicy

	38
	Group
	TD_M2M_NH_31
	AE creates a group resource

	39
	
	TD_M2M_NH_32
	AE retrieves group resource 

	40
	
	TD_M2M_NH_33
	AE updates attribute in group resource

	41
	
	TD_M2M_NH_34
	AE deletes group resource

	42
	Node
	TD_M2M_NH_35
	AE creates a node resource 

	43
	
	TD_M2M_NH_36
	AE retrieves node resource 

	44
	
	TD_M2M_NH_37
	AE updates attribute in node resource

	45
	
	TD_M2M_NH_38
	AE deletes node resource

	46
	PollingChannel
	TD_M2M_NH_39
	AE creates a <pollingChannel> resource in registrar CSE via a Create Request

	47
	
	TD_M2M_NH_40
	AE retrieves information of a pollingChannel resource via a Retrieve Request

	48
	
	TD_M2M_NH_41
	AE updates attribute in pollingChannel resource via a Update Request

	49
	
	TD_M2M_NH_42
	AE deletes a pollingChannel resource via a Delete Request 

	50
	
	TD_M2M_NH_43
	AE retrieves information of a pollingChannel resource via a Retrieve Request

	51
	FanoutPoint
	TD_M2M_NH_44
	AE creates a <contentInstance> resource in each group member

	52
	
	TD_M2M_NH_45
	AE retrieves the <container> resource from in each group member

	53
	
	TD_M2M_NH_46
	AE updates an <container> resource of each member resource

	54
	
	TD_M2M_NH_47
	AE deletes a <container> ofeach member 

	55
	Notification
	TD_M2M_NH_48
	AE receives a notification request from the HOST CSE

	56
	FlexContainer
	TD_M2M_NH_52
	AE creates a flexcontainer resource in Registrar CSE via a flexcontainer Create Request

	57
	
	TD_M2M_NH_53
	AE retrieves information of a flexContainer resource via a flexContainer Retrieve Request

	58
	
	TD_M2M_NH_54
	AE updates attribute in application resource via a flexContainer Update Request

	59
	
	TD_M2M_NH_55
	AE deletes a specific container resource via a container Delete Request 

	60
	
	TD_M2M_NH_56
	AE receives a notification request on flexContainer update from the HOST CSE

	61
	
	TD_M2M_NH_57
	AE discovers accessible resources residing in Registrar CSE using attribute filter criteria which has a customAttribute name and value assigned to it. 

	62
	Synchronous request


	TD_M2M_NB_01
	AE creates a container resource using non blocking synchronous request in registrar CSE

	63
	
	TD_M2M_NB_02
	AE retrieves a Container resource using non blocking synchronous request in registrar CSE

	64
	
	TD_M2M_NB_03
	AE updates a Container resource using non blocking synchronous request in registrar CSE

	65
	
	TD_M2M_NB_04
	AE deletes a Container resource using non blocking synchronous request

	66
	Asynchronous request
	TD_M2M_NB_05
	AE creates a container resource using non blocking asynchronous request

	67
	
	TD_M2M_NB_06
	AE retrieves a Container resource using non blocking asynchronous request

	68
	
	TD_M2M_NB_07
	AE updates a Container resource using non blocking asynchronous request

	69
	
	TD_M2M_NB_08
	AE deletes a Container resource using non blocking asynchronous request

	70
	Retargeting
	TD_M2M_SH_01
	AE creates a remote <Resource> resource

	71
	
	TD_M2M_SH_02
	AE retrieves a remote <Resource> resource

	72
	
	TD_M2M_SH_03
	AE updates a remote <Resource> resource 

	73
	
	TD_M2M_SH_04
	AE delete a remote <Resource> resource 

	74
	Discovery
	TD_M2M_SH_09
	AE discovers accessible resources residing in the remote Hosting CSE using multiple Filter Criteria

	75
	Unauthorized operation
	TD_M2M_SH_10
	AE delete request is rejected after access rights verification using retargeting.

	76
	Notification
	TD_M2M_SH_11
	AE receives a notification request from the remote hosting CSE

	77
	mgmtObj
	TD_M2M_SH_05
	AE creates a <mgmtObj> resource

	78
	
	TD_M2M_SH_06
	AE updates a <mgmtObj> resource

	79
	
	TD_M2M_SH_07
	AE retrieves a <mgmtObj> resource

	80
	
	TD_M2M_SH_08
	AE deletes a <mgmtObj> resource

	81
	Announcement
	TD_M2M_SH_12
	AE1 announces itself to CSE2

	82
	
	TD_M2M_SH_13
	AE1 announces a child container to CSE2

	83
	
	TD_M2M_SH_14
	AE1 announces an Optional Announce attribute to CSE2

	84
	
	TD_M2M_SH_15
	AE2 retrieves an Announced Resource

	85
	
	TD_M2M_SH_16
	AE2 retrieves the original resource respresentation of an announced resource

	86
	fanOut
	TD_M2M_SH_17
	AE creates a <contentInstance> resource in each group member, where some memberIDs are on a remoteCSE

	87
	
	TD_M2M_SH_18
	AE retrieves a <contentInstance> resource from each group member, where some memberIDs are on a remoteCSE

	88
	
	TD_M2M_SH_19
	AE updates a <container> resource in each group member, where some memberIDs are on a remoteCSE

	89
	
	TD_M2M_SH_20
	AE deletes a <contentInstance> resource from each group member, where some memberIDs are on a remoteCSE

	90
	Secure AE Registration
	TD_M2M_SE_01
	AE uses Provisioned Symmetric Key Security Association Establishment Framework to enable mutual authentication with the Registrar CSE. Registrar CSE performs AE authorization check on incoming AE registration request.


6.2
Test Scheduling

The initial test schedule allowed for each company to test against a fair number of other companies. 2 or 3 companies were assigned one test slot which had duration of 2 hours. In this test slot the companies could run tests for the 3 test configurations proposed.

In parallel of the Interop test sessions, It was scheduled conformance sessions of 4 hours each.
During the event the test schedule was updated according to the progress of the test sessions. 
The figure below shows the final version of the test schedule.
Figure 6.2-1: Test Schedule 
[image: image4.png]



6.3
Interoperability Test Procedure

Each test was executed in the same manner as listed below:

1) Connect “Implements under test” over test network

2) Check connectivity between devices

3) Perform tests according to the Test Specification 

a. Check if test runs to completion

b. Check results from an interoperability point of view:
Is the intended result visible at the application layer?

4) Result determination and reporting

a. Result OK: run next test

b. Result not OK: check monitor tools to identify source of error
c. Report results in Test Reporting Tool ( add comment when result is NO)
5) Once all tests executed and results agreed, companies participating the test session to confirm corresponding test report
6.4
Test Infrastructure

The test infrastructure provided for the Interop Test event is shown below.
Figure 6.4-1: Test Network 
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6.5
Test Reporting Tool
The purpose of the Test Reporting Tool (TRT) is to provide a means to report the test sessions. It provides statistical overviews of the test results. The graphical information in the latter section on results was created with the TRT. It also provides a means to create a test schedule (see section 6.2).
6.6
Conformance Testing
In parallel of the Interop testing, it was organized Conformance testing sessions where each company had the possibility to test its product (CSE or AE) versus a test system running the TTCN-3 test suite ( oneM2M TS-0019) developed by oneM2M WG TST. The conformance sessions had a duration of 4 hours.

5 Test systems were proposed in permanence during the event. It has allowed each company to run at least one session of 4 hours versus each test system in order to perform conformance testing.

7
Achieved Results

The achieved results show that all implementations have been compatible on a basic level, i.e. sent data could be decoded and interpreted properly by receivers and a vast majority of equipment performed well.

7.1
Overall oneM2M Results

Due to NDA constraints, it is not possible to provide detailed results.

The figure below shows the overall result of oneM2M tests, gathering the 3 test configurations. In total more than 1038 tests were executed.

98.2 % of the performed test verdicts were OK which shows definitely a very high level of maturity of the implementations.
Number of Sessions: 94
	Interoperability
	Total

	OK
	NO
	Run

	969 (93,4%)
	69 (6,6%)
	1038




Table 7.1-1: Overall Interoperability test results
	Conformance
	Total

	OK
	NO
	Run

	128(85,9%)
	21 (14,1%)
	149




Table 7.1-2: Overall conformance test results

8
Summary of Wrap Up Sessions
 This clause summarizes the technical discussions that took place during the daily wrap-up sessions. It was the opportunity for participants to raise issues that they faced, to ask advice and to get feedback from other participants. This is reported here anonymously.

The following issues and all the questions on the standards that were raised, will be discussed in detail in corresponding oneM2M WG for further study.
8.1
oneM2M specification issues
8.1.1
Root element issue in Request Primitive

The examples of TS-0004 and TS-0010 are inconsistent on the presence of the root element in request primitive
In TS-0004 v2.8 Section 8.5.2   
	This clause presents some examples of CBOR serialized primitives. Note that due to given encoding options, a CBOR encoder may produce somewhat different binary serializations. However, in any case the CBOR decoding shall produce an equivalent representation in JSON format as shown in the examples below.

Example 1:

JSON representation (a request primitive of message length: 173 bytes):

{"m2m:rqp":{"op":1,"to":"//example.net/mncse1234","rqi":"A1000", "rcn":7,"pc":{"m2m:ae":{"rn":"SmartHomeApplication", "api":"Na56", "apn":"app1234"}},"ty":2}}



In TS-0004 v2.8 Section 8.4.3  
Here is an example that shows the payload of a request message serialized using JSON:

{"op": "1", "fr": "//xxxxx/2345", "to": "//xxxxx/99", "rqi": "A1234", "pc": {"m2m:sch": {"se": "* 0-5 2,6,10 * * * *"}}, "ty": 18}

TS-0010 v2.4 Section 6.5.1
An example of an MQTT Request message serialized using JSON is:

{"op": 1, "to": "//xxxxx/2345", "fr": "//xxxxx/99", "rqi": "A1234", "ty": 18, "pc": {"m2m:sch":{"rn":"schedule1", "se": "* 0-5 2,6,10 * * * *"}}, "ot": 20150910T062032}

Issue: Should it use “m2m:rqp” root element or not in Request Primitive ?
8.1.2
Root element issue in Response Primitive

The examples of TS-0004 and TS-0010 are inconsistent on the presence of the root element in response primitive

TS-0004 v2.8 Section 8.5.2   

Example 2:

JSON representation (a response primitive of message length: 234 bytes):

{"m2m:rsp":{"rsc":2001,"rqi":"A1000","pc":{"m2m:ae":{"rn":"SmartHomeApplication","ty":2,"ri":"ae1","api":"Na56","apn":"app1234","pi":"cb1","ct":"20160506T153208", "lt":"20160506T153208","acpi":["acp1","acp2"],"et":"20180506T153208", "aei":"S_SAH25"}}}}
TS-0010 v2.4 Section 6.5.2
An example of an MQTT Response message serialized using JSON is:

{"rsc": 2000, "rqi": "A1234", "pc": {"m2m:sch":{"se": "* 0-5 2,6,10 * * * *"}}, "to": "//xxxxx/2345", "fr": "//xxxxx/99"}

Issue:  Should it use “m2m:rsp” root element or not in Response Primitive ?
8.1.3
Old version short names still used in some HTTP binding examples
In TS-0009 v2.7 section A.1

[image: image6.emf]Originator

(ASN-AE)

Registrar CSE

(ASN-CSE)

Step 1: AE requests to create a 

<container> resource at ASN-CSE

POST /CSE1?rc=0 HTTP/1.1

Host: 192.168.0.2
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X-M2M-RI: 0001

Content-Type: application/

vnd.onem2m-res+xml; ty=3

Content-Length: 32

<m2m:cnt><mni>10</mni></m2m:cnt>

Step 3: CSE responses OK

HTTP/1.1 201

X-M2M-RI: 0001

Content-Location: /CSE1/cont1

Content-Lengh: 0

Step 2: Local Processing

Process the request and 

create "cont1" resource


The short name for Result Content should be “rcn” instead of “rc”.
8.1.4
CSEBase name shortcut “dot” issue
· The “dot” shortcut defined for CSEBase resource name is discarded by some HTTP clients like Jetty, Postman, etc.  
· The “dot” should be replaced with another special character to avoid such issues.
TS-0001 v2.10 section 7.2  
A Structured-CSE-relative Resource-ID is unique in the context of the CSE hosting the resource. The structure represents a chain of parent-child-relationships using resource IDs or resource names of parents and resource names of their children for segments that are separated by the '/' character. The first segment is one of the following:

· the resource name of <CSEBase> resource,
· the character "." (dot) as a shortcut for the resource name of <CSEBase> resource,

· the Unstructured-CSE-relative-Resource-ID of a parent resource on the Hosting CSE.
8.1.5
Attributes cardinality inconsistency in <Container> resource
In TS-0001 v2.10 section 9.6.6
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In TS-0004 v2.8 section 7.4.6.2.1
There are two cases where the Hosting CSE shall configure or overrride a maxNrOfInstances , maxByteSize or maxInstanceAge value specified in the resource representation (if present).

1) The Originator does not specify a value

Issue: Given that the CSE will set a default value for maxNrOfInstances, maxByteSize or maxInstanceAge (if not provided)  then their cardinality should be “1” and not “0..1”.
8.1.6
Confusing text in create <Request> Procedure
TS-0004 v2.7 table 7.3.2.2‑1

	accessControlPolicyIDs
	Populate with one ID of an <accessControlPolicy> that contains the following:
In the 'privileges' attribute

· Allow RUD operations to the Hosting CSE

· Allow RD operations to the Originator, i.e. the value of the parameter From in the associated non-blocking request

In the 'selfPrivileges' attribute

1. Allow U operations the parent <accessControlPolicy> resource to the Originator, i.e. the value of the parameter From in the associated non-blocking request


Issue: The wording in ARC was confusing which led to more confusion. Proposed rewording
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Step 001: The Receiver shall
” 1)  Assign values to the resourceID and resourceName attributes of the <request> resource to be created.
2)  Assignavalue to the following common attributes specified in clause 9.6.1.3:
2)  paremiD;
b)  creationTime;
©)  expirationTime: The Receiver shall assign a value that is consistent with the Request Expiration
Timestamp, Result Expiration Timestamp and Result Persistence parameters effective for the
associated non-blocking request that implied the creation of this <request> resource (within the
restriction of the Receiver policies). If a value consistent with the Request Expiration Timestamp,
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m blocking request that implied the creation of this <request> resource cannot be supported, due to either
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8.1.7
Are resource identifiers and primitive attributes case sensitive?
· Resource IDs and resource names are used to address resources. 
· According to W3C :
	Universal Resource Locators (URLs) 
Every resource available on the Web --- HTML document, image, video clip, program, etc. --- has an address that may be encoded by a Universal Resource Locator, or "URL" (defined in [RFC1738]). 

URLs typically consist of three pieces: 

1. The name of the protocol used to transfer the resource over the Web. 

2. The name of the machine hosting the resource. 

3. The name of the resource itself, given as a path. 

Consider the URL that designates the current HTML specification: 

http://www.w3.org/TR/WD-html4/cover.html

This URL may be read as follows: Use the HTTP protocol to transfer the data residing on the machine www.w3.org in the file /TR/WD-html4/cover.html 

URLs in general are case-sensitive (with the exception of machine names). There may be URLs, or parts of URLs, where case doesn't matter, but identifying these may not be easy. Users should always consider that URLs are case-sensitive. /u

The character set of URLs that appear in HTML is specified in [RFC1738]. 


Source: https://www.w3.org/TR/WD-html40-970708/htmlweb.html

· Issue : To avoid interoperability issues, it should be specify to make everything case sensitive.
8.1.8
AccessControlOriginators 

In TS-0001 v2.10 table 9.6.1.1-1
[image: image20.png]
TS-0004 v2.8 6.3.5.27-1
[image: image21.png]Update (U): Content is the content replaced in an existing resource. If attributes are created at an
existing resource, Content includes the names of the attributes created and their associated values.
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updated and their associated values. If attributes a}e deleted at an existing resource, Content
includes the names of the attributes deleted.





In TS-0004 v2.8 Table 6.3.5.27-1


[image: image9]
· Issue: “*” or “all” ? Should we consider the text defined under the note column as a requirement? (Shall is missing) 
8.1.9
MQTT topic name format
In TS-0010 v2.4.1 clause 6.4.2


[image: image10]
· Issue: Some participants found this sentence confusing. The order of sentences in this paragraph should be respected. 
· Possible solution:
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6.4.2  Sending a Request

A request is transmitted by sending it as an MQTT PUBLISH protocol packet to the MQTT Server. It uses a Topic that
identifies both the Originator and the Receiver of the request as follows:

o JoneM2Mreq/<originator>/<receiver>/<type>
- "oneM2M" is a literal string identifying the topic as being used by oneM2M.

- <originator> is the SP-relative-AE-ID or SP-relative-CSE-ID of the entity that sends the request on this
hop, omiting any leading "/" and I the-AE-ID-case;replacing any other "/" characters embedded-in-the
1D shall be seplaced-with ":" characters

- <receiver> s the SP-relative-AE-ID or SP-relative-CSE-ID of the Receiver (AE, Transit CSE or Hosting

CSE) on this hop, omitting any leading "/" and —Ia-the AE ID-casesreplacing any other "/" characters
with " characters.

- "req" is a literal string identifying this as a request.
- <type>is "xml" or "json" indicating the MQTT payload data type as described in clause 6.5.4.

‘The payload of the MQTT PUBLISH packet is used to carry the request primitive, as described in clause 6.5.

6.4.3 Listening for and responding to a Request

A Receiver listens for requests arriving via MQTT by subscribing to its Topics using a wildcarded topic filter of the
following form

o joneM2Mireq-<receiver>

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TSDSI, TTA, TTC) Page 16 of 29
This s a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2M Partners Type 1.

"oneM2M" is a literal string identifying the topic as being used by oneM2M
- +isawildard which matches any entity

? ®} -
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8.1.10
Typos and Incorrect formats of absolute addresses in some examples
In TS-0004 v2.8 clause C.13


[image: image12]
· The absolute address format defined here are not correct. In fact the CSE-ID is missing.
· The address should be 
//IN-CSEID.m2m.myoperator.org/CSE-ID/Resource-ID

8.1.11
Update acpi check both privileges and selfPrivileges ?
In TS-0001 v2.10 Table 9.6.2.0-2

[image: image13]
In TS-0001 v2.10 Clause 9.6.1.3.2-1

[image: image22.png]attributes: Representation of the requested resource shall be returned as content, without the address(es)
of the child resource(s) or their descendants. For example, if the request is to retrieve a <container>
resource, the address(es) of the <contentlnstancd> child-resource(s) is not provided. This setting shall be

only valid for Create, Retrieve, Update, Delete operation. When this is used for Create operation, only
assigned/modified attributes shall be included in the content. If the Originator does not set Result

Content parameter in the request message, this setting shall be the default value when the Receiver
processes the request message.
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· Issue: 
To update the acpi attribute, shall the CSE check both the privileges and the selfPrvileges or only the selfPrivileges ? 
8.1.12
Virtual resource short or long names?
In TS-0001 v2.10 
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In TS-0004 v2.7
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A request is transmitted by sending it as an MQTT PUBLISH protocol packet to the MQTT Server. It uses a Topic that
identifies both the Originator and the Receiver of the request as follows:

e  /oneM2M/req/<originator>/<receiver>/<type>
- "oneM2M" is a literal string identifying the topic as being used by oneM2M.

- <originator> is the SP-relative-AE-ID or SP-relative-CSE-ID of the entity that sends the request on this
hop, omitting any leading "/" . In the AE-ID case, any "/" characters embedded in the ID shall be
replaced with ":" characters.

- <receiver> is the SP-relative-AE-ID or SP-relative-CSE-ID of the Receiver (AE, Transit CSE or
Hosting CSE) on this hop, ummmg any leading "/" . In the AE-ID case, any "/" characters embedded in
the ID shall be replaced with ":" characters.




· Issue: 
For short names, TS-0004 mentions only primitive parameters and resource attributes names. Should we apply short names for virtual resource names?
8.1.13
Enable short names in cbor serialization in TS-0004
In TS-0004 v2.7
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· Issue: 


· This paragraph should be applied to all serializations. 
· Better formulation to make this paragraph generic to support futures serializations.
8.1.14
Request Reachability attribute for AE issue
· What shall the CSE do when it receives an AE creation with request reachability is equal to true and no PoA provided ?
· A solution could be that CSE modifies the request reachability attribute to false in this case.
8.2
Optimizations
8.2.1
oneM2M Versioning

· oneM2M releases 1 and 2 are not backward compatibles. Versioning mechanism is missing.
· General versioning strategies could be used (See 
A. URI versioning
1. Changing hostnames.
2. Partitioning the URI space.
3. Adding the version as query parameter.
B. Header versioning
1. Adding a custom header for the version.
2. Versioning by content negotiation (media-type).
3. Versioning the profile.
· See “ARC-2014-1592-REST_API_versioning” for more details
8.2.2
Reduce addressing complexity
· A kind of “hybrid” addressing was introduced in Release 2 to solve the issue related to virtual resource addressing using unstructured addresses. 
· However, such addressing was introduced for all types resources. Example (I.2 Virtual resource ID)
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· To reduce addressing complexity, some participants proposed to enable such “hybrid” addressing only for virtual resources.
8.2.3
Back annotate resource addresses in ARC from PRO bindings
· In TS-0001
· //SP-ID/CSE-ID/Resource-ID
· /CSE-ID/Resource-ID
· Resource-ID
· In TS-0009
· /_/SP-ID/CSE-ID/Resource-ID
· /~/CSE-ID/Resource-ID
· /Resource-ID
· Example:


[image: image15]
· The AE needs to convert addresses provided in the resource representation in order to access them.
· Some participants consider there is no value for keeping different formats between ARC and PRO. It could be simplified and back annotate resource addresses in ARC from PRO bindings.
8.2.4
XSD validation and attribute order
· How to enable XSD validation without keeping a strict order for attributes. 
· Is it possible to replace “sequence” key word with “all” in XSD schemas ? Other solutions ?
8.2.5
AND addressing methods

In TS-0001 Clause 9.3.1


[image: image16]
· According to TS-0001, the two addressing methods shall be supported by all M2M nodes.  Some participants would prefer to not consider such requirement for ADN which could a constrained device
8.2.6
Default response content in Creation Request
In TS-0001 Clause 8.1.2

Result Content:


[image: image17]
· According to some participants, such mechanism introduces some overhead. They would prefer to return the full representation by default.
8.2.7
Default response content of delete operation addressing methods
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In TS-0001 Clause 8.1.2
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· According to some participants, such mechanism introduces some overhead. In fact,  the CSE shall first retrieve the resource from database and keep it in memory before deleting it. It would be better to return the Nothing by default.
8.2.8
Default response content of update operation
In TS-0001 Clause 8.1.3


[image: image18]
· According to this paragraph, it is possible to return additional attributes for update request. The term “includes” is used and not “includes only”.
· In other terms, returning the full representation should be ok.  
8.2.9
Unstructured addressing for CSEBase resource




· According to TS-0001, we can access the CSEbase resource using the following Unstructured SP-Relative URI:
/CSE-ID/CSEBase-Resource-ID
Example: /in-cse/in-cse
· Currently, the address /CSE-ID does not serve any resource. 
· Some participants suggested to use /CSE-ID also to access CSEBase resource to avoid duplication in the URI.


/CSE-ID



Example: /in-cse
8.2.10
TS-0013 document improvements



· TST WG is considering to remove binding details from the TS-0013 document and keep only primitive information in order to remove redundancy and simplify the test cases maintenance.
· Some participants suggested to put more details on the To / From attribute especially for single hop and multi hops.
History

	Document history

	V1.0.0
	 Jan 2016
	Final version
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[image: image33.png]Attribute Pescription

accessContt

e attribute contains a list of identifiers of an <accessControlPolicy> resource. The
privileges defined in the <accessControlPolicy> resource that are referenced determine who
is allowed to access the resource containing this attribute for a specific purpose

(e.g. Retrieve, Update, Delete, etc.).

To update this attribute, a Hosting CSE shall check whether an Originator has Update
permission in any selfPrivileges of the <accessControlPolicy> resources which this attribute
originally indicates.




[image: image34.png]6.8 Virtual Resources

Avirtual resource is used to trigger processing and/or retrieve results, but does not have a permanent representation in a
CSE. Table 68111 lists the Virtual Resources.

Table 6.8-111: Virtual Resources

Virtual Resource Type [resourceName Parent Resource Notes
[<Tatest> latest [<container> See clause 7.4.27
[<oldest> [oldest [<container> See clause 7.4.28
[<fanoutPoint> [fanoutpoint [<group> See clause 7.4.14
[<semanticFanOutPoint> |semanticFanOuiPoint [<group> See clause 7.4.35
[<pollingChannelURI> lingChannelURT [<pollingChannel> [See clause 7.4.22
[<notificationTargetseliReference> |notificationTargetSelfReference |<subscription> See clause 7.4.33

Each resource instance listed in "Parent Resource” column of Tabl&"6:8 =111 has one virtual resource child of each type
listed against it in the table. These child resource instances have fixed resourceNames, as shown in the second column.



[image: image35.png]In order to enable efficient communication, the short names introduced in clause 8.2 shall be applied in XML and JSON
Serializations to identify primitive parameters and resource atribute names. This implies that short names are applied in
any communication over the Mca, Mcc and Mcc' reference points.



[image: image36.png]Value Create Retrieve Update Delete Notify
attributes default default default default n/a
hierarchical-address valid n/a n/a n/a n/a
hierarchical-address+attributes valid n/a n/a n/a n/a
attributes-+child-resources n/a valid n/a n/a n/a
child-resources n/a valid n/a n/a n/a
attributes-+child-resource-references n/a valid n/a n/a n/a
child-resource-references n/a valid n/a n/a n/a
nothing valid n/a valid valid valid
original-resource n/a valid n/a n/a n/a




Originator
(ASN-AE)
Registrar CSE
(ASN-CSE)
Step 1: AE requests to create a <container> resource at ASN-CSE
POST /CSE1?rc=0 HTTP/1.1

Host: 192.168.0.2
X-M2M-Origin: CAE1
X-M2M-RI: 0001
Content-Type: application/vnd.onem2m-res+xml; ty=3
Content-Length: 32

<m2m:cnt><mni>10</mni></m2m:cnt>
Step 3: CSE responses OK
HTTP/1.1 201

X-M2M-RI: 0001
Content-Location: /CSE1/cont1
Content-Lengh: 0
Step 2: Local Processing
Process the request and create "cont1" resource



