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	TP Id
	TP/oneM2M/CSE/SEC/BV/00X

	Test objective
	Check that the IUT successfully detects AE impersonation in an End-to-End Security of Primitives

	Reference
	TS-0003 7.2.2 – step 4

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"



and the IUT having established a sessionESPrimKey with AE_ID1
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid NOTIFY Request from AE containing 


To set to CSE_ID and



From set to AE_ID2 and



Content containing




securityInfo element containing





securityInfoType attribute set to 5 (ESPrim Object) and





valid esprimObject attribute
}
	IUT  AE

	
	then {

     the IUT sends a valid Response containing 


Response Status Code set to
 4116  (ESPRIM_IMPERSONATION_ERROR)
}
	 IUT  AE


	TP Id
	TP/oneM2M/AE/SEC/BV/00X

	Test objective
	Check that the AE sends successfully the request message to the Authorization Authority (CSE)

	Reference
	TS-0003 7.4.2.2 – step 1

	Config Id
	CF03

	PICS Selection
	PICS_AE

	Initial conditions
	with {

the IUT being in the "initial state"
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT is triggered to send a CREATE Request to CSE on the  TARGET_RESOURCE_ADDRESS
}
	NA

	
	then {

     the IUT sends a valid CREATE Request to CSE containing 



From set to AE_ID and



To set to TARGET_RESOURCE_ADDRESS and



Content containing




valid <role> resource 
}
	 IUT  CSE


	TP Id
	TP/oneM2M/CSE/SEC/BV/00X

	Test objective
	Check that the IUT (Authorization Authority CSE) successfully transfers the request message from the AE to the Role Repository (CSE)

	Reference
	TS-0003 7.4.2.2 – step 3

	Config Id
	CF03

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid CREATE Request from AE containing 


From set to AE_ID and



To set to TARGET_RESOURCE_ADDRESS and



Content containing




valid <role> resource 
}
	IUT  AE

	
	then {

     the IUT sends a valid CREATE Request to CSE containing 



To set to AE_ID and



From set to TARGET_RESOURCE_ADDRESS and



Content containing




valid <role> resource 
}
	 IUT  CSE


	TP Id
	TP/oneM2M/CSE/SEC/BV/00X

	Test objective
	Check that the IUT (Role Repository CSE) successfully creates a role for AE

	Reference
	TS-0003 7.4.2.2 – step 5

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid CREATE Request from CSE containing 


From set to AE_ID and



To set to TARGET_CSE_ADDRESS and



Content containing




valid <role> resource 
}
	IUT  CSE

	
	then {

     the IUT sends a valid Response containing 


Response Status Code set to 2001 (CREATED)
}
	 IUT  CSE


	TP Id
	TP/oneM2M/CSE/SEC/BV/00X

	Test objective
	Check that the IUT (Authorization Authority CSE) successfully transfers the response message from the Role Repository (CSE) to the AE

	Reference
	TS-0003 7.4.2.2 – step 6

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT has received a request from AE  to assign a role


and the IUT has transferred the request to the Role Repository (CSE)
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid Response from CSE containing 


Response Status Code set to 2001 (CREATED)
}
	IUT  CSE

	
	then {

     the IUT sends a valid Response to AE containing 



Response Status Code set to 2001 (CREATED)
}
	 IUT  AE


	TP Id
	TP/oneM2M/CSE/SEC/BV/00X

	Test objective
	Check that the IUT (Role Repository CSE) retrieves the role of AE

	Reference
	TS-0003 7.4.2.2 – step 7

	Config Id
	CF01

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT has assigned a role for the AE
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid RETRIEVE Request containing 


From set to AE_ID and



To set to TARGET_RESOURCE_ADDRESS and


no Content

}
	IUT  AE

	
	then {

     the IUT sends a valid Response containing 


Response Status Code set to 2000 (OK) and


Content containing



Valid <role> resource representation
}
	 IUT  AE


	TP Id
	TP/oneM2M/CSE/SEC/BV/00X

	Test objective
	Check that the IUT Hosting CSE sends a Retrieve request to the Role Repository (CSE) after receiving a request from AE with role attribute

	Reference
	TS-0003 7.4.2.3 – step 2

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered the AE
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid RETRIEVE Request containing 


From set to AE_ID and



To set to TARGET_RESOURCE_ADDRESS and


Content containing



valid RoleID parameter

}
	IUT  AE

	
	then {


the IUT sends a valid RETRIEVE Request to CSE containing 



From set to AE_ID and



To set to TARGET_ROLE_ADDRESS and


no Content 
	 IUT  CSE


	TP Id
	TP/oneM2M/CSE/SEC/BV/00X

	Test objective
	Check that the IUT retrieves the AE’s role from the Role Repository (CSE)

	Reference
	TS-0003 7.4.2.3 – step 3

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered a role for the AE
}

	Expected behaviour
	Test events
	Direction

	
	when {


     the IUT receives a valid RETRIEVE Request from CSE containing 



From set to AE_ID and



To set to TARGET_RESOURCE_ADDRESS and


no Content

}
	IUT  CSE

	
	then {

          the IUT sends a valid Response containing 


Response Status Code set to 2000 (OK) and


Content containing



<role> resource  containing




Valid roleID attribute

} 
	 IUT  CSE


	TP Id
	TP/oneM2M/CSE/SEC/BV/00X

	Test objective
	Check that the IUT obtains the CSE’s role from the Role Repository (CSE) and verifies if the roleID is correct with the request 

	Reference
	TS-0003 7.4.2.3 – step 7

	Config Id
	CF02

	PICS Selection
	PICS_CSE

	Initial conditions
	with {

the IUT being in the "initial state"


and the IUT having registered the AE

and the IUT having received a RETRIEVE request from AE for TARGET_RESOURCE_ADDRESS containing roleID attribute


and the IUT having trasfered the request to the CSE 
}

	Expected behaviour
	Test events
	Direction

	
	when {


          the IUT sends a valid Response containing 


Response Status Code set to 2000 (OK) and


Content containing



<role> resource  containing




Valid roleID attribute

}
	IUT  CSE

	
	then {



    the IUT compares the roleID attributes from the AE and CSE and
          the IUT sends a valid Response containing 


Response Status Code set to 2000 (OK) and


Content containing the resource
} 
	 IUT  AE
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