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Introduction

This contribution provides API for implementation of entity registration function calls using MQTT binding protocol. 

--------------------------------Start of change 1-----------------------------------------------
8
Implementation of Function Calls 

8.6
Topics Used for Initial Registration

8.6.1 
Introduction

oneM2M MQTT binding protocol [i.4] specifies the format for initial registration topic as /oneM2M/reg_req/<ORIGINATOR>/<RECEIVER>/<CONTENT-TYPE> and /oneM2M/reg_resp/<ORIGINATOR>/<RECEIVER>/<CONTENT-TYPE>, where the <ORIGINATOR> is set to the credential ID for the registration originator, while the <RECEIVER> is set by the SP-relative-CSE-ID of the registrar CSE omitting the leading slash “/”.  

It also specifes topic format for sending and receiving message as /oneM2M/req/<ORIGINATOR>/<RECEIVER>/<CONTENT-TYPE> and /oneM2M/resp/<ORIGINATOR>/<RECEIVER>/<CONTENT-TYPE>, where the <ORIGINATOR> is set to the AE-ID (or CSE-ID) of the registration originator where any leading slash “/” is omitted and any slash “/” embedded in the AE-ID (or CSE-ID) is replaced with colon “:”, while the <RECEIVER> is set by the SP-relative-CSE-ID of the registrar CSE omitting the leading slash “/”.  
8.6.2 
Subscription Topic

Topic that oneM2M registration originators need to subscribe to the MQTT server accordingly are summarized as following: 

Subscription topic for farm gateway registration with the server platform
/oneM2M/resp/CSE3409165/CSE1534123
· Subscription topic for sensors registration with the farm gateway

/oneM2M/reg_resp/{CREDENTIAl_ID_SENSOR01}/CSE3409165

/oneM2M/reg_resp/{CREDENTIAl_ID_SENSOR02}/CSE3409165
…

· Subscription topic for actuators registration with the farm gateway

/oneM2M/reg_resp/{CREDENTIAl_ID_ACTUATOR01}/CSE3409165

/oneM2M/reg_resp/{CREDENTIAl_ID_ACTUATOR02}/CSE3409165
…

· Subscription topic for IoT applications registration with the server platform

/oneM2M/reg_resp/{CREDENTIAl_ID_IOT_APP01}/CSE1534123

/oneM2M/reg_resp/{CREDENTIAl_ID_IOT_APP02}/CSE1534123
…

· Subscription topic for farm gateway application registration with the farm gateway

/oneM2M/reg_resp/{CREDENTIAl_ID_GATEWAY_APP01}/CSE3409165
8.6.3 
Publish Topic

Topic that oneM2M registration originators need to subscribe to the MQTT server accordingly are summarized as following: 

· Publish topic for farm gateway registration with the server platform

/oneM2M/req/CSE3409165/CSE1534123/JSON
· Publish topic for sensors registration with the farm gateway

/oneM2M/reg_req/{CREDENTIAl_ID_SENSOR01}/CSE3409165/JSON

/oneM2M/reg_req/{CREDENTIAl_ID_SENSOR02}/CSE3409165/JSON
…

· Publish topic for actuators registration with the farm gateway

/oneM2M/reg_req/{CREDENTIAl_ID_ACTUATOR01}/CSE3409165/JSON

/oneM2M/reg_req/{CREDENTIAl_ID_ACTUATOR02}/CSE3409165/JSON
…

· Publish topic for IoT applications registration with the server platform

/oneM2M/reg_req/{CREDENTIAl_ID_IOT_APP01}/CSE1534123/JSON

/oneM2M/reg_req/{CREDENTIAl_ID_IOT_APP02}/CSE1534123/JSON
…
· Publish topic for farm gateway application registration with the farm gateway

/oneM2M/reg_req/{CREDENTIAl_ID_GATEWAY_APP01}/CSE3409165/JSON

Where CSE1534123 and CSE3409165 represents the SP-relative-CSE-ID of the IN-CSE and MN-CSE, which omits the leading slash “/” respectively. The Content-Type in the subscription topic is assigned to JSON to indicate the message (payload) to be received from MQTT server is serialized into JSON format, while the Content-Type in the publish topic is assigned to JSON to indicate the payload within a PUBLISH message being sent by the originator is serialized into JSON format. 
--------------------------------End of change 1-----------------------------------------------
--------------------------------Start of change 2-----------------------------------------------
8.7
Implementation of Entity Registration
8.7.1

Introduction
The initial registrations of oneM2M entities over MQTT protocol are proceeded in ordered procedures as following:

1 An originator having implemented MQTT client library sends a CONNECT packet containing a suite of paramters such as header, protocol level, user name flag, password flag, will retain flag, will qos flag, will flag, clean session flag, keep alive, as well as connect payload etc. that are defined in MQTT protocol specification. This step is used to establish the connection between MQTT client and the MQTT server through TCP.

2 The originator sends a SUBSCRIBE packet containing a topic name set  /oneM2M/resp/<ORIGINATOR>/<RECEIVER> to the MQTT server. Here, we assume that the registar CSE implemented a MQTT client library has subscribed to topic /oneM2M/req/<ORIGINATOR>/<RECEIVER> to ensure any registration request targeted to the registrar CSE will be delivered to the registrar CSE by the MQTT server;

3 The originator publishes an initial registration request to the topic /oneM2M/req/<ORIGINATOR>/<RECEIVER>/<CONTENT_TYPE> by sending a PUBLISH packet containing a serialized oneM2M entity registration request primitive in the payload, after receiving a SUBACK message indicating successful subscription to the MQTT server. 

4 The originator receives a PUBLISH message that is delivered from the MQTT server after registrar CSE sending a PUBLISH message containing the registration response to the topic /oneM2M/resp/<ORIGINATOR>/<RECEIVER>/<CONTENT-TYPE>. 

8.7.2 
Farm Gateway Registration

· The farm gateway subscribes to topic 

· /oneM2M/resp/CSE3409165/CSE1534123 for the registration with the server platform, and sends a PUBLISH packet with target topic set to  /oneM2M/req/CSE3409165/CSE1534123/JSON to the MQTT server, where the payload of the PUBLISH packet contains the registration request primitive that is serialized into JSON format as following:

{

   "fr" : "/CSE3409165",

   "op" : 1,

   "pc" : {

      "m2m:csr" : {

"csi": "/CSE3409165",

"cb" : "gateway.provider.com/CSE3409165",

"rr" : true,

"poa": ["mqtt://gateway.provider.com"],

"cst": 2,
"rn": "farm_gateway"

      }

   },

   "rqi" : "m_createRemoteCSE674504",

   "to" : "/CSE1534123/server",

   "ty" : 16
}
In addition, when serializing a PUBLISH packet, DUP, QoS, and Retain, Topic, and Packet Identifier fields need to be set, where the QoS is set  to QoS 1 following oneM2M MQTT binding, and the Topic is set to oneM2M/req/CSE3409165/CSE1534123/JSON. 

As a result of QoS 1, PUBACK packet containing the Packet Identifier would be returned to the originator to indicate the receiving status of the PUBLISH packet.

The MN-CSE registration request message will be delivered by a MQTT  broker to the IN-CSE (the registrar CSE) that implements a MQTT client. Then the originator will be notified with a PUBLISH packet containing the response primitive of the registration after the IN-CSE accepts the registration and sends a PUBLISH packet containing response primitive to topic /oneM2M/resp/CSE3409165/CSE1534123/JSON.

The response primitive contained in the PUBLISH packet being delivered to the originator by the MQTT server is shown as following:

{

   "rsc" : 2001,

   "rqi" : "m_createRemoteCSE674504",

   "pc"  : {

       "m2m:csr" : {

"ty" : 16, 

"ri": "mncse8301493",

"pi": "/CSE1534123",

"ct": "20170524T045938",

"lt": "20170524T045938",

"et": "20270523T045938",

"csi": "/CSE3409165",

"cb" : "gateway.provider.com/CSE3409165",

"rr" : true,

"poa": ["mqtt://gateway.provider.com"],

"rn": "farm_gateway"

      }

   },   

   "to"   : "/CSE3409165/farm_gateway",

   "fr"   : "/CSE1534123"
}
8.7.3 

Sensors Registration

Sensors have no AE-ID known to the MN-CSE at initial registration process. In this case, Credential-ID is used while subscribing and publishing message to MQTT server. 

One sensor subscribes to topic 

/oneM2M/reg_resp/{CREDENTIAl_ID_SENSOR01}/CSE3409165 to receive the registration response from the farm gateway through message delivering of MQTT server. 

The sensor originator sends a PUBLISH packet with target topic set to  /oneM2M/reg_req/{CREDENTIAl_ID_SENSOR01}/CSE3409165/JSON to the MQTT server, where the payload of the PUBLISH packet contains the registration request primitive that is serialized into JSON format as following:

{

   "fr" : "S",

   "op" : 1,

   "pc" : {

      "m2m:ae" : {

"api": "A01.com.farm.sensor01",

"rr" : true,

"poa": ["mqtt://sensor01.farm.com"],
"rn" : "sensor_ae01"

      }

   },

   "rqi": "m_createAE142308",

   "to" : "/CSE3409165/farm_gateway",

   "ty" : 2

}

In addition, when serializing a PUBLISH packet, DUP, QoS, and Retain, Topic, and Packet Identifier fields need to be set, where the QoS is set  to QoS 1 following oneM2M MQTT binding, and the Topic is set to oneM2M/reg_req/{CREDENTIAl_ID_SENSOR01}/CSE3409165/JSON. 

As a result of QoS 1, PUBACK packet containing the Packet Identifier would be returned to the originator to indicate the receiving status of the PUBLISH packet.

The AE registration request message will be delivered by a MQTT  broker to the MN-CSE (the registrar CSE) that implements a MQTT client. Then the originator will be notified with a PUBLISH packet containing the response primitive of the registration after the MN-CSE accepts the registration and sends a PUBLISH packet containing response primitive to topic /oneM2M/reg_resp/{CREDENTIAl_ID_SENSOR01}/CSE3409165/JSON.

The response primitive contained in the PUBLISH packet being delivered to the originator by the MQTT server is shown as following:

{

   "rsc" : 2001,

   "rqi" : "m_createAE142308",

   "pc"  : {

       "m2m:ae" : {
"ty" : 2, 
"ri" : "ae0349801231",

"pi" : "mncse8301493",

"ct" : "20170524T045938",

"lt" : "20170524T045938",

"et" : "20270523T045938",

"api": "A01.com.farm.sensor01",

"rr" : true,
"aei": "S108653822141",
"poa": ["mqtt://sensor01.farm.com"],

"rn" : "sensor_ae01"

      }

   },   

   "to"   : "/CSE3409165/farm_gateway/sensor_ae01",

   "fr"   : "/CSE3409165"

}
For any other sensor e.g. sensor_ae02, sensor_ae03 etc., the registration procedure is similar as sensor_ae01.

The AE-ID S108653822141 can be used for UPDATE, RETRIEVE, and DELETE of AE resource of sensor01, as well as any CREATE, RETRIEVE, UPDATE, and DELETE operation for its child resources.

8.7.4 

Actuators Registration

Actuators have no AE-ID known to the MN-CSE at initial registration process. In this case, Credential-ID is used while subscribing and publishing message to MQTT server. 

One actuator subscribes to topic 

/oneM2M/reg_resp/{CREDENTIAl_ID_ACTUATOR01}/CSE3409165 to receive the registration response from the farm gateway through message delivering of MQTT server. 

The sensor originator sends a PUBLISH packet with target topic set to  /oneM2M/reg_req/{CREDENTIAl_ID_ACTUATOR01}/CSE3409165/JSON to the MQTT server, where the payload of the PUBLISH packet contains the registration request primitive that is serialized into JSON format as following:

{

   "fr" : "S",

   "op" : 1,

   "pc" : {

      "m2m:ae" : {

"api": "B01.com.farm.actuator01",

"rr" : true,

"poa": ["mqtt://actuator01.farm.com"],
"rn" : "actuator_ae01"

      }

   },

   "rqi": "m_createAE2542318",

   "to" : "/CSE3409165/farm_gateway",

   "ty" : 2

}

In addition, when serializing a PUBLISH packet, DUP, QoS, and Retain, Topic, and Packet Identifier fields need to be set, where the QoS is set  to QoS 1 following oneM2M MQTT binding, and the Topic is set to oneM2M/reg_req/{CREDENTIAl_ID_ACTUATOR01}/CSE3409165/JSON. 

As a result of QoS 1, PUBACK packet containing the Packet Identifier would be returned to the originator to indicate the receiving status of the PUBLISH packet.

The AE registration request message will be delivered by a MQTT  broker to the MN-CSE (the registrar CSE) that implements a MQTT client. Then the originator will be notified with a PUBLISH packet containing the response primitive of the registration after the MN-CSE accepts the registration and sends a PUBLISH packet containing response primitive to topic /oneM2M/reg_resp/{CREDENTIAl_ID_ACTUATOR01}/CSE3409165/JSON.

The response primitive contained in the PUBLISH packet being delivered to the originator by the MQTT server is shown as following:

{

   "rsc" : 2001,

   "rqi" : "m_createAE2542318",

   "pc"  : {

       "m2m:ae" : {
"ty" : 2, 
"ri" : "ae1359351228",

"pi" : "mncse8301493",

"ct" : "20170524T055938",

"lt" : "20170524T055938",

"et" : "20270523T055838",

"api": "B01.com.farm.actuator01",

"rr" : true,
"aei": "S208650938180",
"poa": ["mqtt://actuator01.farm.com"],

"rn" : "actuator_ae01"

      }

   },   

   "to"   : "/CSE3409165/farm_gateway/actuator_ae01",

   "fr"   : "/CSE3409165"

}
For any other actuator e.g. actuator_ae02, actuator_ae03 etc., the registration procedure is similar as actuator_ae01.

The AE-ID S208650938180 can be used for UPDATE, RETRIEVE, and DELETE of AE resource of actuator01, as well as any CREATE, RETRIEVE, UPDATE, and DELETE operation for its child resources.

8.7.5 

IoT Applications Registration

IoT applications have no AE-ID known to the IN-CSE at initial registration process. In this case, Credential-ID is used while subscribing and publishing message to MQTT server. 

One IoT application subscribes to topic /oneM2M/reg_resp/{CREDENTIAl_ID_IOT_APP01}/CSE1534123
to receive the registration response from the server platform through message delivering of MQTT server. 

The IoT application sends a PUBLISH packet with target topic set to  

/oneM2M/reg_req/{CREDENTIAl_ID_IOT_APP01}/CSE1534123/JSON to the MQTT server, where the payload of the PUBLISH packet contains the registration request primitive that is serialized into JSON format as following:

{

   "fr" : "S",

   "op" : 1,

   "pc" : {

      "m2m:ae" : {

"api": "D01.com.provider.iotapp01",

"rr" : true,

"poa": ["mqtt://iotapp01.provider.com"],
"rn" : "app_ae01"

      }

   },

   "rqi": "m_createAE3567902",

   "to" : "/CSE1534123/server",

   "ty" : 2

}

In addition, when serializing a PUBLISH packet, DUP, QoS, and Retain, Topic, and Packet Identifier fields need to be set, where the QoS is set  to QoS 1 following oneM2M MQTT binding, and the Topic is set to /oneM2M/reg_req/{CREDENTIAl_ID_IOT_APP01}/CSE1534123/JSON. 

As a result of QoS 1, PUBACK packet containing the Packet Identifier would be returned to the originator to indicate the receiving status of the PUBLISH packet.

The IoT application registration request message will be delivered by a MQTT  broker to the IN-CSE (the registrar CSE) that implements a MQTT client. Then the originator will be notified with a PUBLISH packet containing the response primitive of the registration after the IN-CSE accepts the registration and sends a PUBLISH packet containing response primitive to topic /oneM2M/reg_resp/{CREDENTIAl_ID_IOT_APP01}/CSE1534123/JSON.

The response primitive contained in the PUBLISH packet being delivered to the originator by the MQTT server is shown as following:

{

   "rsc" : 2001,

   "rqi" : "m_createAE3567902",

   "pc"  : {

       "m2m:ae" : {
"ty" : 2, 
"ri" : "ae4639398345",

"pi" : "incse8563723426",

"ct" : "20170524T07938",

"lt" : "20170524T075938",

"et" : "20270523T075838",

"api": "D01.com.provider.iotapp01",

"rr" : true,
"aei": "S317312761857",
"poa": ["mqtt://iotapp01.provider.com"],

"rn" : "app_ae01"

      }

   },   

   "to"   : "/CSE1534123/server/app_ae01",

   "fr"   : "/CSE1534123"

}
For any other IoT applications e.g. app_ae02, app_ae03 etc., the registration procedure is similar as app_ae01.

The AE-ID S317312761857 can be used for UPDATE, RETRIEVE, and DELETE of AE resource of IoT application01, as well as any CREATE, RETRIEVE, UPDATE, and DELETE operation for its child resources.

8.7.6 

Farm Gateway Application Registration

The farm gateway application has no AE-ID known to the MN-CSE at initial registration process. In this case, Credential-ID is used while subscribing and publishing message to MQTT server. 

The farm gateway application subscribes to topic 

/oneM2M/reg_req/{CREDENTIAl_ID_GATEWAY_APP01}/CSE3409165 to receive the registration response from the farm gateway through message delivering of MQTT server. 

The farm gateway application sends a PUBLISH packet with target topic set to 

 /oneM2M/reg_req/{CREDENTIAl_ID_ACTUATOR01}/CSE3409165/JSON to the MQTT server, where the payload of the PUBLISH packet contains the registration request primitive that is serialized into JSON format as following:

{

   "fr" : "S",

   "op" : 1,

   "pc" : {

      "m2m:ae" : {

"api": "C01.com.farm.app01",

"rr" : true,

"poa": ["mqtt://gatewayapp.farm.com"],
"rn" : "gateway_ae"

      }

   },

   "rqi": "m_createAE3942104",

   "to" : "/CSE3409165/farm_gateway",

   "ty" : 2

}

In addition, when serializing a PUBLISH packet, DUP, QoS, and Retain, Topic, and Packet Identifier fields need to be set, where the QoS is set  to QoS 1 following oneM2M MQTT binding, and the Topic is set to oneM2M/reg_req/{CREDENTIAl_ID_GATEWAY_APP01}/CSE3409165/JSON. 

As a result of QoS 1, PUBACK packet containing the Packet Identifier would be returned to the originator to indicate the receiving status of the PUBLISH packet.

The MN-AE registration request message will be delivered by a MQTT  broker to the MN-CSE (the registrar CSE) that implements a MQTT client. Then the originator will be notified with a PUBLISH packet containing the response primitive of the registration after the MN-CSE accepts the registration and sends a PUBLISH packet containing response primitive to topic /oneM2M/reg_resp/{CREDENTIAl_ID_GATEWAY_APP01}/CSE3409165/JSON.

The response primitive contained in the PUBLISH packet being delivered to the originator by the MQTT server is shown as following:

{

   "rsc" : 2001,

   "rqi" : "m_createAE3942104",

   "pc"  : {

       "m2m:ae" : {
"ty" : 2, 
"ri" : "ae3394315272",

"pi" : "mncse8301493",

"ct" : "20170524T065938",

"lt" : "20170524T065938",

"et" : "20270523T065838",

"api": "C01.com.farm.app01",

"rr" : true,
"aei": "S336593381621",
"poa": ["mqtt://gatewayapp.farm.com"],

"rn" : "gateway_ae"

      }

   },   

   "to"   : "/CSE3409165/farm_gateway/gateway_ae",

   "fr"   : "/CSE3409165"

}
--------------------------------End of change 2-----------------------------------------------
--------------------------------Start of change 3-----------------------------------------------
Appendix  
Appendix A: Implementation of Connection to MQTT
The two client parties (AE and CSE or CSE and CSE) need to connect to a common MQTT server in order to enable the communication between each other. 

The MQTT client sends a CONNECT packet to the MQTT server to initialize the connection with MQTT server. The CONNECT packet contains a suite of paramters such as header, protocol level, user name flag, password flag, will retain flag, will qos flag, will flag, clean session flag, keep alive, as well as connect payload etc. that are defined in MQTT protocol specification. This step is used to establish the connection between MQTT client and the MQTT server through TCP.

Appendix B: Using Credential-ID in Initial Registration Progress 
During the initial phase, the AE-ID of the devices such as sensors, actuators, and IoT applications might not be known to the receiver CSE. For these scenarios, the originator can use Credential-ID, which is formed by MQTT server during a successful Security Association Establishment process with a MQTT client, for subscribing topics and publishing messages to MQTT server. 
The Credential-ID is refered to TS-0003[] Section 10.4. The Credential-ID consists of
· A type-ID part. The type-ID part is a positive integer defined by datatype sec:credIDTypeID.

· A value part which contains a globally-unique identifier for the entity's credential. The value part may use the Roman alphabet, numerals, '.', '_', '-', and '@'. 

The Credential-ID is formed by concatenating the type part, the character '-' and the value part. 

Appendix C: Implementation of Topic Subscription to MQTT Server

Each client party (AE or CSE) need sto subscribe to a specific topic located in a MQTT server in order to receive the published messages that are associated to that topic. 

The MQTT client sends a SUBSCRIBE packet to the MQTT server to subscribe a topic that is located in the MQTT server. The SUBSCRIBE packet contains a suite of paramters such as header, packet identifier, payload which contains topic filter and requested qos. 

--------------------------------End of change 3-----------------------------------------------
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