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Introduction

This contribution introduce API for implementation of remote monitoring and actuating function calls in smart farm use case using MQTT binding protocol.
An conclusion to this user guide is also added.
Appendix iterm is changed to Annex.

Notification response primitive is added for deal with notification acknowledgement. 

Description for notification event type is added in the script.
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Implementation of Function Calls
8.10


Devices Controlling
The devices controlling in the current use case is designed to be implemented via subscription&notification mechanisms, i.e. the notification receiver e.g. MN-AE in this use case will be notified with the device controlling command to one or multiple target device(s), where the controlling command might be initialized by any authenticated originator, e.g. IoT applications in this use case.

· Step-I: Uploading device controlling command within oneM2M resource primtive

IoT applications (ADN-AE) initializes a contentInstance create request target to the device monitoring container e.g. cont_ctrl01, which contains device controlling commands in the primitiveContent of the contentInstance resource.

The ADN-AE hosted in an IoT application subscribes to topic /oneM2M/resp/S317312761857/CSE1534123
· to receive response from  the MQTT server. The AE originator sends a PUBLISH packet to the MQTT server, where the payload of the PUBLISH packet contains a contentInstance create request primitive that is serialized into JSON format as following:

{

   "fr" : "/S317312761857",

   "op" : 1,

   "pc" : {

      "m2m:cin" : {

"cnf": "text/plains:0",

"con": "ON"

      }

   },

   "rqi" : "m_createCin592082",

   "to" : "/CSE1534123/server/farm_gateway/actuator_ae01/cont_ctrl01",

   "ty" : 4
}
In addition, when serializing a PUBLISH packet, DUP, QoS, and Retain, Topic, and Packet Identifier fields need to be set, where the QoS is set  to QoS 1 following oneM2M MQTT binding, and the Topic is set to /oneM2M/req/S317312761857/CSE1534123/JSON. 

As a result of QoS 1, PUBACK packet containing the Packet Identifier would be returned to the originator to indicate the receiving status of the PUBLISH packet.

The contentInstance creation request message will be delivered by a MQTT server to the MN-CSE that implements a MQTT client. Then the originator will be notified with a PUBLISH packet containing the response primitive for the container creation after the MN-CSE accepts the container create request and sends a PUBLISH packet containing response primitive to topic 
/oneM2M/resp/S317312761857/CSE1534123/JSON.
The response primitive contained in the PUBLISH packet being delivered to the AE originator by the MQTT server is shown as following:

{

   "rsc" : 2001,

   "rqi" : "m_createCin592082",

   "pc"  : {

       "m2m:cin" : {

"ty" : 4, 

"ri" : "cin989793432",

"pi" : "cont95827628",

"ct" : "20170525T065938",

"lt" : "20170525T065938",

"et" : "20270524T065938",

"st" : 0,
"cnf": "text/plains:0",

"cs" : 2,

"con": "ON",
"rn" : "cin_d34akgf56sg"

      }

   },   

   "to"   : "/S317312761857",

   "fr"   : "/CSE1534123"
}
This API can be applied to create contentInstance as a child resource of cont_ctrl02, cont_ctrl03 under AE actuator_ae02, actuator_ae03, respectively.
· Step II: Notifying farm gateway application to actuate devices

Whenever there is new child resource is created under the subscribed-to resource e.g. cont_ctrl01, notification primitive will be delivered to the notification receiver  e.g. the MN-AE in this use case by the MQTT server. PrimitiveContent included within the notification primitive is determined by the notificationContentType, while the notification receiver is configured via the notificationURI attribute in the subscription request. Notification event type (short for net) field set to 3 to indicate the notification criteria is configured to event of creation of direct child resource of the subscribed-to resource.

The notification primitive contained in the PUBLISH packet being delivered to the MN-AE by the MQTT server is shown as following:
{

   "fr" : "/CSE1534123",

   "op" : 5,

   "pc" : {

 

 "m2m:sgn":

{


"nev":{



"rep":

{


"cin":

{

"cnf": "text/plain:0"
,

"con": "ON"
}

},

"net" :[3]

},

"sur":"/CSE3409165/sub998412563"

}
   },

   "rqi" : "m_notify982340",

   "to" : "/S336593381621"
}
When the gateway application MN-AE gateway_ae receives notification successfully from IN-CSE, the MN-AE gateway_ae sends a notification response primitive to acknowledge the successful receiving of notification message from IN-CSE.

The notification response primitive contained in the PUBLISH packet being delivered to the IN-CSE by the MQTT server is shown as following:

{

"rsc" : 2000,
"rqi" : "m_notify982340",
"fr"  : "/S336593381621",

"to"  : "/CSE1534123"
}
The notification primitive can be parsed to abstract the device controlling command to control specific device. The implementation details is out of the scope of this user guide. 
--------------------------------End of change 1-----------------------------------------------
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Devices Sensing Data Monitoring
The sensor monitoring in this use case is subject to the notification for the generation of sensing data in specific sensors, and it is designed to be implemented via subscription&notification mechanisms, i.e. the notification receiver e.g. IoT applications in this use case will be notified with the physical quantity data from sensors e.g. updated indoor temperature value, or pH value in soil of the argriculture farm.

· Step-I: Automatically uploading sensing data by sensors in periodical manner 

Sensors collect and upload the physical quantity into the server platform through farm gateway. The sensing data i.e. physical quantity is represented as a contentInstance in the server platform. 

The ADN-AE hosted in sensors subscribes to topic /oneM2M/resp/S108653822141/CSE3409165
to receive response from  the MQTT server. The AE originator sends a PUBLISH packet to the MQTT server, where the payload of the PUBLISH packet contains a contentInstance create request primitive that is serialized into JSON format as following:

{

   "fr" : "/S108653822141",

   "op" : 1,

   "pc" : {

      "m2m:cin" : {

"cnf": "text/plains:0",

"con": "25"

      }

   },

   "rqi" : "m_createCin642126",

   "to" : "/CSE3409165/farm_gateway/sensor_ae01/cont_monitor01",

   "ty" : 4
}
In addition, when serializing a PUBLISH packet, DUP, QoS, and Retain, Topic, and Packet Identifier fields need to be set, where the QoS is set  to QoS 1 following oneM2M MQTT binding, and the Topic is set to /oneM2M/req/S108653822141/CSE3409165/JSON. 

As a result of QoS 1, PUBACK packet containing the Packet Identifier would be returned to the originator to indicate the receiving status of the PUBLISH packet.

The contentInstance creation request message will be delivered by a MQTT server to the MN-CSE, and then the IoT application will be notified with a PUBLISH packet containing the response primitive for the contentInstance creation after the MN-CSE accepts the contentInstance create request and sends a PUBLISH packet containing response primitive to topic /oneM2M/resp/S108653822141/CSE3409165/JSON.
The response primitive contained in the PUBLISH packet being delivered to the AE originator by the MQTT server is shown as following:
{

   "rsc" : 2001,

   "rqi" : "m_createCin642126",

   "pc"  : {

       "m2m:cin" : {

"ty" : 4, 

"ri" : "cin990931789",

"pi" : "cont92310496",

"ct" : "20170525T075938",

"lt" : "20170525T075938",

"et" : "20270524T075938",

"st" : 0,
"cnf": "text/plains:0",

"cs" : 2,

"con": "25",
"rn" : "cin_jklqwewe56er"

      }

   },   

   "to"   : "/S108653822141",

   "fr"   : "/CSE1534123"
}
This API can be applied to create contentInstance as a child resource of cont_monitor02, cont_monitor03 under AE sensor_ae02, sensor_ae03, respectively.
· Step II: Notifying IoT application for the new sensing data

Whenever there is new child resource is created under the subscribed-to resource e.g. container cont_monitor01, notification primitive will be delivered by the MQTT server to the notification receiver  e.g. the IoT application ADN-AE  app_ae01 (S317312761857) in this use case.  Notification event type (short for net) field set to 3 to indicate the notification criteria is configured to event of creation of direct child resource of the subscribed-to resource.
The notification primitive contained in the PUBLISH packet being delivered to the IoT application by the MQTT server is shown as following:
{

   "fr" : "/CSE1534123",

   "op" : 5,

   "pc" : {

 

 "m2m:sgn":

{


"nev":{



"rep":

{


"cin":

{

"cnf": "text/plain:0"
,

"con": "25"
}

},

"net":[3]

},

"sur":"/CSE3409165/sub956204321"

}
   },

   "rqi" : "m_notify995826",

   "to" : "/S317312761857"
}
When the IoT application ADN-AE app_ae01 receives notification successfully from IN-CSE, the ADN-AE app_ae01 sends a notification response primitive to acknowledge the successful receiving of notification message from IN-CSE.

The notification response primitive contained in the PUBLISH packet being delivered to the IN-CSE by the MQTT server is shown as following:
{

"rsc" : 2000,
"rqi" : "m_notify995826",
"fr"  : "/S317312761857",
"to"  : "/CSE1534123"
}
--------------------------------End of change 2-----------------------------------------------
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9
Conclusion

The smart farm monitoring and control use case demonstrated the utilization of a suite of oneM2M high level procedures such as entity registration, initial resource creation, subscription and notifications etc. to implement the smart monitoring and controlling of devices deployed in an agriculture farm scenario.  
Those oneM2M high level procedures are implemented via MQTT protocol binding with JSON serialization. 
--------------------------------End of change 3-----------------------------------------------
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