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Introduction

The CR proposes to add some validations regarding to From parameter as mentioned in TS-0001. 
	The format (i.e. CSE-relative, SP-relative or absolute) of resource identifier (e.g. the To parameter, accessControlPolicyIDs attribute) shall be correctly set by the Originator in an initial request, while the format of AE-ID or CSE-ID in the From parameter shall be set in a shortest format by the Originator in the initial request and it shall be converted in another format by the Registrar CSE or IN-CSE as the following.

When an AE is the Originator, the From parameter shall be in AE-ID-Stem. When the Registrar CSE receives the request, it shall convert the format into SP-relative AE-ID in case the stem is CSE-relative and the To parameter refers to a resource hosted by a different CSE.
When an CSE is the Originator, the From parameter shall be in SP-relative CSE-ID. 

The IN-CSE shall convert the format of the From parameter in a request that is received from SP-relative to absolute if the To parameter refers to a resource is hosted by a CSE in a different M2M Service Provider Domain.



-----------------------Start of change 1-------------------------------------------

7.3.2.1
Check the validity of received request primitive

The validity checking of the message carrying the received request primitive is specified by the protocol mapping Technical Specifications (CoAP binding [22], HTTP binding [23], and MQTT binding [24]).

If the Request Expiration Timestamp is given in the request and expired, the Receiver CSE shall reject the request with an "REQUEST_TIMEOUT" Response Status Code parameter value.
If the From parameter is not present in the request except AE Create request, the Receiver CSE shall reject the request with "BAD_REQUEST" Response Status Code parameter value. 
If the From parameter in the request from a Registree AE, contains any other format than AE-ID-Stem, the Receiver CSE shall reject the request with "BAD_REQUEST" Response Status Code parameter value.


· 
· 


· 
· 
· 
· 
 
If the received request is communicated within an established Security Association (oneM2M TS-0003 [7]), and:

· the Receiver knows that the Registree using the established Security Association is an AE; and

· the Receiver knows the AE-ID(s) of the Registree using the established Security Association; and

· the From parameter does not match the allowed AE-ID(s) of the Registree using the established Security Association;

then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED " Response Status Code parameter value.

If the received request is communicated within an established Security Association, and:

· the Receiver knows that the Registree using the established Security Association is a CSE; and

· the Receiver knows the CSE -ID of the Registree using the established Security Association; and

· if one of the following applies:

· the From parameter is an CSE-ID that matches one of the Receiver's Registree CSE's CSE-ID other than the CSE-ID of the Registree using the established Security Association, or

· the From parameter is an CSE-Relative C-Type AE-ID-Stem, or

· the From parameter is an SP-Relative AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem, and the CSE-ID portion of the From parameter matches one of the Receiver's Registree CSE's CSE-ID other than the CSE-ID of the Registree for the established Security Association;

then the request shall be rejected with an "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

NOTE:
An SP-Relative-AE-ID or Absolute AE-ID with a C-Type AE-ID-Stem always includes a CSE-ID portion (see oneM2M TS-0001 [6]).


· 
· 
· 
 
If the received request is communicated outside of an established Security Association, and:

· If the From parameter includes an AE-ID; and

· The request is not a CREATE <AE> Request; and

· The From parameter does not match the AE-ID of an AE currently registered to the Receiver;

then the request shall be rejected with a "ORIGINATOR_HAS_NOT_REGISTERED" Response Status Code parameter value.

If the received request is communicated outside of an established Security Association, and the From parameter includes a CSE-ID, then the request shall be rejected with an "SECURITY_ASSOCIATION_REQUIRED" Response Status Code parameter value.

If a received request needs to be forwarded to another CSE and if CMDH processing is supported, then in addition, the "CMDH message validation procedure" defined in clause H.2.3 shall be carried out.

If the message is not valid, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

If Resource Type is not present or is invalid in a CREATE request, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.

If the Filter Criteria parameter is included in a CREATE request, the request shall be rejected with a Response Status Code indicating "BAD_REQUEST" error.
If the Result Content is invalid for a given operation (refer oneM2M TS-0001 [6], Table 8.1.2-1: Summary of Result Content Values) then the Hosting CSE shall reject the request with a Response Status Code indicating "BAD_REQUEST" error.

If the receiver does not support the content format (i.e. type of serialization) requested by the originator, the request may be rejected with a Response Status Code indicating "NOT_ACCEPTABLE" error.
If the receiver does not support the content format sent by the originator, the request may be rejected with a Response Status Code indicating “UNSUPPORTED_MEDIA_TYPE” error.
If the Release Version Indicator is not present in the request the Receiver CSE shall add the Release Version Indicator with value set to 1.

If the Receiver CSE is the Hosting CSE and it does not support the release value present in the Release Version Indicator then the request shall be rejected with a Response Status Code indicating "RELEASE_VERSION_NOT_SUPPORTED" error.

-----------------------End of change 1---------------------------------------------
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