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Introduction
There are some limitations in Filter Criteria parameter.

At first, attribute operator exists but it is used for only exact matching (=). For attribute of number type, it needs comparison operators. We already have tags for the comparison matching (e.g. xxBefore/After/Smaller/Bigger condition tags) for some specific attributes (creation Time, state Tag and so on). This CR aimes exapnding the comparision matching to general attributes.
Moreover, the current specification doesn’t support complex queries including parentheses or more than one logical operators  (e.g., (A=n1 OR B=n2) AND C<n3).
This CR introduces new filter syntax (LDAP) to enable these queries.
This proposal is based on ARC-2018-0098R01-Modifying_condition_tags_of_Filter_Criteria.
R01: Add the change about the title of Annex K.
------------------------------Start of change 1-------------------------------------
2.2
Informative references

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the reference document (including any amendments) applies.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M TS-0002: "Requirements".

[i.2]
Broadband Forum TR-069: "CPE WAN Management Protocol Issue": 1 Amendment 5, November 2013.

[i.3]
OMA-DM: "OMA Device Management Protocol", Version 1.3, Open Mobile Alliance.
[i.4]
LWM2M: "OMA LightweightM2M", Version 1.0, Open Mobile Alliance.
[i.5]
OMA-TS-MLP-V3-4-20130226-C: "Mobile Location Protocol", Version 3.4.

[i.6]
OMA-TS-REST-NetAPI_TerminalLocation-V1_0-20130924-A: "RESTful Network API for Terminal Location", Version 1.0.
[i.7]
IETF RFC 1035: "Domain names - Implementation and specification".

[i.8]
IETF RFC 3588: "Diameter Base Protocol".

[i.9]
IETF RFC 3596: "DNS Extensions to Support IP Version 6".

[i.10]
IETF RFC 3986: "Uniform Resource Identifier (URI): General Syntax".

[i.11]
IETF RFC 4006: "Diameter Credit-Control Application".

[i.12]
IETF RFC 6895: "Domain Name System (DNS) IANA Considerations".

[i.13]
GSMA-IR.67: "DNS/ENU Guidelines for Service Providers & GRX/IPX Providers".

[i.14]
3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications (Release 13)".

[i.15]
ETSI TS 132 240: "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Telecommunication management; Charging management; Charging architecture and principles (3GPP TS 32.240)".

[i.16]
ETSI TS 132 299: "Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); LTE; Telecommunication management; Charging management; Diameter charging applications (3GPP TS 32.299)".

[i.17]
3GPP2.S0068: "Network Enhancements for Machine to Machine (M2M)".

[i.18]
JNI 6.0 API Specification: "Java Native Interface 6.0 Specification". .

[i.19]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[i.20]
3GPP TS 23.402: "Architecture enhancements for non-3GPP accesses".

[i.21]
3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

[i.22]
3GPP TS 22.368: "Service requirements for Machine Type Communications (MTC); Stage 1".

[i.23]
3GPP TS 23.003: "Numbering, addressing and identification".

[i.24]
Recommendation ITU-T X.660 | ISO/IEC 9834-1: "Information technology - Procedures for the operation of object identifier registration authorities: General procedures and top arcs of the international object identifier tree".

[i.25]
oneM2M TR-0008: "Analysis of Security Solutions for oneM2M System".

[i.26]
IETF RFC 4122: "A Universally Unique IDentifier (UUID) URN Namespace".

[i.27]
oneM2M Drafting Rules.
NOTE:
Available at http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf 
[i.28]
            oneM2M TR-0007: "Study of Abstraction and Semantics Enablement".
[i.29]
3GPP TS 22.101: Service aspects; Service principles (Release 13).
[i.30]
3GPP TS 22.115: Service aspects; Charging and billing (Release 13).
[i.31]
OMA-TS-REST-NetAPI-CommunicationPatterns-V1-0: '"RESTful Network API for Communication Patterns'", Version 1.0, Open Mobile Alliance.
[i.32]
3GPP TS 23.246: Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description; (Release 14).
[i.33]
3GPP TS 23.468: Group Communication System Enablers for LTE (GCSE_LTE); (Release 14).
[i.34]                    IETF RFC 3171: “IANA Guidelines for IPv4 Multicast Address Assignments”, 2001
[i.35]                    IETF RFC 4291: “IP Version 6 Addressing Architecture”, 2006
[i.36]                    IETF RFC 6838: “Media Type Specifications and Registration Procedures”, 2013
[i.37]
IETF RFC 2254: “The String Representation of LDAP Search Filters”, 1997
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8.1.2
Request
Table 8.1.2-2: Filter Criteria conditions

	Condition tag
	Multiplicity
	Description

	Matching Conditions

	createdBefore
	0..1
	The creationTime attribute of the matched resource is chronologically before the specified value.

	createdAfter
	0..1
	The creationTime attribute of the matched resource is chronologically after the specified value.

	modifiedSince
	0..1
	The lastModifiedTime attribute of the matched resource is chronologically after the specified value.

	unmodifiedSince
	0..1
	The lastModifiedTime attribute of the matched resource is chronologically before the specified value.

	stateTagSmaller
	0..1
	The stateTag attribute of the matched resource is smaller than the specified value.

	stateTagBigger
	0..1
	The stateTag attribute of the matched resource is bigger than the specified value.

	expireBefore
	0..1
	The expirationTime attribute of the matched resource is chronologically before the specified value.

	expireAfter
	0..1
	The expirationTime attribute of the matched resource is chronologically after the specified value.

	labels
	0..1
	The labels attribute of the matched resource matches the specified value.

	labelsQuery
	0..1
	The value is an expression for the filtering of labels attribute of resource when it is of key-value pair format. The expression is about the relationship between label-key and label-value which may include equal to or not equal to, within or not within a specified set etc. For example, label-key equals to label value, or label-key within {label-value1, label-value2}. Details are defined in [3]

	childLabels
	0..1
	A child of the matched resource has labels attributes matching the specified value. The evaluation is the same as for the labels attribute above. Details are defined in [3].

	parentLabels
	0..1
	The parent of the matched resource has labels attributes matching the specified value. The evaluation is the same as for the labels attribute above. Details are defined in [3].

	resourceType
	0..n
	The resourceType attribute of the matched resource is the same as the specified value. It also allows differentiating between normal and announced resources.

	childResourceType
	0..n
	A child of the matched resource has the resourceType attribute the same as the specified value. 

	parentResourceType
	0..1
	The parent of the matched resource has the resourceType attribute the same as the specified value. 

	sizeAbove
	0..1
	The contentSize attribute of the <contentInstance> matched resource is equal to or greater than the specified value.

	sizeBelow
	0..1
	The contentSize attribute of the <contentInstance> matched resource is smaller than the specified value.

	contentType
	0..n
	The contentInfo attribute of the <contentInstance> matched resource matches the specified value.

	attribute
	0..n
	This is an attribute of resource types (clause 9.6). Therefore, a real tag name is variable and depends on its usage and the value of the attribute can have wild card *. E.g. creator of container resource type can be used as a filter criteria tag as "creator=Sam", "creator=Sam*", "creator=*Sam".

	attributeAbove
	0..n
	A comparable attribute (e.g., dataGenerationTime, sequencNr, maxNrOfInstances and so on ) of the matched resource is equal to or greater than the specified value.

	attributeBelow
	0..n
	A comparable attribute (e.g., dataGenerationTime, sequencNr, maxNrOfInstances and so on ) of the matched resource is smaller than the specified value.

	childAttribute
	0..n
	A child of the matched resource meets the condition provided. The evaluation of this condition is similar to the attribute matching condition above.

	parentAttribute
	0..n
	The parent of the matched resource meets the condition provided. The evaluation of this condition is similar to the attribute matching condition above.

	semanticsFilter
	0..n
	Both semantic resource discovery and semantic query use semanticsFilter to specify a query statement that shall be specified in the SPARQL query language [5]. When a CSE receives a RETRIEVE request including a semanticsFilter, and the Semantic Query Indicator parameter is also present in the request, the request shall be processed as a semantic query; otherwise, the request shall be processed as a semantic resource discovery.
In the case of semantic resource discovery targeting a specific resource, if the semantic description contained in the <semanticDescriptor> of a child resource matches the semanticFilter, the URI of this child resource will be included in the semantic resource discovery result.
In the case of semantic query, given a received semantic query request and its query scope, the SPARQL query statement shall be executed over aggregated semantic information collected from the semantic resource(s) in the query scope and the produced output will be the result of this semantic query.
Examples for matching semantic filters in SPARQL to semantic descriptions can be found in [i.28].

	filterOperation


	0..1
	Indicates the logical operation (AND/OR) to be used for different condition tags. The default value is logical AND.

	customFilterSyntax
	0..1
	Indicates the Identifier for syntax to be applied for  discovery based operations. See [3] for applicable syntax for discovery based operations.

	customFilterQuery
	0..1
	The query string shall be specified when customFilterSyntax parameter is present. 

	Filter Handling Conditions

	filterUsage
	0..1
	Indicates how the filter criteria is used. If provided, possible values are 'discovery' and 'IPEOnDemandDiscovery'.
If this parameter is not provided, the Retrieve operation is a generic retrieve operation and the content of the child resources fitting the filter criteria is returned.
If filterUsage is 'discovery', the Retrieve operation is for resource discovery (clause 10.2.6), i.e. only the addresses of the child resources are returned.
If filterUsage is 'IPEOnDemandDiscovery', the other filter conditions are sent to the IPE as well as the discovery Originator ID. When the IPE successfully generates new resources matching with the conditions, then the resource address(es) shall be returned. This value shall only be valid for the Retrieve request targeting an <AE> resource that represents the IPE.

	limit
	0..1
	 The maximum number of resources to be included in the filtering result. This may be modified by the Hosting CSE. When it is modified, then the new value shall be smaller than the suggested value by the Originator.

	level
	0..1
	The maximum level of resource tree that the Hosting CSE shall perform the operation starting from the target resource (i.e. To parameter). This shall only be applied for Retrieve operation. The level of the target resource itself is zero and the level of the direct children of the target is one.

	offset
	0..1
	The number of direct child and descendant resources that a Hosting CSE shall skip over and not include within a Retrieve response when processing a Retrieve request to a targeted resource.  

	applyRelativePath
	0..1
	· This attribute contains a resource tree relative path (e.g. ../tempContainer/LATEST). This condition applies after all the matching conditions have been used (i.e. a matching result has been obtained). The attribute determines the set of resource(s) in the final filtering result. The filtering result is computed by appending the relative path to the path(s) in the matching result. All resources whose Resource-IDs match that combined path(s) shall be returned in the filtering result. If the relative path does not represent a valid resource, the outcome is the same as if no match was found, i.e. there is no corresponding entry in the filtering result.


------------------------------End of change 2--------------------------------------
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Annex K (Normative): Syntaxes for discovery
K.1

Introduction

This annex specifies the syntax for customtFilterQuery filterCriteria (see clause 8.1.2).

The syntax of string for customFilterQuery parameter shall be chosen by customFilterSyntax parameter.

K.2

'jsonpath' query syntax

This syntax of query is applicable in the case of stored data in the <contentInstance> resource which is indicated as JSON based according to the contentInfo attribute value.
The target of evaluation shall be located by JSON path like addressing, which is constructed following rules:

· The entire data shall be referred by '$(dollar sign)' character.

· The notation '[n]' shall refer n-th member of JSON Array.

· The operator '.(dot)' followed by name shall refer member of JSON Objects.

· The name shall be surrounded with '"(quote)' characters when the name contains special characters, such as '$', '.', ' (space)', '[', ']', '{', and '}'.

· The ' (space)' character shall be inserted between reserved keyword and other component of query string.

The following keywords shall be used to construct query string when customFilterSyntax parameter was 'JSON_PATH_SYNTAX'.

Table K.2-1: Reserved keywords for JSON-Path query syntax

	Keyword
	Condition
	Applicability

	EQ (Equals)
	When the target value equals with query
	String or number

	NE (Not Equals)
	When the target value does not equal with query.
	String or number

	GT (Greater Than)
	When the target value was greater than number given as query.
	Number only

	LT (Less Than)
	When the target value was less than number given as query.
	Number only

	GE (Greater or Equals)
	When the targeted value was greater or equals with number given as query.
	Number only

	LE (Less or Equals)
	When the targeted value was less or equals with number given as query.
	Number only

	MATCH
	When the targeted value contains given string.
	String only

	AND
	Concatenation of query which evaluated as AND combination logic.
	Query-string

	OR
	Concatenation of query-string which evaluated as OR combination logic.
	Query-string


K.3

'ldapfilter' query syntax

This syntax of query is applicable in the case of stored data in the variable resource.
This type of query shall be based on the following rules for Lightweight Directory Access Protocol (LDAP) directory searching [i.36]:
· The query shall be surrounded with '() (parentheses)'.
· The attribute name shall be located at the beginnig of the query.
· Using combination logics, description rules are following:

· Each simple logics shall be surrounded with '() (parentheses)'.
· Each simple logics shall be located next to each other without any character between them.
· Symbols expressing concatenations of query like &(AND), |(OR) and !(NOT) shall be located at the beginning of each combination logics. For example, (&(|(A=n1)(B=n2))(C<n3)).
· If a query contains '*( asterisk)', '(( left parenthesis)', ')( right parenthesis)', '\( back slash)' and 'NUL', these characters shall be encoded as the  '\( back slash)' followed by two ASCII value.
Each above charatcers’ two ASCII value is following:


* : 2a

( : 28

) : 29

\ : 5c

NUL: 00
For example, the filter checking whether the “cn” attribute contained a value with the string “\” anywhere in it shall be represented as (cn=* \5c *).
The following symbols shall be used to construct query string when customFilterSyntax parameter was 'LDAP_FILTER_SYNTAX'.

Table K.3-1: Reserved symbols for LDAP-Filter query syntax

	Symbol
	Condition
	Applicability

	=
	When the target value equals with query
	String or number

	~=
	When the target value approximately equal with query.
	String or number

	>=
	When the targeted value was greater or equals with number given as query.
	Number only

	<=
	When the targeted value was less or equals with number given as query.
	Number only

	*
	'*( asterisk)' means “any” in the query.
	String or number

	=*
	When the targeted attribute presents.
	String or number

	&
	Concatenation of query-string which evaluated as AND combination logic.
	Query-string

	|
	Concatenation of query-string which evaluated as OR combination logic.
	Query-string

	!
	Concatenation of query-string which evaluated as NOT combination logic.
	Query-string


Examples are following :
· When the target attribute is resourceName including “onem2m” at the beginning, the query should be (rn=onem2m*) .
· When the target attribute is content including “temperature” anywhere and NOT including “123”, the query should be (&(cnt=*temperature*)(!(cnt=*123*)).
------------------------------End of change 3-------------------------------------
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