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7.4 Key Issue X: Cooperation and Coordination of Multiple Fog Nodes 
Editor’s Note: Each Key Issue description references either optimization scenarios (section 7.2), use-cases from one of the relevant TRs (e.g. TR-0001, TR-0018, TR-0026, etc.) or requirements (TS-0002) and concludes with a succinct statement defining the issue.

Compared with a centralized cloud or data center, a fog node may have limited resources and capabilities to provide required services, especially for the fog nodes closer to the endpoints at the edge of the deployment. For example, a gateway as a fog node may not have enough computing capability to complete a real-time video analysis request, the storage requirement of a caching request may exceed the available memory size of a vehicle fog node. In these cases, providing fog services individually may greatly limit the efficiency, even the feasibility of fog service. If a group of fog nodes is considered to pool resources and provide fog services, there is currently a lack of procedures to manage and coordinate group of fog nodes such that fog services can be provided cooperatively.
Furthermore, the capabilities or availability of fog nodes may change over time, due to location, mobility, schedule, etc. For example, a drone as a fog node may be turned off and become unavailable when power level is low or during recharging. For a group of fog nodes formed within a geographic area, a fog node moving out of the area or entering the area may affect the capability of this group. The dynamic nature of the grouping makes it difficult to monitor and track the capabilities and availabilities of fog nodes unless the system tracks also the status of offline or soon-to become available nodes for a more wholistic view of the deployment.
The dynamics of fog capabilities may affect or disturb the service provided by fog nodes. Besides the capabilities of fog nodes, the service request may also be dynamic. For example, a traffic monitoring request may require higher storage and processing capabilities during peak hours, or there could be multiple requests competing for a same fog node or group, which may create an unbalance between required and provided capability and impact the quality of fog service.
With the above consideration, the following Key Issues may be summarized:
· Single fog node may not be able to complete a service request individually, and fog nodes are not able to provide fog services in a cooperative way without coordination and cooperation functionality which accounts for the dynamic nature of the deployments and of the node capabilities.
· The dynamic nature of fog node deployments and grouping require a wholistic understanding of system capabilities, e.g. potential capabilities, upcoming node availability, etc.
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