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Introduction
The CR proposes to validate the request to check if the request has been malformed to perform unauthorized action. These form of malformed request should be categorized as coming from a MALICIOUS Originator.

	A malicious originator can form a request so as to gain access to unauthorized information. It can do so by performing injection e.g. sql injections by injecting malicious patterns in the filter criteria attributes.
In such a case, proper validation is required on the filter criteria attributes against any malicious patterns. If such form of injection is present, then the request should be considered as malicious and originating from a MALICOUS ORIGINATOR. The request should be rejected with a response status code as “MALICIOUS_REQUEST”. Such originator should also be marked blocked by the CSE. Further request from such Originator should be rejected with response status code set to “BLOCKED_ORIGINATOR”. 


-----------------------Start of change 1-------------------------------------------
6.2.4
Response Codes Mapping

Table 6.2.4-1 defines a mapping between oneM2M Response Status Code parameter specified in [2] and CoAP Response Code.

In case of where multiple oneM2M Response Status Code parameters are mapped to a single CoAP Response Code, the Response Status Code parameter shall be specified in oneM2M-RSC Option.

Table 6.2.4-1: Mapping between oneM2M Response Status Code and CoAP Response Code

	oneM2M Response Status Code
	Description
	CoAP Response Code
	Description

	1000
	ACCEPTED
	None
	Empty Acknowledgement Message shall be used

	2000
	OK
	2.05
	Content

	2001
	CREATED
	2.01
	Created

	2002
	DELETED
	2.02
	Deleted

	2004
	UPDATED
	2.04
	Changed

	4000
	BAD_REQUEST
	4.00
	Bad Request

	4001
	RELEASE_VERSION_NOT_SUPPORTED
	4.00
	Bad Request

	4004
	NOT_FOUND
	4.04
	Not Found

	4005
	OPERATION_NOT_ALLOWED
	4.05
	Method Not Allowed

	4008
	REQUEST_TIMEOUT
	4.04
	Not Found

	4015
	UNSUPPORTED_MEDIA_TYPE
	4.15
	Unsupported Content-Format

	4101
	SUBSCRIPTION_CREATOR_HAS_NO_PRIVILEGE
	4.03
	Forbidden

	4102
	CONTENTS_UNACCEPTABLE
	4.00
	Bad Request

	4103
	ORIGINATOR_HAS_NO_PRIVILEGE
	4.03
	Forbidden

	4104
	GROUP_REQUEST_IDENTIFIER_EXISTS
	4.00
	Bad Request

	4105
	CONFLICT
	4.03
	Forbidden

	4106
	ORIGINATOR_HAS_NOT_REGISTERED
	4.03
	Forbidden

	4107
	SECURITY_ASSOCIATION_REQUIRED
	4.03
	Forbidden

	4108
	INVALID_CHILD_RESOURCE_TYPE
	4.03
	Forbidden

	4109
	NO_MEMBERS
	4.03
	Forbidden

	4110
	GROUP_MEMBER_TYPE_INCONSISTENT
	4.00
	Bad Request

	4111
	ESPRIM_UNSUPPORTED_OPTION
	4.03
	Forbidden

	4112
	ESPRIM_UNKNOWN_KEY_ID
	4.03
	Forbidden

	4113
	ESPRIM_UNKNOWN_ORIG_RAND_ID
	4.03
	Forbidden

	4114
	ESPRIM_UNKNOWN_RECV_RAND_ID
	4.03
	Forbidden

	4115
	ESPRIM_BAD_MAC
	4.03
	Forbidden

	4116
	ESPRIM_IMPERSONATION_ERROR
	4.03
	Forbidden

	4117
	ORIGINATOR_HAS_ALREADY_REGISTERED
	4.03
	Forbidden

	4118
	ONTOLOGY_NOT_AVAILABLE
	4.04
	Not Found

	4119
	LINKED_SEMANTICS_NOT_AVAILABLE
	4.04
	Not Found

	4120
	INVALID_SEMANTICS
	4.02
	Bad Option

	4121
	MASHUP_MEMBER_NOT_FOUND
	4.04
	Not Found

	4122
	INVALID_TRIGGER_PURPOSE
	4.02
	Bad Option

	4125
	MALICIOUS_REQUEST
	4.03
	Forbidden

	4126
	BLOCKED_ORIGINATOR
	4.03
	Forbidden

	5000
	INTERNAL_SERVER_ERROR
	5.00
	Internal Server Error

	5001
	NOT_IMPLEMENTED
	5.01
	Not Implemented

	5103
	TARGET_NOT_REACHABLE
	4.04
	Not Found

	5105
	RECEIVER_HAS_NO_PRIVILEGE
	4.03
	Forbidden

	5106
	ALREADY_EXISTS
	4.00
	Bad Request

	5203
	TARGET_NOT_ SUBSCRIBABLE
	4.03
	Forbidden

	5204
	SUBSCRIPTION_VERIFICATION_INITIATION_FAILED
	5.00
	Internal Server Error

	5205
	SUBSCRIPTION_HOST_HAS_NO_PRIVILEGE
	4.03
	Forbidden

	5206
	NON_BLOCKING_SYNCH_REQUEST_NOT_SUPPORTED
	5.01
	Not Implemented

	5207
	NOT_ACCEPTABLE
	4.06
	Not Acceptable

	5208
	DISCOVERY_DENIED_BY_IPE
	4.03
	Forbidden

	5209
	GROUP_MEMBERS_NOT_RESPONDED
	5.00
	Internal Server Error

	5210
	ESPRIM_DECRYPTION_ERROR
	5.00
	Internal Server Error

	5211
	ESPRIM_ENCRYPTION_ERROR
	5.00
	Internal Server Error

	5212
	SPARQL_UPDATE_ERROR
	5.00
	Internal Server Error

	5213
	MASH_UP_OPERATION_FAILED
	5.00
	Internal Server Error

	5214
	TARGET_HAS_NO_SESSION_CAPABILITY
	4.03
	Forbidden

	5215
	SESSION_IS_ONLINE
	4.03
	Forbidden

	5216
	JOIN_MULTICAST_GROUP_FAILED
	5.00
	Internal Server Error

	5217
	LEAVE_MULTICAST_GROUP_FAILED
	5.00
	Internal Server Error

	5218
	TRIGGERING_DISABLED_FOR_RECIPIENT
	5.03
	Service Unavailable

	5219
	UNABLE_TO_REPLACE_TRIGGER_REQUEST
	5.03
	Service Unavailable

	5220
	UNABLE_TO_RECALL_TRIGGER_REQUEST
	5.03
	Service Unavailable

	5221
	CROSS_RESOURCE_OPERATION_FAILURE
	5.00
	Internal Server Error

	6003
	EXTERNAL_OBJECT_NOT_REACHABLE
	4.04
	Not Found

	6005
	EXTERNAL_OBJECT_NOT_FOUND
	4.04
	Not Found

	6010
	MAX_NUMBER_OF_MEMBER_EXCEEDED
	4.00
	Bad Request

	6020
	MGMT_SESSION_CANNOT_BE_ESTABLISHED
	5.00
	Internal Server Error

	6021
	MGMT_SESSION_ESTABLISHMENT_TIMEOUT
	5.00
	Internal Server Error

	6022
	INVALID_CMDTYPE
	4.00
	Bad Request

	6023
	INVALID_ARGUMENTS
	4.00
	Bad Request

	6024
	INSUFFICIENT_ARGUMENTS
	4.00
	Bad Request

	6025
	MGMT_CONVERSION_ERROR
	5.00
	Internal Server Error

	6026
	MGMT_CANCELLATION_FAILED
	5.00
	Internal Server Error

	6028
	ALREADY_COMPLETE
	4.00
	Bad Request

	6029
	MGMT_COMMAND_NOT_CANCELLABLE
	4.00
	Bad Request

	6030
	EXTERNAL_OBJECT_NOT_REACHABLE_BEFORE_RQET_TIMEOUT
	5.04
	Gateway Timeout

	6031
	EXTERNAL_OBJECT_NOT_REACHABLE_BEFORE_OET_TIMEOUT
	5.04
	Gateway Timeout


The Receiver decides the Response Status Code parameter using the combination of CoAP Response Code and oneM2M-RSC Option information.
------------------------End of change 1---------------------------------------------
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