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Introduction

A resource may have many attributes and/or sub-resources. In the current oneM2M system, if a RETRIEVE request is permitted, then the Originator can retrieve all resource attributes and/or sub-resources. This granularity is certainly too coarse for an access control system.
This contribution proposes to add two elements to ABAC policy. These two elements specify what resource attributes and/or sub-resources can be retrieved.
-----------------------Start of change 1---------------------------------------------
6.3.2
Solution #1.2: ABAC Policy Language Model
6.3.2.1
Introduction
The solution provides a language model of the ABAC policy.

6.3.2.2
Solution details
6.3.2.2.1
Policy Language Model
The ABAC policy language model is shown in figure 6.3.2.2.1-1. The main components of the model are:

· Rule primitive,
· Rule,
· Policy,
· Policy set.
These are described in the following sub-clauses.
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Figure 6.3.2.2.1-1: ABAC policy language model
6.3.2.2.2
Rule Primitive

A rule primitive is the most elementary unit of policy. It consists of 3 components:

· Operand 1: It can be a single value, or multiple values of the same type, or represented by a function that can get the values at runtime.
· Operand 2: It can be a single value, or multiple values of the same type, or represented by a function that can get the values at runtime. The data type of operand 1 and operand 2 should be the same.
· Operator: It is a logical operator or a set operator. Logical operator performs logical comparison operation on operand 1 and operand 2, for example, greater than, less than, equal to, and so on. Set operator performs a set comparison operation on operand 1 and operand 2. For example, operand 1 is equal to operand 2, operand 1 is included in operand 2, and so on.
In the case of a successful evaluation of a primitive, the output of the rule primitive is TRUE or FALSE. In other cases, the output of the rule primitive is "Indeterminate"
6.3.2.2.3
Rule

A rule is the basic element for evaluating an access request. The main components of a rule are:

· A rule constraint: It contains a set of rule primitives. These primitives represent the set of requests to which the rule is intended to apply in the form of a logical expression on attributes in the request. The relation between the primitives could be ‘AND’ and/or ‘OR’.

· A condition: It contains a set of rule primitives that represents a Boolean expression that refines the applicability of the rule beyond the predicates implied by rule constraint. Condition may be absent. If it is exist, the associated rule is applicable only when the condition evaluates to TRUE.
· An effect: It indicates the consequence of a rule when the rule evaluates to TRUE. Two values are allowed: "Permit" and "Deny".
The output of a rule is "Permit", "Deny", “Not applicable” or “Indeterminate”.

6.3.2.2.4
Policy
A policy combines multiple rules. The main components of a policy are:

· Applicable subjects: Specify the access requesters that apply to this policy.
· Applicable resources: Specify the resources that apply to this policy.
· A set of rules: Rules are described above.
· Rule combining algorithm: Define a procedure for arriving at an authorization decision given the individual results of evaluation of a set of rules.
· Permitted attributes: Specify a list of attribute ids that apply to this control policy. In case the operation is RETRIEVE and request is permitted by the policy evaluation process, this attribute id list is returned to the Hosting CSE (PEP) that will only returns these resource attributes back to the requester.

·  Permitted sub-resources: Specify a list of sub-resource types that apply to this control policy. In case the operation is RETRIEVE and the request is permitted by the policy evaluation process, this sub-resource type list is returned to The hosting CSE (PEP) that will only returns these types of sub-resources back to the requester.
· NOTE: Permitted attributes and permitted sub-resources apply only to the top-level policy or policy set.
The output of a policy is "Permit", "Deny", “Not applicable” or “Indeterminate”.

6.3.2.2.5
Policy Set
A policy set combines multiple policies. The main components of a policy set are:

· Applicable subjects: Specify the access requesters that apply to this policy set.
· Applicable resources: Specify the resources that apply to this access control policy set.
· A set of policies: Policies are described above.
· Policy combining algorithm: Define a procedure for arriving at an authorization decision given the individual results of evaluation of a set of policies.
· Permitted attributes: Specify a list of attribute ids that apply to this control policy. In case the operation is RETRIEVE and request is permitted by the policy evaluation process, this attribute id list is returned to the Hosting CSE (PEP) that will only returns these resource attributes back to the requester.

·  Permitted sub-resources: Specify a list of sub-resource types that apply to this control policy. In case the operation is RETRIEVE and the request is permitted by the policy evaluation process, this sub-resource type list is returned to the Hosting CSE (PEP) that will only returns these types of sub-resources back to the requester.
· NOTE: Permitted attributes and permitted sub-resources apply only to the top-level policy or policy set.
The output of a policy set is "Permit", "Deny", “Not applicable” or “Indeterminate”.

6.3.2.3
Evaluation
Editor's Note: This clause will contain a variety of evaluations of this solution.
<Text>
-----------------------End of change 1---------------------------------------------
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