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Introduction
This contribution proposes to move the solution on “Access Control for Retargeting Requests to an AE” in TR-0053 Clause 6.2.4.2 to TS-0001 as normative texts. 
With the exception of the NOTIFY access control privilege, existing oneM2M access control privileges are only applicable to the authorization of entities performing operations on resources hosted by a CSE.  A NOTIFY privilege however is applicable to the authorization of entities issuing notification requests to AEs.  For example, this allows an AE to configure which entities are authorized to send it notification requests.

Clause 6.2.4.2 of TR-0053 introduces new enhancements to the existing oneM2M access control policies to provide the capability to authorize the retargeting of requests to AEs.  For example, adding this capability enables an AE to configure access control policies with privileges that grant entities with the rights to have their requests retargeted to the AE. 
In short, this contributon proposes that the accessControlOperations parameter of the privileges attribute of the <accessControlPolicy> resource is extended to support a new RETARGET operation.  
R01: Fixed spelling error
-----------------------Start of change 1-------------------------------------------
9.6.2.3
accessControlOperations
The accessControlOperations is a mandatory parameter in an access-control-rule-tuple that represents the set of operations that are authorized using this access control rule. Table 9.6.2.3-1 describes the supported set of operations that are authorized by accessControlOperations.

The following accessControlOperations shall be considered for access control policy check by the CSE.
Table 9.6.2.3-1: Types of parameters in accessControlOperations
	Name
	Description

	RETRIEVE
	Privilege to retrieve the content of an addressed resource

	CREATE
	Privilege to create a child resource

	UPDATE
	Privilege to update the content of an addressed resource

	DELETE
	Privilege to delete an addressed resource

	DISCOVER
	Privilege to discover the resource

	NOTIFY
	Privilege to receive a notification

	RETARGET
	Privilege to retarget a request


For example, an <accessControlPolicy> resource having privileges that include a RETARGET accessControlOperations can be created as a child of an <AE> resource at a Hosting CSE; the <AE> resource represents an AE.  When the Hosting CSE receives a request from an Originator that requires re-targeting towards the AE, the Hosting CSE shall first check the accessContolPolicyIDs attribute of the targeted <AE>. If any of the <accessControlPolicy> resource(s) referenced by the accessContolPolicyIDs provide RETARGET privileges to the Originator, the Hosting CSE shall retarget the request to the AE. Otherwise, the Hosting CSE shall not retarget the request and shall return an error to the Originator indicating access was denied. 
-----------------------End of change 1-------------------------------------------
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