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Introduction

A related Change Request SDS-2019-0327R02-MALICIOUS_AE_AND_BLOCKED_ORIGINATOR was introduced in release 3 in SDS39. A short presentation with overall concept was presented and discussed (SDS-2019-0199R02 :MALICIOUS AE AND BLOCKED/BARRED ORIGINATOR) in SDS 39.9. This CR is now prepared to introduce the corresponding concept in Security based on the inputs received in SDS 39 and SDS 39.9.

The CR proposes to add prevention of Barred originator in the TS-0003, corresponding to new concepts added in TS-0001: Malicious AE and Blocked/Barred Originator.

Supporting Points:
1. An AE or CSE can act maliciously in an environment. Then the receiver CSE should have capability to deny the service according to its policies.

2. To recognise and block such entities, is a function of Security of the system, before it reaches the deeper layers of the architecture.

3. Any channel skipping secure communication shall have to either make its system robust so that it is not vulnerable to such attacks or implement such recognising and blocking of such entities by itself.

The key idea is to be able to identify a malicious Originator that is attempting to perform some malicious activity through an oneM2M Request. If such an Originator is identified, then it should be blocked/barred from performing any further action in the oneM2M network. The implementation of blocking barring an AE, identified as Malicious AE, requires the implementation of a blocked/barred originator list.

The proposal would be an extension of existing requirement: TS-0002
	SER-001
	The oneM2M System shall incorporate protection against threats to its availability such as Denial of Service attacks.
	Partially Implemented in Rel-1


-----------------------Start of change 1-------------------------------------------

7.6 Malicious Originator Prevention
7.6.1
Barred originator verification
Originators can behave maliciously and may send request containing malformed patterns, or sending frequent requests exceeding a threshold defined by the hosting CSE’s local policy i.e. DDOS Attack, frequent requests, malformed patterns in requests etc. The Receiver CSE needs prevention mechanism to block such originators.
When the Receiver CSE receives a request, it shall perform the following procedure.
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Figure 7.6.1-1: Malicious AE/CSE prevention procedure
0. Security association establishment may be performed. Clause 6.1.2.2.1 describes the scenarios when security association establishment between an AE and CSE is mandatory, and describes the scenarios when security association establishment between an AE and CSE is recommended. The security association between a CSE and CSE is mandatory. The subsequent procedures shall be performed if a security association has been established.
1. The AE or CSE sends a request to Hosting CSE via its Registrar CSE as specified in oneM2M TS-0001[] (Hosting CSE is not represented on this figure and can either be the Registrar CSE or another CSE). The malicious AE or CSE sends a request to a CSE as specified in oneM2M TS-0001[]
2. The Receiver CSE checks if the value in the From parameter is the one of the barred Originators. 
3. If it is present in the CSE’s barred Originator list, then the CSE may send a response with Response Status Code '4103' ("ORIGINATOR_HAS_NO_PRIVILEGE").
4. If the originator is not present in the barred originator list, then Receiver CSE shall perform the procedures specified in clause 8.2 of oneM2M TS‑0001 [Error: Reference source not found]. Depending on the number of Transit CSEs, the Receiver CSE shall either process the request or forward it to the Hosting CSE or to another Transit CSE.
-----------------------End of change 1---------------------------------------------
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