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OMA DM 7| A, Fw/sSw 22|, A HEE,
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== =AM

- 14l 2| et2ofl OMA DM EHX (112.02)
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Architecture
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DM Command
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Exec &)
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Battery MO
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OMA DM MOE 7l =tx| 22| 7| 52 M 235t04, DM Core Protocol= MOE &8t 2&E 7|1

ffo
02!
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DM Representation

MM 22|

MO & 2|

Transporting Binding (HTTP, OBEX)

Notification
Security

Alerts

Protocol Stack 7|l Ay
stamo || scomo || sacmo || Fumo MO ’Is
StdMO « DM Server Account, 2X| 7|2 M &
DCMO || DiagMon || GwMO || LAWMO SCOMO | « 2ZEQ0] X[, A|AH & £t
FUMO - HAlo| gHol1E
DCMO « USB, Camera S =t % X| £t2| (enable, disable)
- s DLIEHYHIEZ 2, App AHE HE, RF A
DM Protocol DiagMon AVEH) QU I = e e
[ DM ¥ & ] [Ail/\d e ] [ MO H o ] GwMO + 40| Eg0] E3} 7|5 (Fanout §)
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Notification] [ Security ] [ Alerts ]
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OMA DM2 MOZ 7H'EH &x
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<2t =0 DM HEHE ME5H] Firmware &

. User? FW ol E

| 22| 7SS *

Firmware Update MO

PkgName
PkgVersion
—| Download PkgURL
—i Update PkgData
—( DownloadAndUpdate ]— PkgURL
—  State
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o| E %8 (0f, Download ‘= =0l Exec ¥ &
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o
ro Im
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A
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4. FW 00 E =¢
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- Deviceoll = Objects(Z )7} £X 310 LWM2M
Server7t & & El{= el 2 FX| &2 o3
- Simple Resource Model, Efficient Payload

- LWM2M Open Source Project
(https://github.com/Olorg/liblwm?2m)

Lightweight M2M2 A2 & 2F& ol M2Mm ZHx[of| Zx| &2|(DM)2t M2M AMH|A 7} 7HSSHA| Sl &

Architecture

LWM2M | _| LWM2M
Client | Server
Interfaces
- Bootstrap
- Client Registration
- Device Management &
Service Enablement
- Information Reporting
Interfaces
Interface Direction Operation
Uplink Request Bootstrap
Bootstrap ; -
Downlink Write, Delete
Registration Uplink Register, Update, De-register

Create, Read, Write, Delete, Execute,

DM & SE Downlink Write Attributes, Discover
Information Downlink Observe, Cancel Observation
Reporting Uplink Notify

LWM2M: Lightweight M2M
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Simple Resource Model, Efficient Payload, CoAP2 Binding Protocol £ A&

Protocol Stack
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Object 7Is
Server  LWM2M Server B &

Server Access Device
Control
- . Firmware
Connectivity Location Update

Access Control

* Server & XI{o| M2 7ts EH H9

Device

Device Configuration 4 &, Factory Reset, Reset

Connectivity

* Client2| Connectivity g &

Interfaces Resource Model
m Binary TLV JSON
DTLS
H& SMS
UDP

| Resource 4

Object 1

| Resource 1

| Resource 2

| Resource 3

| Resource 4

(instantiation) & A}

Location  Cliento] X &

Firmware -

Update - "o eHolE

Resource Model
LWM2W Client - Object: SL & FX S 2|
Object 0 Resource=2| & & (e.g.,

Iﬂeswce‘ I Firmware). 7H& & 21 & 9|
R 2 . . - =
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- Resource: 2 7t= =4 ¢
- Resource Instance: =& &t
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ObjectZ M2M & x| &2| 7
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Firmware Update Object

[Object Definition]

Name

Object ID

Firmware Update |5

[Resource Definition]

Resource ID Name

0 Package

1 Package URI

2 Update

3 State

4 Update Supported Objects
5 Update Result

ol

to{, LWM2M Protocol= ObjectE fI8t 3& 7|5

FW 2H|0| E Flow

LWM2M
Client

2. Hglof
0| £ A
< ERVRY

3. Eallof
Aol £ 23t
R

4. BYlof
AL0| £ 43

5. Hglof
2ol £ 2t
e HE

Register ep=example-client

LWM2M
Server

v

</1/1>,</1/2>,</2/0>,</2/1>,</3/0>,</4/0>

Registered

A

Create /5/0

A

Created

Observe /5/5

v

A

Success

v

Execute /5/2

A

Success

v

Notify

v

2 (Successful)
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- Auto-configuration and dynamic service provisioning
- Software/firmware image management

- Software module management

- Status and performance monitoring

- Diagnostics

- Proxy Management

- Bulk data collection

Architecture

CWMP
CPE ¢ » ACS

CWMP

Proxied E

CPE
Proxier

T
N i

Device

ACS: Auto-Configuration Server
CWMP: CPE WAN Management Protocol
CPE: Customer Premises Equipment
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SOAPZ2 S¢FRPC Ao Ax|H2| Z2EZ

Protocol Stack

App. CPE/ACS Management Application

Core RPC Methods

SOAP

HTTP

SSL/TLS

TCP/IP

RPC Methods

CPE Methods

getRPCMethods

SetParameterValues

GetParameterValues

GetParameterName

SetParameterAttributes

GetParameterAttributes

AddObiject

DeleteObject

Reboot

Download

Factory Reset

ACS Methods

GetRPCMethods

Inform

RequestDownload
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AL?| Applicationo= Uniform &
2 Translation .

Device Management
AE

Uniform Management
Interface (Mca)

Fx[ 22| Mu|A QIE{H| oA HZ. M2M MB{ol|M JHE Zx| 22| 7| =

Device Management Release 1 & DM AH|A
AE - FW/SW 2|
+ Battery, Memory, Dev Info

o| 2LH g

|I—_g— » Device Capability Control
* Reboot, EventLog

OMA/BBF &
Ahx| Zal| M| A F

oneM2M
Domain
- IN-CSE IN-CSE
x| g2 O
Domain
Protocol Translation S8t
x| 7)s =8
n Mcn
= & Xl 22| Main Feature
BBF A4 x| 22| A
(ACS)
(B SRt FW/SW 2174 FW, SW 0| E
BBF WP e A3 Sw AR 2 R
TR-069
OMA DM I3 ODA:AA Configuration £ Bootstrap
Residential 9 o1 M (3GPP, WiFi)
Gateway (CPE) )
v Ahx| 22| Remote CHe WA &=/ oA
Zajo|E Control USB, 7tH 2} S on/off
) (DM Client) Diag & ol E X2l 2ue
Device Monitoring oA Rt
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Management ResourceE &3l 7HE &x|&2| 7| =2t S& &2l Uniform Management Interface&

H=

Firmware Management Resource

[firmware]

) : Management Resource Type.

1 o
C mgmtDefinition Fixed value “firmware”

0.11 ) I _ o
-1 objectIDs 1 . EXA2 ISR Heo 228
: 1 & & (Admin Application2F 2t (1)
0.1, 1
HC objectPaths > :
I
e —————————— |

0.1 .
C description )
1 Firmware version
4< version ) <

1 & Firmware name
C name )

1 «— Firmware download URI
C URL )

1 Firmware update @& Mg
C update > < P

1 Current status
C updateStatus ) <

<subscription>

Management Resource

& X1 - Firmware
Mgmt Resource & X|2 - Firmware
Xj Mgmt Resource

Device Management
AE

Uniform Management
Interface (Mca)
oneMZM
Domain
IN-CSE

A e
Domain

BBF Al AR el A

tacs) (DM Server)
BBF
TR-069 ] CWhp OMADM1.3 OMA
Residential DM
Gateway (CPE) i
J A 2|
SetolE
-\ (DM Client)
Device =
Zx|2
1 (OMA)
(BBF)

- Firmware Mgmt Resource= M2M A{ ol Exj

- Dev Mgmt AE= ZHx| 2| 7| =3} Aztglo| S st
Firmware Mgmt ResourceE& &3l Firmware
Update 8
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5. oneM2M &X[ 22| 7| & oF WH GE Internal Use Only

Firmware, Software, Memory, Battery & ®2 Mgmt ResourceZt EX5tH, 7' Mgmt Resource
E #H 7He517] €8 Template Resource@l <mgmtObj> A 2|

[firmware] <mgmtObj|> [memory]

<mgmtObj>

[firmware] |

- 1 1
;:( mgmtDefinition |I 4} mgmtDefinition )
I I
0'7'1 |C objectlDs : 0..1 1
1 i = 2 4l< objectIDs )
0.1l 1
l( objectPaths 1 1 )

[memory] |

0K
-
0x
jo
I
Ij

1
I 1 E—] objectPaths

O
mo

1

1

1

1

1

I

I E&ZMdeYHS > I 1

1 0.1 1
/01y

| /] |C

1

1

1

1

1

1

0.1 IC description : H objectiDs :
l'.______________________‘ 0.1 (L:) : 0.1l _ I
41( version I ﬁ( mgmtLink 4} C objectPaths )|
1 1 1 1 1
1 1 0 1 T —H escription 1
|C rame )| 4:-< description Less=s=======2

11 L= 1

1
e o (I N :
1 : I [Firmware]oll S| &t - 'C [objectAttribute] ) 1| [Memory]oll StA| 2t& 1 IC memTotal 1
4[( update 1 ] V . .!

1
1
(I | 1 0..n R 0..n —
C updateStatus I <subscrlptlon> 4| <subscription> |
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6. DM && Resource Types LGE Internal Use Only

<mgmtObj> Type — Device Management of OMA DM, Lightweight M2M and BBF TR-069

Resource Description Attributes
= 2|5 Device Management(DM) 7| &2 0| &¢c+ & x| 22| Attributes Description
v DM 7I %: OMA DM, nghtwelght M2M, BBF TR-069 o oneM2MOj| A{ & o|3+ Management Object (MO)2)
. . mgmtDefinition = .
v mgmtObj: Management Object O|E(E.g., firmware, memory)
v <mgmtObj> A2l M AT DM HHS 2 Hetx[0] A objectiDs MOZ2| URN
. i>= 02 o| Hl =2
<mgmtObj>2 0{2{ DM Resqurce Type2| H &2 objectPaths AF| MO Path
v Zt DM A+ Etel2 =2 o Structure/Procedure &
v DM Resource Types: firmware, software, memory, battery, | mgmtLink MOO| A CHE MOE Z g Ul AL
reboot, areaNwkInfo, areaNwkDevicelnfo, devicelnfo,
deviceCapability, eventLog, cmdhPolicy (Annex D) [objectAttribute] mgmtDefinition0j| o} &ot= MOS| £
description ALEHO| OB T %= Q= MOO| Cli{st M
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6. DM & Resource Types

LGE Internal Use Only

oneM2M Rel-12 & 19702| Management Resource® E &5t R 20f Chksh ZHx| 22| AH|A F|

al

o

Management Resource

X 2] MH| A

firmware

s Firmware 0| 0| E

software  Software A X|, X|H & &t2|
memory -HZ22| 23 BLEHE (HZ22| THE A HEZ A7)

areaNwkInfo,
areaNwkDevicelnfo

* M2M Area Network 2t& M HE K& (M2M Area NetworkOf| =X} 5t =
ClHfo|A0| 22 5

-1 O

Battery -HiEl2| 2 ZLIEE (HHE 2] 2E, BHE 2] < El)
devicelnfo A 712 BE S (EX 2E, HZAL 2, FW/SW/HW BT 5)

deviceCapability

« 2 X| 9| peripheral (USB, Camera &) 71 E Z (enable, disable &)

Reboot * M2M %t X| 2| Reboot, factoryReset =2l
eventLog * Security, system 21 & ZL|E
cmdhPolicy,

activeCmdhPolicy,
cmdhDefaults,
cmdhDefEcValue,
cmdhEcDefParamValues,
cmdhLimits,
cmdhNetworkAccessRules,
cmdhNwAccessRule,
cmdhBuffer

*GIOlE ML 2HHE HM 4F

v Event Category: ™ & k| = O A| X| 0f| CategoryZ &£
HAIX| HE &2 +=d5t=0 0[&
Limits: ApplicationO| MZ& 7tsot KA X| 2| =& K|t
Network Access Rules: Underlying Network AF& 10 224 =| 7 x4
24
v' Buffer Rules: H|A|X| T4 A| Buffer At20f 2=l A A

v
v
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6. DM & Resource Types

LGE Internal Use Only

Clause 9.6.16-17

<mgmtCmd> Type — Device Management of BBF TR-069

Resource Description

Resource Specific Attributes

Description

execEnableg £59
operation

=S = DM operat|on° ME HZ.
2ol A0 f, operation =& Cancel 7t

Description

DM operation(E.g., download)

DM operation2| argument

DM operation =&

DM operation®| Target M & X & (E.g., <node>,
<group>)

DM operation =& Mode E ™ (E.g., otH, BHIEX O 2)

DM operationZtQ| &|AStO| A|Zt ZF

I

DM operation =3 HZ 0|Z= 9| AKX %=t K|Q| A|Zt

- Ex| 22| 2 9|5t Xk EFQL. External DM 7| & (BBF TR-069) Ch"dTReSO”rce
AL Al M2l bl
= OMA DM, Lightweight M2MA| M £ A& 4= A 2L <execlnstance>
7|E7‘49§ BBF TR-0692} Z-2 RPC(Remote Procedure
Call)E X|45t7| flofl 742 = Attributes
= At X4 <execinstance>—= 8 = DM W&o st HEE o
pIoNpniit= e
execReqArgs
execEnable
execTarget
execMode
execFrequency
execDelay
execNumber

DM operation =3 =l =
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7. Protocol Translation LGE Internal Use Only

oneM2M <mgmtObj>, <mgmtCmd>2 MEE ZX| 22 HE 2 Management Adapterdl| 2|3l 7HH
x| 2| Protocololl SAH| &t

x| e AHIF ESHZo ZekE A Protocol Translation

Device Management

AE
UPDATE
Uniform Management www.onem2m.com/cseBase 200 OK
Interface (Mca) Inodel/firmware/update
IN-CSE IN-CSE
» Command Management « Status code
Conversion Adaptor conversion
Adaptor O « Address O,
el M (Ff)%?'g'ctt’ltg”
(DM Server) ) )
objectPath)
i AM X
OMA Sessiflg 4% Statug 200
DM 1.3
Exec
Jfum ate
x|
220 E

(DM Client)a
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7. Protocol Translation

LGE Internal Use Only

oneM2M <mgmtObj>, <mgmtCmd>2Z M &=l Zhx| 2|

Ztx| 22| Protocolofl 2HA| H &k

3 2 Management Adapterol| 2|5l 71

Middle Node Infrastructure Node

MN-AE IN-AE
Mca Mcal

MN-CSE IN-CSE

ADN | Mcc

Mca Adaptor Adaptor
ADN-AE | ! .
la i msg

| DM Client K- n---mp---c.-‘l_ DM Gateway r-n--mcp\- --JI_ DM Server |
0
]
]
ASN :
Mcc 0
MN-AE :
Mca 0
0
MN-CSE :
0
Adaptor :
! 0
I
———————— la | rr:m

OUtOfSCOpe | DMC“ent K-c--------------'

1. =2 EZ HE (Address, ID)

2. DM Server2}t2| 4l

(e.g., session, security)
3. DM Server MH
| 4. MO Bt

mc: The interface between the DM server
and the DM client. This interface can be
realized by the existing device management
technologies (BBF TR-069, OMA DM, etc.)
ms: The interface between the management
adapter and the management server in the
underlying network domain or in the M2M
service domain

la: The interface between the management
adapter and the management client
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Appendix. 3 14 List LGE Internal Use Only

« TS-0001-oneM2M-Functional-Architecture-V-2014-08
= MHEE 9l DM Interworking 24| 2| & Interworkinge 9|8t Resource Type 2
6.2.4 Device Management
9.6.15 Resource Type mgmtObj
9.6.16 Resource Type mgmtCmd
9.6.18 Resource Type node
10.2.8 mgmtObj Management Procedures
10.2.9 External Management Operations through <mgmtCmd>

YV V.V V V VY

« TS-0005-Management_Enablement (OMA)-V-2014-08
= oneM2M <mgmtObj> Resource TypeZ} OMA DM MOZ+2| Mapping & 2|

« TS-0006-Management_Enablement (BBF)-V-2014-08
= oneM2M <mgmtObj> Resource Type2} BBF TR-069 MethodZ+t2| Mapping & 2]
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