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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETSI in respect of ETSI standards", which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web server (http://ipr.etsi.org).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Machine to Machine (ETSI TC M2M).

1
Scope

The M2M functional architecture is designed to make use of an IP capable underlying network as the IP network service provided by 3GPP. 
The present document contains the M2M functional architecture, including the identification of the functional entities, related reference points and procedures, when 3GPP system is used as the underlying IP network by:

· Endorsing the options and capabilities specified in TS 102 690 and TS 102 921, Rel-1, needed to interwork with 3GPP systems as specified in Rel-11 and earlier

· Describing how the M2M service layer, NSCL, supports the different models depicted in 3GPP MTC work (3GPP TS 23.682, Rel 11)

· Identifying existing procedures in 3GPP systems and specifying procedures in ETSI M2M architecture needed to complete a solution for interworking with 3GPP system. 

NOTE: Updates of procedures deemed necessary on mIa, dIa, and mId, will be brought as changes to the relevant specifications

2
References

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.

NOTE:
While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee their long term validity.

2.1
Normative references

The following referenced documents are necessary for the application of the present document.
[1]
ETSI TS 102 690: "Machine to Machine Communications (M2M); Functional architecture”

[2]
3GPP TS 23.682: “3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Architecture enhancements to facilitate communications with packet data networks and applications”

[3]
ETSI TS 123.002: “3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Network architecture”
[4]
ETSI TS 102 921: "Machine to Machine Communications (M2M); mIa, dIa and mId interfaces”

[5]
3GPP TS 31.115 (V10.1.0): "Remote APDU Structure for (U)SIM Toolkit applications (Release 10)"
[6]
3GPP TS 31.116 (V10.2.0): "Remote APDU Structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications (Release 10)"
[7]
OMA-ERP-DM-V1_3, “OMA Device Management v1.3”

[8]
OMA-TS-DM_TND-V1_3, “OMA Device Management Tree and Description”

[9]
OMA-TS-DM_Server_Delegation_Protocol-V1_3, “OMA Device Management Server Delegation Protocol”

2.2
Informative references

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
EXAMPLE:

[i.1]
OMA-TS-REST_NetAPI_OneAPIProfile-V3_0-20120327-C .

[i.2]
http://www.openmobilealliance.org/api/APIsInventory.aspx.
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

<defined term>: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

API
Application Programming Interface

GSMA 
GSM Association

HTTP 
Hypertext Transfer Protocol
OMA 
Open Mobile Alliance

OneAPI 
Open network enabler API

REST 
REpresentational State Transfer

SMS 
Short Message Service

SOAP 
Simple Object Access Protocol

URI 
Uniform Resource Identifier



4
3GPP Interworking 

4.1
General

4.2
Identifiers

4.2.1
General
When making use of a 3GPP system for transport, the end-to-end communications, between a DSCL/GSCL (and associated DA/GA) and the NSCL shall comply with 3GPP specifications. In particular, for Machine to Machine communications, the identifiers used shall adhere to TS 23.682 [2].

NOTE: Identifiers used within the 3GPP system are specified in TS 23.003[3].

Correlation of identifiers for M2M devices and applications, as defined by TS 102 690 [1], is described in the next clauses in order to follow the criteria established by TS 23.682 [2] and the 3GPP system in TS 23.003 [3]. Only those identifiers with relevance to the interworking with the 3GPP system are described. 

In the ETSI M2M architecture is necessary to correlate the SCL-Id with external identifier when making use of the related 3GPP functionalities. This correlation can be statically pre-provisioned or made dynamically, e.g. at the time of the SCL registration.

Editor’s note: The current text only covers static case to correlate identifiers. Dynamic case of external identifier is expected to be described upon response from 3GPP.
4.2.2
M2M Device/Gateway Service Layer Identifiers for 3GPP Interworking
M2M Devices and Gateways connected to a 3GPP system shall be identified by means of an external identifier, consisting of a Local Identifier and a Domain identifier. This external identifier shall adhere to TS 23.682 [2] and the use made of its components may differ depending on the connection model:

· For indirect model, the External Identifier demands a Domain Identifier, to provide the point of contact at the 3GPP MNO (e.g. EU_Operator.co.uk), and a Local identifier, used to derive the IMSI.

Editor’s note: The Domain identifier to be used for Indirect model is ffs.

· For Direct Model, the domain identifier shall be deemed irrelevant for the M2M Service Provider (i.e. the point of contact at the 3GPP MNO shall be resolved by using APNs assigned to the devices/gateways) and the external identifier is simply used by the 3GPP MNO to derive the IMSI.  

The M2M Service Provider will uniquely derive the Local Identifier from the SCL-ID. The Local Identifier may take the following forms for M2M Devices/Gateways complying with TS 102 690 [1] and connected to a 3GPP system:
· An E.164 MSISDN. In such a case, the E.164 MSISDN shall be provisioned to the M2M Service Provider, or 

· An IMSI, in case the 3GPP operator is the M2M Service Provider or the 3GPP MNO policy permits it, or
· A generic identifier (e.g. gas_meter001)

Editor’s note: The use of a generic identifier is FFS  in this specification.

Editor’s note: It is for FFS that the external identifier can be associated to multiple SCL-IDs on the same device/gateways.

The Local identifier is determined by the 3GPP MNO and then provisioned to the M2M Service Provider, This provisioning can be made within an agreement between the 3GPP MNO and the M2M Service Provider, allowing the M2M Service Provider to determine it. The provisioning mechanism is out of scope of this specification

NOTE:
Any communication from an M2M Service Capabilities Layer, not supported by mId reference point, will make use of MSISDN or IMSI 
Editor’s note: Subscription level identification may be necessary in the interworking with a 3GPP MNO for charging correlation purposes. The need of an additional mapping for such correlation is FFS, waiting for the completion of correlation requirements in TS 102 690.
4.2.3
Identification of M2M Applications 
Editor’s note: Use of Applications Identifiers is FFS and requires coordination with 3GPP.
4.3
Addressing

4.4
3GPP Connectivity and 3GPP Services

The complete solution for the support of M2M applications using 3GPP networks as connectivity, consists of terminals, IP-Connectivity Access Networks (IP‑CAN) and PS/CS services (e.g. SMS), as well as the specific functional elements of the 3GPP network, described in TS 123.002 [3]. 

The M2M services make use of the IP‑CAN provided by 3GPP network to transport signalling and bearer traffic. IP‑CANs that maintain the service while the terminal moves, hide these moves from the M2M Network Application and M2M service layer domains.

The M2M service is independent of the 3GPP CS domain although some network elements may be common with it (e.g. SMS infrastructure). 

The NSCL shall be able to make use of the services offered by the 3GPP system using open access models (e.g. OSA, OMA or GSMA oneAPI framework). These services include access to:

· IP multimedia communications

· Messaging capabilities, i.e. MMS, SMS

· Location services

· Charging and billing services

· Device information and profiles

Editor’s note: Contributions are invited to justify the need to access IP multimedia communications/services.


This shall be supported by a set of API’s between the M2M NSCL and the 3GPP operator’s network by means of TOEC capability. 

NOTE: It is possible for a M2M Network Application to make use of the services offered by 3GPP directly by using this set of API’s, but such ability is out of the scope of this specification. 

A set of standardized API’s to conform with the OneAPI profile defined by OMA is specified in [i-1]. The complete set of OMA Network APIs, REST and SOAP based, is available at [i.2]. 

Editor’s note: Whether TOEC capability is used or a new enabler/capability is to be specified is for further discussion/study.
4.5
Mobility 

3GPP system is designed for mobile communication, where a mobile device that is connected to the mobile network via wireless connection is able to freely move around within the wireless service coverage area and remain able to communicate. The 3GPP systems attempt to function in a way that the user or service using 3GPP system does not have to consider the fact that the device is using wireless connection, and is mobility enabled. The IP connectivity service will remain available irrespective of mobility. When 3GPP system is used as transport for M2M, all required mobility functionality is provided by 3GPP system. The level of mobility support is defined by the mobile network subscription. 

The DSCL/GSCL shall maintain the M2MPoC resource updated in the NSCL as specified in section 9.3.2.21 of [1], and section 4.8 (Triggering) of this document. 

Editors note: It is FFS if there is other specific need to address device mobility from the M2M Service Capability Layer.
4.6
Security 

4.6.1
Introduction

Security on the M2M service layer is an optional feature. The rest of section 4.6 specifies options that may be used for providing security on the M2M service layer.

4.6.2
GBA

For scenarios where the M2M Service Provider and the operator of the underlying 3GPP network have a trust relationship (including the case that they are actually the same entity), GBA may be used for providing security on the M2M service layer. As specified in [1] GBA may be used either for M2M Service Bootstrap or for M2M Service Connection (but not both). If there is an agreement between the M2M Service Provider and the 3GPP network operator to use the secret key K in USIM/ISIM as the M2M Root Key (Kmr), section 4.6.2.1 applies. Otherwise, when GBA is used, a Kmr shall be bootstrapped and section 4.6.2.2 applies.
4.6.2.1 GBA for M2M Service Connection 

4.6.2.2 4.6.2.1.1
M2M Service Bootstrap

The secret key K in USIM/ ISIM shall be used as Kmr and therefore no Service Bootstrap shall be performed. Necessary M2M specific information e.g. M2M Node ID, SCL ID, etc. shall be pre-configured in the D/G and in the Network Domain.

4.6.2.1.2
M2M Service Connection

For M2M Service Connection, the GBA-based procedure as specified in section 7.2.1 of [4] shall be performed. 

4.6.2.1.3
mId security

The mId reference point shall be secured in the form of channel security. A TLS secure channel shall be established by using the M2M Connection Key that is generated in the GBA-based Service Connection procedure, according to section 7.2.1 of [4].
4.6.2.2
GBA for M2M Service Bootstrap
4.6.2.2.1
M2M Service Bootstrap

The GBA-based M2M Service Bootstrap procedure as specified in section 6.2.1 of [4] shall be performed.

4.6.2.2.2
M2M Service Connection

For M2M Service Connection, the TLS-PSK based procedure as specified in section 7.4 of [4] shall be performed. 

4.6.2.2.3
mId security

The mId reference point shall be secured in the form of channel security. A TLS secure channel shall be established by using the M2M Connection Key that is generated in the TLS-PSK based Service Connection procedure, according to section 8.2 of [4].
4.6.3
Secured Environment Domain administration
Data belonging to ETSI M2M Service Provider contained in a Secured Environment Domain hosted on a UICC (e.g. ETSI M2M subscription information) shall be administered under the control of the 3GPP Operator on behalf of the M2M Service Provider using UICC OTA protocol as specified in 3GPP TS 31.115 [5] and in 3GPP TS 31.116 [6]. The interface to access the OTA platform is not described in this specification. 
Editors Note: Further contribution is needed to clarify the type of the subscription information that the M2M Service Provider would administer on the UICC.

Editors Note: The mapping to functional architecture is FFS
4.7
Charging 

Editor’s note: Charging impacts in the Service Layer, derived from interworking with 3GPP, are for further study/discussion. 
4.8
Triggering
Device triggering is defined in 3GPP TS 23.682 [2].
In context of ETSI M2M architecture device triggering is required for example when IP address at NSCL/M2MPoC is stale or NSCL is trying to communicate with M2M device in private IP address space. NSCL will use device triggering to ask M2M device to initiate IP connectivity so that D/GSCL can communicate with the NSCL. 

Editor’s Note:  3GPP entities (for e.g.: SCS) need to be mapped to ETSI entities as per the mapping defined in section 5 of this specification.
Editor’s Note:  ETSI release 1 does not specify triggering from NSCL or the application.  It is FFS how to support triggering and associated charging aspects according to 3GPP.
4.9
Device management 
4.9.1
General

In existing 3GPP deployments, Device Management functionality is carried out according to OMA DM specifications. In addition to that, a number of network functions and API’s provide the functionality required to manage devices connected to the 3GPP system. 

This implies a need to avoid duplicity of functions between OMA DM functions and what is specified in TS 102 690 [1]. 

In the following clauses release, two options are depicted that shall be possible for integration of the Remote Entity Management (REM) functionality with OMA DM [7]functionality. These options take into consideration the business relations between the 3GPP MNO and the M2M SP and the different functions already available at the 3GPP MNO.  

4.9.2
Reuse of Device Management Server in the 3GPP system

This option supports the case that both the M2M Service Capabilities Layer and the 3GPP system are owned/ operated by the same party.

In this case, all management functions towards the remote entities (i.e. M2M Device, M2M Gateway) are performed by the DM Server in the 3GPP domain. The NSCL (i.e. NREM) is responsible for transforming the RESTful access to <mgmtObj> resources into the interaction over the north bound interface of DM Server. The DM Server in the 3GPP network takes the full control of the access to the management objects in the remote entity via DM-1 or DM-2 interfaces over the mId reference point.

NOTE: The northbound interface of the DM Server is not within the scope of this document.

NOTE: The DM Client in the M2M Device/Gateway may be integrated as part of the D/GSCL or as an external component communicating with D/GSCL depending on implementation.
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Figure 4.9.2-1: Reusing DM Server in the access network
4.9.3
Distributed Device Management Server in the 3GPP system and the M2M Service Domain

This option supports the cases that the M2M Service Capabilities Layer and the 3GPP system are owned/ operated by the same party or different parties.

In this case, management functions towards the remote entities (i.e. M2M Device, M2M Gateway) are distributed among multiple DM servers in both M2M Service Capabilities Layer and 3GPP system. 

A DM Server (A) is integrated in the NSCL (i.e. NREM) for performing the management functions relevant to the service and application layer, while the DM Server (B) in the 3GPP system is responsible for the management functions relevant to the network and connectivity layer.

Depending on different the business models and deployment cases, the specific management functions may vary in the M2M Service Capabilities Layer and 3GPP system. The access control via DM-1 or DM-2 interfaces over the mId reference point for different management functions requested from different DM Servers is managed by the ACL (Access Control List) mechanism as specified in [8]. This assumes that the management objects in the remote entities shall be pre-configured with proper ACL properties for each DM Server depending on the business agreement between the M2M service provider and the 3GPP MNO. In addition, the DM Server (A) in the M2M Service Capability Layer and the DM Server (B) in the 3GPP system may use the DM Client authority delegation process [9] to delegate or revoke the management control of a DM Tree on the remote entities between each other over DM-6 interface [7].
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Figure 4.9.3-2: Distributed DM Server in both access network and service capability layer
NOTE: The DM Client in the M2M Device/Gateway may be integrated as part of the D/GSCL or as an external component communicating with D/GSCL depending on implementation.

NOTE: The DM Server in the M2M Service Capability Layer may be integrated as a part of NSCL or as an external component communicating with NSCL depending on implementation

Editor’s NOTE: The cases for managing devices behind the M2M Gateway shall follow the same way as above. The details are FFS.
Editor’s Note: Limiting the list of functions depicted in annex B is ffs.

Editor’s Note: There is a need to confirm the normative reference to DM-6 interface.

5
Architectural Model for 3GPP system/M2M Service Capability Layer 

5.1
Architectural Reference Model
This clause provides the architecture models for interworking between 3GPP system and M2M Service Capability Layer.
5.1.1
Direct Model



[image: image4]
Figure 5.1.1-1: Direct Model

Editor’s note: It is FFS whether control plane traffic for the direct model is to be shown as network API’s (e.g. OMA). 

Editor’s note: It is FFS to depict the NSCL procedures are applicable for this direct mode, roaming and non-roaming.

Editor’s note: For this direct mode communication, it is for FFS how theM2M PoC information is to be maintained as well as the impacts from the configuration of the UE used for M2M (e.g. low priority, extended access barring, forbidden PLMN list, etc). Roaming scenarios need to be depicted. 

Editor’s note: Charging impacts for roaming and non-roaming scenarios are for FFS once charging is agreed for the generic architecture

Figure 5.1.1-1 shows the direct model for interworking between 3GPP system and M2M Service Capability Layer where mId is realized over existing 3GPP user plane interfaces. 

Editor’s notes: Interworking aspects for Indirect and Hybrid model are FFS. 

5.2
Reference Points

The architecture model for interworking between 3GPP system and M2M Service Capability Layer incorporates the following references points that are specified by 3GPP and ETSI M2M respectively:

Gb: 
It is a 3GPP reference point between the BSS and the SGSN. Gb is defined in 3GPP TS 23.060
Gi:
It is a 3GPP reference point, between a GGSN and a packet data network. Gi is defined in TS 23.060

Gn:
It is a 3GPP reference point between GGSN and SGSN. Gn is defined in TS 23.060.

Iu: 
It is a 3GPP reference point between the RNS and the core network. Iu user plane protocol is defined in 3GPP TS 25.415
mId:
It is the ETSI reference point between M2M Service Capabilities in an M2M device or gateway and the M2M service Capabilities in the network domain. mId is defined in TS 102 690.

SGi:
It is a 3GPP reference point between the PDN GW and a packet data network. SGi is defined in TS 23.401.

S1-U:
It is a 3GPP reference point between E-UTRAN and Serving GW. S1-U is defined in TS 23.401.
S5: 
It is a 3GPP reference point between P-GW and Serving GW. S5 is defined in TS 23.401.

5.3
Functional Elements

6
Service Procedures and Information Flows
Annex <A> (normative):
Title of normative annex 
<Text>

Annex <B> (informative):
Title of informative annex 
<Text>

Annex <y> (informative):
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