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Preface

1. Purpose of Standard

The purpose of this standard is to define advanced M2M service concept for peer—
to—peer(P2P) between M2M devices. And, It also define service model and scenarios
of P2P communication. Also, this standard defines basic requirements of P2P

communication for realizing proposed scenarios

2. Summary of Contents

This standard defines scenarios and requirements of P2P communication between
M2M devices. In detail,

— Definition of M2M device and M2M communication service

— Scenarios of P2P communication

—  Requirements of P2P communication

3. Applicable fields of industry and its effect

This standard defines the concept of P2P communication between M2M devices and
requirements. This standard can be reference of P2P communication between M2M
devices.

4. Reference Standards (Recommendations)

4.1. International Standards (Recommendations)

- ETSITS 102 690 V1.1.1, “Machine—-to—Machine communications
(M2M);Functional architecture”, 2011

4.2. Domestic Standards
i TTAX.XX.XXXX/R1



5. Relationship to Reference Standards(Recommendations)
5.1. Relationship of Reference Standards

The definition and the architecture of M2M communication is specified in ETSI TS
102 690 “Machine—to—Machine communications (M2M): Functional architecture”. This

standard suggests additive M2M communication model, P2P communication.

5.2. Differences between Reference Standard(recommendation) and this Standard

TTAS.KO-01.0001/R1 ETSI TS 102 690 Remarks
1. Introduction - added
2. Scope of this standard - added
3. Reference standards - added
4. Terms and definitions added
5. Advanced M2M service
concepts 6. Reference points added
6. Scenarios of P2P
communication between Added
M2M devices

6. Statement of Intellectual Property Rights
IPRs related to the present document may have been declared to TTA. The
information pertaining to these IPRs, if any, is available on the TTA Website.

No guarantee can be given as to the existence of other IPRs not referenced on the
TTA website.

And, please make sure to check before applying the standard.

7. Statement of Testing and Certification

7.1. Object of Testing and Certification

- None

ii TTAX.XX.XXXX/R1



7.2. Standards of Testing and Certification

- None

8. History of Standard

8.1. Change History

Edition

Issued date

The 1st edition

2012.08.31

\\\\\

8.2. Revisions

- None
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Scenarios and basic requirement of P2P communication for

M2M devices

1. Introduction

This standard defines the M2M service concepts for Peer—-to—peer (P2P)
communications and describes P2P communication scenarios in M2M services. It also
specifies the requirements of P2P communication to realize the scenarios. M2M
communication service has communication between an M2M service platform and an
M2M device, but also communication between M2M devices. The former is specified in
ETSI TS 102 690 “Machine-to-Machine communications (M2M): Functional
architecture”. This standard suggests the latter M2M communication model, P2P

communication between M2M devices

2. Constitution and Scope
It contains the following clauses:.
In section 4, define abbreviations
In section 5, define concept of advanced M2M device
In section 6, describe scenarios of P2P communication between M2M devices

in section 7, define basic requirements for P2P communication between M2M
devices

3. Reference Standards

- ETSI TS 102 690 Vi.1.1, “Machine—-to—Machine  communications
(M2M);Functional architecture”, 2011
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4. Abbreviations

4.1. M2M communication service

The service that M2M service provider offers is provided based on data from M2M
devices. M2M communication service is divided into two parts: communication service
between M2M service platform and M2M device, communication service between M2M
devices. The former is suggested by ETSI standard while the latter is suggested by this

standard.

4.2. M2M device
Device that subscribes to M2M service is able to use M2M communication service.

4.3. Peer—-to—peer(P2P) communication

P2P communication is M2M communication between M2M devices without using M2M
service platform. M2M service platform could be used for essential process such as
authentication or searching, but data is transferred without M2M service platform. P2P
communication is divided into two categories: P2P communication using network such
as GSM, 3G, LTE, WIiFi etc. and P2P short-range communication using Bluetooth,

ZigBee etc.

4.1.3. M2M service platform

M2M service platform performs authorization, authentication, searching and data
storage for M2M services.

5. Advanced M2M service concepts

In this section, advanced M2M service concepts are defined.

5.1. M2M communication service concepts

2 TTAX.XX.XXXX/R1
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Discovery and service procedure are needed for M2M communication service.

Discovery procedure is to find M2M device which M2M device want to communicate

with. Service procedure is to perform M2M communication service M2M device which
is selected by dgiscovery procedure.

M2M communication service is performed in two parts: Digital world and physical

world. Digital world is a digital domain where the M2M service platform exists. Physical

world is a physical domain where the real device exists.

Digital Virtual M2M Device Virtual
World profile | M2M Device
Physical ‘ P Physical
World SRS Deniee: Loy ; M2M Device
Discovery Service

A. M2M device tag
M2M device tag is defined that M2M device profile information exists in the physical
world for the M2M device discovery. The PZP direct communication needs the M2M
device tag information to identify M2M device and receive profile information of the

M2M device.

B. Virtual M2M device profile
Virtual M2M device profile is defined that M2M device profile information exists in
digital world for M2M device discovery. Basic information of M2M device, for example

profile information or location information, is registered in virtual M2M device profile.

3 TTAX.XX.XXXX/R1



C. Physical M2M device

Physical M2M device is defined that the M2M device in real world.

D. Virtual M2M device

Virtual M2M device is defined that virtual entity in the M2M service platform
corresponding to the physical M2M device. ETS| standard define architecture of virtual

M2M device.

5.2. M2M communication service

In this section, M2M communication service is defined.

Al
{ 1 Bl
Virmal M2M | | | Virtual M2M
device profile | | Device
-------------------------- R ——— M2M device
M2M Device Physical M2M
Tag E Device
| : B2
A2

A. Device & service discovery
This procedure is device & service discovery procedure. There are two ways of
discovery procedure.
A1. Discovery in digital world
A Request M2M device finds other M2M device in the digital world, and receives the

M2M device profile information..
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A2. Discovery in physical world
A Request M2M device receives other M2M device profile information by reading M2M
device tag (ex. NFC, QR code, Bluetooth, ZigBee etc.) which exists in the physical

world. This procedure is used for the P2P direct communication.

B. M2M communication Service
This procedure is M2M communication service procedure. There are two ways of the

service procedures

B1. M2M communication service in digital world
This procedure is a communication between the M2M device and virtual M2M device.
This procedure is same as the M2M communication which is specified in ETSI

standard.

B2. M2M communication service in physical world
This procedure is a communication between the M2M devices. It is defined as P2P
communication. In other words, It is the communication between physical M2M

devices.
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6. Scenarios of P2P communication between M2M devices

6.1. P2P communication with physical world discovery

Virual M2M | | | Virtual M2M
device profile E Device
______________________ | Physical
| M2M device
M2M Device | | | Physical M2M
Tag : Device
| : B2
A2

(0" 5-1) 128 M=

Find other device by discovery based on physical tag and make p2p connection. For

example, a M2M service user using a Smart phone receives profile information of
bending machine through NFC. Subsequently, the smart phone runs appropriate
application from the profile information. By using the application, P2P connection
between the smart phone and the bending machine is set up.

6.2. P2P communication with digital world discovery

Al
Virtual M2M | | Virtual M2M
device profile i Device
__________________________ i_ Physical
E M2M device
M2M Device | | | Physical M2M
Tag i Device
? | B2

Find other device by discovery based on virtual M2M device profile and make P2P

connection. For example, a M2M service user using a Smart phone search other
device through digital world. The M2M service user selects a M2M device and gets the
M2M device profile information from digital world. Authentication and addressing
information are also transmitted to the M2M service user. Finally, the smart phone
accesses the M2M device and makes P2P connection with the device.
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6.3. P2P communication with P2P connection broker

Al Al
Virtual M2M Virtual M2M Virtual M2M I Virtual M2M
device profile Device P2p device profile ; Device
e —————— 1 Connection | ———— E———— 1
: Brok . : .
M2M Device | | | Physical M2M e M2M Device | | | Physical M2M
Tag i Device Tag Device
B2 B2
B2

This scenario is for communication between non-user M2M devices. The P2P
connection broker bridges two M2M devices for P2P communication. For example, a
thermal sensor takes the temperature. I|f the temperature exceeds a certain
temperature, the sensor directly controls the air conditioner. At this time, the home
server performs a role as P2P connection broker between two devices.

6. Requirements

6.1 Device search

Device search scheme should be provided for what a M2M service user wants to

communicate with. Discovery schemes in digital world to get device profile information
should be provided. Also, search schemes such as location—-based scheme or
context—-based scheme should be provided.

6.2. Authentication

If P2P communication with digital world discovery is used, the M2M service platform
should verify validation of devices by using authentication. Also, both devices should
use the authentication information to prove validation of the P2P connection.

6.3. Security

M2M service platform should decide the security level to be used for P2P connection
and guarantee the security of P2P connection between two devices by using
authentication keys.

6.4. Addressing
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The M2M service platform should inform address information to a request M2M device.
This information is used to make P2P connection between two devices.

6.5. P2P connection to the Sleeping—Mode Device

If a request M2M device tries to make connection with other device which is in
sleeping—mode, the P2P connection procedure should be set up.

6.6. Re—connection for P2P communication failure
When P2P communication fails, the M2M service platform have to know P2P
connection failure and re—connection procedure should be set up.

6.7. P2P connection broker

I[f M2M devices can’t make P2P connection by themselves, the P2P connection
broker should support P2P connection between those devices.
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