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1
Scope

The present document provides options and analyses for the security features and mechanisms providing end-to-end security and group authentication for oneM2M.

The scope of this technical report includes use cases, threat analyses, high level architecture, generic requirements, available options, evaluation of options, and detailed procedures for executing end-to-end security and group authentication.
2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
Not applicable.

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M drafting rules (draft)

[i.2]
TR-0004 Definitions and Acronyms

[i.3]
TS-0002 Requirements
[i.4]
TS-0001 Functional Architecture (draft)

[i.5]
TR-0001 Use Cases (draft)
[i.6]                      TS-0003 Security Solutions

3
Definitions, symbols, abbreviations  and acronyms
3.1
Definitions

For the purposes of the present document, the terms and definitions given in [i.2] and the following apply:
End-to-End Security: it allows securing messages that might traverse multiple hops between entities. This will allow secure delivery even when some entities on a delivery path are not trusted.

Group Authentication: This is used where a set of group members (e.g. Application Service Node CSEs [i.4]) communicate via a group agent (e.g. Middle Node CSE [i.4]) with a common destination (e.g. Infrastructure Node-CSE [i.4]). Group authentication provides end-to-end security between the group members (e.g. ASN-CSEs) and the common destination. Group authentication also provides a mechanism for minimizing the security handshake messages sent between the group agent and common destination. Further introduction to Group Authentication is provided in Annex B.1 [i.6].
Editor Node: the definitions are subject to further refinement.
NOTE:
This may contain additional information.

3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

3.4
Acronyms



For the purposes of the present document, the abbreviations [i.2] apply:
AMI
Advanced Metering Infrastructure
DAP
Data Aggregation Point




4
Conventions
The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
Use Cases
5.1
End-to-End Security Use Cases
Editor’s note: this clause includes use cases for end-to-end security and threat analysis of the use cases.

5.1.1
Use Case of End-to-End Authentication in Key Distribution

5.1.1.1
Description
An oneM2M system may need to transfer sensitive data that should not be exposed to any intermediate nodes or even the application programs in the end nodes, i.e. these data shall only be handled, stored and used in secure environments. One example is to distribute secret keys to the members of a group so that the group members can communicate to each other confidentially. In this case the hop-by-hop security mechanisms cannot meet the required security level, and an end-to-end security mechanism shall be adopted.
The use case in the following sections shows how an end-to-end mechanism could be used to deploy group credentials. For more information about using group credentials seeing Section 5.2.3.
5.1.1.2
Actors
The entities involved in this use case are shown in the Figure 5.1.1.2-1 and described as follows:

M2M Server: It represents an infrastructure equipment that is responsible for creating groups, generating group credentials and transferring group credentials to group members.

M2M Gateway: It represents a gateway that is responsible for forwarding the messages exchanging between M2M Server and target M2M Devices. It also acts as a group agent that is responsible for controlling the entities in the Group-1, Group-2 and Group-3, and broadcasting control commands to these entities.

M2M Device: It represents a device that is responsible for accumulating data from fire sensors, controlling fire doors or fire extinguishing equipments which are attached to this M2M Device.

Group-1: It contains a set of M2M Devices which are responsible for accumulating data from attached fire sensors.

Group-2: It contains a set of M2M Devices which are responsible for controlling attached fire doors.

Group-3: It contains a set of M2M Devices which are responsible for controlling attached fire extinguishing equipments.
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Figure 5.1.1.2-1: Group credential distribution use case
5.1.1.3
Pre-conditions
M2M Server, M2M Gateway and M2M Devices are all pre-provisioned with credential(s) that can be used for authentication, data integrity protection and data confidentiality protection.

M2M Devices register to the M2M Gateway in order to communicate with the M2M Server.
5.1.1.4
Normal Flow
Group credentials distribution procedure:

1. M2M Server creates group resources for the M2M Devices according to their functionality. Group-1 is used for grouping all the M2M Devices that are responsible for accumulating the data from the fire sensors. Group-2 is used for grouping all the M2M Devices that are responsible for controlling the fire doors. Group-3 is used for grouping all the M2M Devices that are responsible for controlling the fire extinguishing equipments.

2. The M2M Server generates group credentials for each group separately.

3. The M2M Server performs an end-to-end authentication with both the M2M Gateway and a target M2M Device with their pre-provisioned credentials. After that a security mechanism used to transfer group credentials is negotiated.

4. The M2M Server encrypts the group credentials using the pre-provisioned credentials shared with the M2M Device and the security method selected in step 3, encapsulates it into a message, and then sends this message to the M2M Gateway. 

5. The M2M Gateway forwards the message further to the target M2M Device.

6. The target M2M Device extracts the encrypted content from the message, and then decrypts the encrypted content to get the group credentials.

5.1.1.5
Potential requirements
1. M2M System shall support end-to-end security providing  mutual authentication, security association establishment and remote security provisioning.

2. M2M System shall support establishment of end-to-end security using pre-provisioned credentials.

3. The information exchanged between end entities shall not be exposed to the intermediate nodes.


5.2
Group Authentication Use Cases

Editor’s note: this clause includes use cases for group authentication and threat analysis of the use cases.

For some oneM2M service, there can be a large number of entities (e.g., AEs/CSEs) deployed in the same location to execute procedures for the same purpose and own similar behaviour. Therefore, these oneM2M entities can be managed together as a group. 
5.2.1
Smart Meter Reading
5.2.1.1
Description
A large number of smart meters are deployed together. The smart meters send meter report frequently through the network to Utility Data Center / AMI Headend. Furthermore, the Utility Data Center / AMI Headend can issue request to the smart meters that may be received via an agent (e.g., Data Aggregation Point), e.g., smart meters report, or the Utility Data Center/AMI Head End may need to re-configure all smart meters at the same time. 
5.2.1.2
Actors
The entities involved in this use case are shown in the Figure 5.2.1.2-1 and described as follows:
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Figure 5.2.1.2-1: Entities involved in Smart Meter reading
Smart meters may form a group of entities that forwards meter reports via the group agent to the Utility Data Center/AMI Headend. 

DAP (Data Aggregation Point) represents a group agent which acts on behalf of group members to perform mutual authentication with the Utility Data Center/AMI Headend.

Utility Data Center/AMI Headend belongs to the metering service provider and obtains Smart Meter reports.

5.2.1.3
Pre-conditions
1. The smart meters are assigned to a group initially.
2. Smart meter, DAP and Utility Data Center/AMI Headend are pre-provisioned with credentials used for performing authentication, respectively.
5.2.1.4
Normal flow

1. DAP sends a message to indicate that there is a specific group of smart meters that need to communicate with the Utility Data Center / AMI Headend.

2. Each Smart Meter in the group sends a request via the DAP in order to report to the Utility Data Center / AMI Headend.
3. DAP needs to verify the smart meters identities to upload information before it forwards the request to the Utility Data Center/ AMI Headend.
4. Smart meters send their reports to the group agent. Moreover, most smart meters would send information at same time by using default configuration, or be configured at the same time based on end user preference.

5. DAP can subsequently buffer the reports for some time, or may serve as a router to directly forward the smart meters information to Utility Data Center / AMI Headend. 
6. Utility Data Center / AMI Headend process the reports after it verifies smart meters identities.
5.2.1.5
Potential requirements
1. M2M Gateway (i.e., group agent) shall be able to represent M2M Devices (i.e. group members) in order to perform authentication with the M2M Server.
2. The M2M system shall support group authentication to establish security association and enable required procedures for remote provisioning of the M2M Devices (i.e. group members).

5.2.2
Remote Vehicle Management

5.2.2.1
Description
Vehicles equipped with communication terminals contain GPS location unit, On-Board Unit, etc. that may send information for purposes such as position tracking, navigation, remote diagnosis, etc., at the same time to the vehicle service centre e.g. to improve vehicle scheduling. Meanwhile, such vehicles may gather in places like airport, train station, etc. and form groups which can be either static or dynamic, and communicate from vehicles to vehicle service centre via an agent (e.g., remote vehicle gateway or roadside unit). 
5.2.2.2
Actors
The entities involved in this use case are shown in the Figure 5.2.2.3-1 and described as follows:
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Figure 5.2.2.2-1: Entities involved in remote vehicle management
Vehicles may form a group of entities that forwards information via the group agent to the vehicle service centre. 

Remote vehicle gateway represents a group agent which acts on behalf of group members to perform mutual authentication with the vehicle service centre.

Vehicle service centre belongs to the vehicle service provider and obtains information from the vehicles in a group.

5.2.2.3
Pre-conditions
1. The vehicles can either be assigned to a group in advance or dynamically changed.
2. Vehicle, remote vehicle and vehicle service centre are pre-provisioned with credentials used for performing authentication, respectively.
5.2.2.4
Normal Flow
1. Remote vehicle gateway sends a message to indicate that there is a specific group of vehicles that need to communicate with the vehicle service centre.
2. The vehicles in a group collect the information (e.g. position information, navigation, remote diagnosis, etc.) from communication terminals and send them to the remote vehicle gateway at the same time. 
3. The remote vehicle gateway verifies the vehicles and then forwards the received information to the vehicle service centre. 

4. Vehicle service centre analyses the received information and sends the process to the vehicles after it verifies the vehicles identities.

5.2.2.5
Potential requirements
5.2.2.5.1
Static group potential requirements 
It should statisfy the potential requirements defined in Clause 5.2.1.5 for the static group authentication in remote vehicle management.
5.2.2.5.2
Dynamic group potential requirements 
Editor’s note: this clause includes potential requirements for the dynamic group authentication in remote vehicle management.
5.2.3
Use Case for Secure Group Communication
5.2.3.1
Description
In an oneM2M system the field domain devices may need to be organized into different groups for the purposes of management and operations. For example, in a smart building system the lights, video monitors, air conditioners, ventilation fans, fire sensors, automatic fire extinguishing equipments and fire doors may be managed in various groups. In a group the group members perform the same function. There may be a lot of devices in a group, for the reason of performance and efficiency, the control commands may be broadcasted to the group members instead of contacting them one by one. However, the command issuer is not authenticated by the receiving devices and the commands are not confidentiality and integrity protected. One solution for coping with this issue is using group credentials that are shared among the group members.

The use case in the following sections shows how the group credentials can be used to improve system performance and efficiency.
5.2.3.2
Actors
The entities involved in this use case are shown in the Figure 5.2.3.2-1 and described as follows:

M2M Server: It represents an infrastructure equipment that is responsible for creating groups, generating group credentials and transferring group credentials to group members.

M2M Gateway: It represents a gateway that is responsible for forwarding the messages exchanging between M2M Server and target M2M Devices. It also acts as a group agent that is responsible for controlling the entities in the Group-1, Group-2 and Group-3, and broadcasting control commands to these entities.

M2M Device: It represents a device that is responsible for accumulating data from fire sensors, controlling fire doors or fire extinguishing equipments which are attached to this M2M Device.

Group-1: It contains a set of M2M Devices which are responsible for accumulating data from attached fire sensors.

Group-2: It contains a set of M2M Devices which are responsible for controlling attached fire doors.

Group-3: It contains a set of M2M Devices which are responsible for controlling attached fire extinguishing equipments.
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Figure 5.2.3.2-1: Secure group communication
5.2.3.3
Pre-conditions
Every M2M Device is provisioned with a group credential that is used for encrypting and/or decrypting group messages.
M2M Gateway is provisioned with all the group credentials that are used for encrypting and/or decrypting group messages.

M2M Devices have the credentials of M2M Gateway in order to authenticate the control commands generated by it.
M2M Devices, M2M Gateway are all issued with a credential that can be used for authentication and data integrity protection..

5.2.3.4
Normal Flow
Group key using procedure:

1. A fire sensor detects a fire and sends this signal to an M2M Device. The M2M Device generates an alert message that is signed, and then encrypted with the group credential-1. This signed and encrypted message is sent to the M2M Gateway.

2. The M2M Gateway decrypts the encrypted message with the group credential-1 and then verifies the signed message.

3. In case the message is valid, the M2M Gateway generates two control commands. One command asks the M2M Devices in the Group-2 to unlock the fire doors; another command asks the M2M Devices in the Group-3 to switch on the fire extinguishing equipments. All these commands are signed with M2M Gateway’s credential. The command for the Group-2 is encrypted with the group credential-2 and the command for the Group-3 is encrypted with the group credential-3. The M2M Gateway then broadcasts these commands.

4. All the M2M Devices belonging to the Group-1, Group-2 and Group-3 can receive these messages. However, only the M2M Devices in the Group-2 can decrypt the message encrypted with the credential-2 and then verify the signed message, and only the M2M Devices in the Group-3 can decrypt the message encrypted with the credential-3 and then verify the signed message.

5. After the received messages are decrypted and verified, the M2M Devices will perform the operations according to the received commands, i.e. the M2M Devices in the Group-2 unlock the fire doors, and the M2M Devices in the Group-3 switch on the fire extinguishing equipments.
5.2.3.5
Potential requirements
1. A group credential shall be used by a group of members to encrypt/decrypt a broadcast message that is intended for that entire group of members.

2. A security mechanism shall be provided to ensure that a broadcast group message can be authenticated by the group members.

6
High Level Architecture 

6.1
Overview
Editor’s note: this clause provides a high level view of architecture and some basic figures.

<Text>

6.2
Entities
Editor’s note: this clause provides a high level description of the functions of the entities in the architecture .

<Text>

6.3
Reference Points
Editor’s note: this clause provides a high level description of the reference points between the entities in the architecture

<Text>

7
Requirements and Principles
<Text>

7.1
Assumptions
Editor’s note: this clause provides assumptions.

<Text>

7.2
Requirements on the Entities
Editor’s note: this clause provides high level requirements for the entities in the architecture .

<Text>

7.3
Requirements on the Reference Points
Editor’s note: this clause provides some requirements for the reference points between the entities in the architecture
8
Available Options

Editor’s note: this clause provides a high level description and detailed procedures of available options. The options are also analysed to arrive at a recommended option..
<Text>

9
Procedures for Recommended Options
Editor’s note: this clause provides detailed description of the recommended combination(s) of individual end-to-end authenticated key exchange, group end-to-end  authenticated key exchange and end-to-end message security.

<Text>

10
Conclusions and recommendations
Editor’s Note: This clause will capture agreed conclusions and recommendations.
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