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[bookmark: _Toc452974673][bookmark: _Toc453144963][bookmark: _Toc453145039][bookmark: _Toc466629448]
1	Scope
[bookmark: _Toc452974682][bookmark: _Toc453144976][bookmark: _Toc453145051]The present document is a study for enhancing existing LWM2M Device Management capabilities within the CSE as well as provide an alternative approach to LWM2M Interworking. An approach will be defined to address the issue of how to generically map LWM2M Objects to oneM2M <mgmtObj> resources in a dynamic way. 
[bookmark: _Toc300919385][bookmark: _Toc411407623][bookmark: _Toc466629449]2	References
The following text block applies. 
References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references,only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
[bookmark: _Ref462387140]oneM2M Drafting Rules.
Available at http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf.
oneM2M TS-0002: "Requirements".
[bookmark: _Ref462229331]oneM2M TS-0001: "Functional Architecture".
[bookmark: _Ref462219802]oneM2M TS-0005: "Management Enablement (OMA)".
[bookmark: _Ref462229340]oneM2M TS-0014: "LWM2M Interworking".
OMA-RD-LightweightM2M-V1_0”OMA Lightweight Machine to Machine Requirement”
OMA-AD-LightweightM2M-V1_0 “OMA Lightweight Machine to Machine Architecture”
[bookmark: _Ref462305984]OMA-TS-LightweightM2M-V1_0 “OMA Lightweight Machine to Machine Protocol”
[bookmark: _Ref462219570]OMA LWM2M Object Registry
http://technical.openmobilealliance.org/Technical/technical-information/omna/lightweight-m2m-lwm2m-object-registry
[bookmark: _Toc300919386][bookmark: _Toc411407624][bookmark: _Toc466629450]2.1	Normative references
As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
Not applicable.
[bookmark: _Toc300919387][bookmark: _Toc411407625][bookmark: _Toc466629451]2.2	Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]	oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf) 
[bookmark: _Toc300919388][bookmark: _Toc411407626][bookmark: _Toc466629452]3	Definitions, symbols and abbreviations
Delete from the above heading the word(s) which is/are not applicable.
[bookmark: _Toc300919389][bookmark: _Toc411407627][bookmark: _Toc466629453]3.1	Definitions
Clause numbering depends on applicability.
A definition shall not take the form of, or contain, a requirement. 
The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 
The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:
Definition format
<defined term>: <definition>
If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>
example 1: text used to clarify abstract rules by applying them literally
NOTE:	This may contain additional information.
[bookmark: _Toc300919390][bookmark: _Toc411407628][bookmark: _Toc466629454]3.2	Symbols
Clause numbering depends on applicability.
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
Symbol format
<symbol>	<Explanation>
<2nd symbol>	<2nd Explanation>
<3rd symbol>	<3rd Explanation>
[bookmark: _Toc300919391][bookmark: _Toc411407629][bookmark: _Toc466629455]3.3	Abbreviations
Abbreviations should be ordered alphabetically.
Clause numbering depends on applicability.
For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:
Abbreviation format
ARIB	Association of Radio Industries and Businesses
ATIS	Alliance for Telecommunications Industry Solutions
CCSA	China Communications Standards Association 
ETSI	European Telecommunications Standards Institute
TIA	Telecommunications Industry Association,
TSDSI	Telecommunications Standards Development Society
TTA	Telecommunications Technology Association
TTC	Telecommunication Technology Committee
<ABBREVIATION1>	<Explanation>
<ABBREVIATION2>	<Explanation>
<ABBREVIATION3>	<Explanation>
[bookmark: _Toc411407630][bookmark: _Toc466629456]4	Conventions, 
The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
[bookmark: _Toc466629457]5	Analysis of LWM2M Objects and Motivation for 1:1 Mapping to <mgmtObj> Resources
The oneM2M <mgmtObj> resource is defined to support device management capabilities within the CSE. The design of the <mgmtObj> resource allows mapping to the underlying DM technology specific resources such as LWM2M.   In essence, the <mgmtObj> resource is a template resource in which <mgmtObj> specializations are created from, based on the DM functionality it represents. For example, the [memory] resource is a specialized <mgmtObj> resource in which a device’s available and total memory are exposed as <mgmtObj> resource attributes for management purposes.  
By As such, there should be a one to one relationship between the specialized oneM2M resource with that of the underlying DM resource.
TS-0005 [4] provides mappings between specialized oneM2M <mgmtObj> resources and a subset of the LWM2M defined Objects. Table 1 shows a listing of the specialized oneM2M <mgmtObj> resources currently defined in [4] that are mapped to the corresponding LWM2M Objects. In addition, the objectID attribute of each specialized <mgmtObj> resource is provided to show the mapping relationship. It can be seen that there are 19 specialized <mgmtObj> resources defined but not all of them are mapped to LWM2M Objects. Furthermore, there are four <mgmtObj> resource specializations ([memory], [battery], [deviceInfo], and [reboot]) mapped to a single LWM2M Device object.
[bookmark: _Ref462228289]Table 1 – oneM2M <mgmtObj> Specialization Resources for LWM2M [4]
[image: ]
Table 2 shows the OMA LWM2M Object Registry found in [9]. As can be seen, the total number of LWM2M Objects in the registry is 86 objects, which is much more than the number of specialized oneM2M <mgmtObj> resources. As a result, not all LWM2M Objects are mapped to oneM2M <mgmtObj> resource specializations. 
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Table 2 - OMA LWM2M Object Registry [9]
	Object ID
	URN
	Object Name
	Object DDF File
	Object Technical Specification
	Owner

	0
	urn:oma:lwm2m:oma:0
	LWM2M Security
	LWM2M_Security-v1_0.xml
	OMA-TS-LightweightM2M V1.0
	OMA

	1
	urn:oma:lwm2m:oma:1
	LWM2M Server
	LWM2M_Server-v1_0.xml
	OMA-TS-LightweightM2M V1.0
	OMA

	2
	urn:oma:lwm2m:oma:2
	Access Control
	LWM2M_Access_Control-v1_0.xml
	OMA-TS-LightweightM2M V1.0
	OMA

	3
	urn:oma:lwm2m:oma:3
	Device
	LWM2M_Device-v1_0.xml
	OMA-TS-LightweightM2M V1.0
	OMA

	4
	urn:oma:lwm2m:oma:4
	Connectivity Monitoring
	LWM2M_Connectivity_Monitoring-v1_0.xml
	OMA-TS-LightweightM2M V1.0
	OMA

	5
	urn:oma:lwm2m:oma:5
	Firmware
	LWM2M_Firmware_Update-v1_0.xml
	OMA-TS-LightweightM2M V1.0
	OMA

	6
	urn:oma:lwm2m:oma:6
	Location
	LWM2M_Location-v1_0.xml
	OMA-TS-LightweightM2M V1.0
	OMA

	7
	urn:oma:lwm2m:oma:7
	Connectivity Statistics
	LWM2M_Connectivity_Statistics-v1_0.xml
	OMA-TS-LightweightM2M V1.0
	OMA

	8
	urn:oma:lwm2m:oma:8
	Lock and Wipe
	x
	OMA-TS-LWM2M LockWipe V1.0
	OMA

	9
	urn:oma:lwm2m:oma:9
	Sofware Management
	x
	OMA-TS-SWMGMT V1.0
	OMA

	10
	urn:oma:lwm2m:oma:10
	Cellular connectivity
	x
	OMA-TS-LWM2M_ConnMgmt-V1_0
	OMA

	11
	urn:oma:lwm2m:oma:11
	APN connection profile
	x
	OMA-TS-LWM2M_ConnMgmt-V1_0
	OMA

	12
	urn:oma:lwm2m:oma:12
	WLAN connectivity
	x
	OMA-TS-LWM2M_ConnMgmt-V1_0
	OMA

	13
	urn:oma:lwm2m:oma:13
	Bearer selection
	x
	OMA-TS-LWM2M_ConnMgmt-V1_0
	OMA

	14
	urn:oma:lwm2m:oma:14
	Software Component
	x
	OMA-TS-LWM2M_SwMgmt-V1_0
	OMA

	15
	urn:oma:lwm2m:oma:15
	DevCapMgmt
	x
	OMA-TS-LWM2M_ DevCapMgmt- V1_0
	OMA

	16
	urn:oma:lwm2m:oma:16
	Porfolio
	LWM2M_Portfolio-v1_0.xml
	OMA-TS-LWM2M_PortfolioObj-V1_0
	OMA

	2048
	urn:oma:lwm2m: ext:2048
	CmdhPolicy
	X
	Management Enablement (OMA)
	OneM2M

	2049
	urn:oma:lwm2m: ext:2049
	ActiveCmdhPolicy
	X
	Management Enablement (OMA)
	OneM2M

	2050
	urn:oma:lwm2m: ext:2050
	CmdhDefaults
	X
	Management Enablement (OMA)
	OneM2M

	2051
	urn:oma:lwm2m: ext:2051
	CmdhDefEcValues
	X
	Management Enablement (OMA)
	OneM2M

	2052
	urn:oma:lwm2m: ext:2052
	cmdhDefEcParamsValues
	X
	Management Enablement (OMA)
	OneM2M

	2053
	urn:oma:lwm2m: ext:2053
	CmdhLimits
	X
	Management Enablement (OMA)
	OneM2M

	2054
	urn:oma:lwm2m: ext:2054
	CmdhNetworkAccessRules
	X
	Management Enablement (OMA)
	OneM2M

	2055
	urn:oma:lwm2m: ext:2055
	CmdhNwAccessRule
	X
	Management Enablement (OMA)
	OneM2M

	2056
	urn:oma:lwm2m: ext:2056
	CmdhBuffer
	X
	Management Enablement (OMA)
	OneM2M

	3200
	urn:oma:lwm2m: ext:3200
	Digital
	3200.xml
	SmartOject Guideline
	IPSO Alliance

	3201
	urn:oma:lwm2m: ext:3201
	Digital Output
	3201.xml
	SmartOject Guideline
	IPSO Alliance

	3202
	urn:oma:lwm2m: ext:3202
	Analogue Input
	3202.xml
	SmartOject Guideline
	IPSO Alliance

	3203
	urn:oma:lwm2m: ext:3203
	Analogue Output
	3203.xml
	SmartOject Guideline
	IPSO Alliance

	3300
	urn:oma:lwm2m: ext:3300
	Generic Sensor
	3300.xml
	SmartOject Guideline
	IPSO Alliance

	3301
	urn:oma:lwm2m: ext:3301
	Illuminance Sensor
	3301.xml
	SmartOject Guideline
	IPSO Alliance

	3302
	urn:oma:lwm2m: ext:3302
	Presence Sensor
	3302.xml
	SmartOject Guideline
	IPSO Alliance

	3303
	urn:oma:lwm2m: ext:3303
	Temperature Sensor
	3303.xml
	SmartOject Guideline
	IPSO Alliance

	3304
	urn:oma:lwm2m: ext:3304
	Humidity Sensor
	3304.xml
	SmartOject Guideline
	IPSO Alliance

	3305
	urn:oma:lwm2m: ext:3305
	Power Measurement
	3305.xml
	SmartOject Guideline
	IPSO Alliance

	3306
	urn:oma:lwm2m: ext:3306
	Actuation
	3306.xml
	SmartOject Guideline
	IPSO Alliance

	3308
	urn:oma:lwm2m: ext:3308
	Set Point
	3308.xml
	SmartOject Guideline
	IPSO Alliance

	3310
	urn:oma:lwm2m: ext:3310
	Load Control
	3310.xml
	SmartOject Guideline
	IPSO Alliance

	3311
	urn:oma:lwm2m: ext:3311
	Light Control
	3311.xml
	SmartOject Guideline
	IPSO Alliance

	3312
	urn:oma:lwm2m: ext:3312
	Power Control
	3312.xml
	SmartOject Guideline
	IPSO Alliance

	3313
	urn:oma:lwm2m: ext:3313
	Accelerometer
	3313.xml
	SmartOject Guideline
	IPSO Alliance

	3314
	urn:oma:lwm2m: ext:3314
	Magnetometer
	3314.xml
	SmartOject Guideline
	IPSO Alliance

	3315
	urn:oma:lwm2m: ext:3315
	Barometer
	3315.xml
	SmartOject Guideline
	IPSO Alliance

	3316
	urn:oma:lwm2m: ext:3316
	Voltage
	3316.xml
	 
	IPSO Alliance

	3317
	urn:oma:lwm2m: ext:3317
	Current
	3317.xml
	 
	IPSO Alliance

	3318
	urn:oma:lwm2m: ext:3318
	Frequency
	3318.xml
	 
	IPSO Alliance

	3319
	urn:oma:lwm2m: ext:3319
	Depth
	3319.xml
	 
	IPSO Alliance

	3320
	urn:oma:lwm2m: ext:3320
	Percentage
	3320.xml
	 
	IPSO Alliance

	3321
	urn:oma:lwm2m: ext:3321
	Altitude
	3321.xml
	 
	IPSO Alliance

	3322
	urn:oma:lwm2m: ext:3322
	Load
	3322.xml
	 
	IPSO Alliance

	3323
	urn:oma:lwm2m: ext:3323
	Pressure
	3323.xml
	 
	IPSO Alliance

	3324
	urn:oma:lwm2m: ext:3324
	Loudness
	3324.xml
	 
	IPSO Alliance

	3325
	urn:oma:lwm2m: ext:3325
	Concentration
	3325.xml
	 
	IPSO Alliance

	3326
	urn:oma:lwm2m: ext:3326
	Acidity
	3326.xml
	 
	IPSO Alliance

	3327
	urn:oma:lwm2m: ext:3327
	Conductivity
	3327.xml
	 
	IPSO Alliance

	3328
	urn:oma:lwm2m: ext:3328
	Power
	3328.xml
	 
	IPSO Alliance

	3329
	urn:oma:lwm2m: ext:3329
	Power Factor
	3329.xml
	 
	IPSO Alliance

	3330
	urn:oma:lwm2m: ext:3330
	Distance
	3330.xml
	 
	IPSO Alliance

	3331
	urn:oma:lwm2m: ext:3331
	Energy
	3331.xml
	 
	IPSO Alliance

	3332
	urn:oma:lwm2m: ext:3332
	Direction
	3332.xml
	 
	IPSO Alliance

	3333
	urn:oma:lwm2m: ext:3333
	Time
	3333.xml
	 
	IPSO Alliance

	3334
	urn:oma:lwm2m: ext:3334
	Gyrometer
	3334.xml
	 
	IPSO Alliance

	3335
	urn:oma:lwm2m: ext:3335
	Color
	3335.xml
	 
	IPSO Alliance

	3336
	urn:oma:lwm2m: ext:3336
	GPS Location
	3336.xml
	 
	IPSO Alliance

	3337
	urn:oma:lwm2m: ext:3337
	Positioner
	3337.xml
	 
	IPSO Alliance

	3338
	urn:oma:lwm2m: ext:3338
	Buzzer
	3338.xml
	 
	IPSO Alliance

	3339
	urn:oma:lwm2m: ext:3339
	Audio Clip
	3339.xml
	 
	IPSO Alliance

	3340
	urn:oma:lwm2m: ext:3340
	Timer
	3340.xml
	 
	IPSO Alliance

	3341
	urn:oma:lwm2m: ext:3341
	Addressable Text Display
	3341.xml
	 
	IPSO Alliance

	3342
	urn:oma:lwm2m: ext:3342
	On/Off Switch
	3342.xml
	 
	IPSO Alliance

	3343
	urn:oma:lwm2m: ext:3343
	Lever Control
	3343.xml
	 
	IPSO Alliance

	3344
	urn:oma:lwm2m: ext:3344
	Up/Down Control
	3344.xml
	 
	IPSO Alliance

	3345
	urn:oma:lwm2m: ext:3345
	Multiple Axis Joystick
	3345.xml
	 
	IPSO Alliance

	3346
	urn:oma:lwm2m: ext:3346
	Rate
	3346.xml
	 
	IPSO Alliance

	3347
	urn:oma:lwm2m: ext:3347
	Push Button
	3347.xml
	 
	IPSO Alliance

	3348
	urn:oma:lwm2m: ext:3348
	Multistate Selector
	3348.xml
	 
	IPSO Alliance

	10241
	urn:oma:lwm2m:x:10241
	HostDeviceInfo
	x
	x
	AT&T

	10242
	urn:oma:lwm2m:x:10242
	3-PhasePM
	3-PhasePM.xml
	x
	Odins

	10243
	urn:oma:lwm2m:x:10243
	singlePhasePM
	singlePhasePM.xml
	x
	Odins

	10244
	urn:oma:lwm2m:x:10244
	VehicleControlUnit
	VehicleControlUnit.xml
	x
	Works System

	10245
	urn:oma:lwm2m:x:10245
	Relay Management
	x
	x
	Vodafone Group Services Ltd

	10246
	urn:oma:lwm2m:x:10246
	CrowdBox Measurements
	x
	x
	Vodafone Group Services Ltd

	10247
	urn:oma:lwm2m:x:10247
	Neighbour Cell Report
	x
	x
	Vodafone Group Services Ltd

	10248
	urn:oma:lwm2m:x:10248
	Connected UE Measurements
	x
	x
	Vodafone Group Services Ltd

	10249
	urn:oma:lwm2m:x:10249
	Connected UE Report
	x
	x
	Vodafone Group Services Ltd






In comparing Table 1 and Table 2, there are many more LWM2M Objects defined than there are oneM2M <mgmtObj> specializations. In order for oneM2M to provide complete support for all LWM2M Objects, many new <mgmtObj> resources need to be defined. Currently, <mgmtObj> specializations are defined during the standardization process and captured in TS-0005. However, this process is very tedious, time consuming, and not sustainable. There needs to be a way in which <mgmtObj> specializations can be dynamically defined for new LWM2M Objects outside of the oneM2M standardization.  In addition to make life simpler for application developers, a 1:1 mapping between LWM2M objects and oneM2M <mgmtObj> specializations is also needed.
First, let us discuss what are the benefits of using <mgmtObj> specializations for LWM2M device management as well as LWM2M Interworking. oneM2M <mgmtObj> specializations are defined to be child resources of the <node> resource and are used for management purposes. The <node> resource is associated with a device and provides resources for managing the device. There may be multiple <AE> resources associated with the device but only one <node> resource can be associated with the device. Hence the use of a <node> resource and <mgmtObj> specializations child resources is well-suited for management of a device.
The <mgmtObj> resource contains two attributes “objectIDs” and “objectPath” that shows the mapping of a <mgmtObj> specialization to a corresponding LWM2M Object. Table 3 shows the context of these two attributes for the [memory] specialization and the corresponding LWM2M Object it is mapped to as shown in Table 4. The objectIDs attribute contains the URN of the LWM2M Object that the [memory] resource is mapped to and the objectPath contains the LWM2M Object instance for this particular [memory] resource.
[bookmark: _Ref462306618]Table 3 – oneM2M Context of [memory] Resource [4]
	Context
	Mapping 

	objectId
	   urn:oma:lwm2m:oma:3

	objectPath
	   /3/0           (instance 0 of  Object 3)


[bookmark: _Ref462733132]Table 4 – LWM2M Device Object Definition [8]
	Name
	Object ID
	Instances
	Mandatory
	Object URN

	Device
	3
	Single
	Mandatory
	urn:oma:lwm2m:oma:3



The <mgmtObj> resource also has an [objectAttribute] attribute that allows for mapping to a leaf node of a technology specific data model object such as LWM2M. This attribute provides the capability to map, one-for-one, a oneM2M attribute to a LWM2M resource. Using the example of the [memory] specialization, Table 5 shows the oneM2M attributes “memAvailable” and “memTotal” mapped to the LWM2M Device Object’s resources “10” and “21” as shown in Table 6. [Note that oneM2M <mgmtObj> resource specializations and attributes are mapped respectively to LWM2M objects and resources.]
[bookmark: _Ref462305805]Table 5 – Mapped [memory] Resource Attributes [4]
	Attribute Name of [memory]
	Mapping to resources in LWM2M Device Object Instance

	memAvailable
	10		estimated current available amount of memory in KB

	memTotal
	21		total amount of storage space in KB in the LWM2M Device


[bookmark: _Ref462306262]Table 6 – LWM2M Device Object Resource Definitions [8]
	ID
	Name
	Operations
	Instances
	Mandatory
	Type
	Range or Enumeration
	Units
	Description

	0
	Manufacturer
	R
	Single
	Optional
	String
	
	
	Human readable manufacturer name

	1
	Model Number
	R
	Single
	Optional
	String
	
	
	A model identifier (manufacturer specified string)

	2
	Serial Number
	R
	Single
	Optional
	String
	
	
	Serial Number

	…

	10
	Memory Free
	R
	Single
	Optional
	Integer
	
	KB
	Estimated current available amount of storage space which can store data and software in the LWM2M Device (expressed in kilobytes).

	21
	Memory Total
	R
	Single
	Optional
	Integer
	
	KB
	Total amount of storage space which can store data and software in the LWM2M Device (expressed in kilobytes).



The use of <mgmtObj> specializations for LWM2M DM and LWM2M Interworking allows for full mappings of the LWM2M data models to oneM2M resources while offloading the requirement that AE’s that access the <mgmtObj> resources need to also understand the LWM2M protocol. The AE only needs to perform oneM2M requests targeting oneM2M resources and attributes. The CSE, with knowledge of the mapping information, will then be able to interface to a LWM2M Server or an IPE. In addition, the ability to specify full mappings also allow for more granular operations at the oneM2M attribute level where requesting a reboot of a device could be accomplished with oneM2M’s partial addressing mechanism. This granular control allows for more optimized operations and limits unnecessary notifications between the CSE and an IPE.

	

[bookmark: _Toc452974692][bookmark: _Toc453144986][bookmark: _Toc453145061][bookmark: _Toc466629458]6	Generic Procedure for 1:1 Mapping of LWM2M Objects to <mgmtObj> Resources 
The need to specify a generic procedure for providing a complete mapping of oneM2M resources and attributes to LWM2M objects and resources is obvious when comparing Table 1 and Table 2. There are just too many LWM2M Objects defined that currently do not have a corresponding <mgmtObj> specialization defined in oneM2M. Furthermore, given that LWM2M also supports the ability for vendors to define their own vendor specific LWM2M Objects, this further compounds the issue from a oneM2M standardization perspective. For these reasons, a more generic and extensible procedure is proposed here to provide the capability to the CSE to support new LWM2M object mappings to oneM2M <mgmtObj> specializations.
The proposal expands on the definition of the <mgmtObj> resource to modify the objectIDs attribute to allow a URI to be specified for the schema definition (e.g. XSD) of the <mgmtObj> specialization that corresponds to a LWM2M Object definition. The objectIDs may be configured during the creation of the specialize <mgmtObj> resource. The option to specify a URI in the objectIDs attribute allows the CSE to support new LWM2M Objects that were not available at the time of initial deployment of the CSE. This is especially true in the case of vendor specific LWM2M Objects. The URI will point to a location where the schema definition of the new <mgmtObj> specialization can be found and retrieved by the CSE to use. 
Table 7 – Attributes of <mgmtObj> Resource [3]
	Attributes of <mgmtObj>
	Multiplicity
	RW/
RO/
WO
	Description
	<mgmtObjAnnc> Attributes

	…
	
	
	
	

	mgmtDefinition
	1
	WO
	Specifies the type of <mgmtObj> resource e.g. software, firmware, memory. The list of the value of the attribute can be seen in annex D.
	MA

	objectIDs
	0..1 (L)
	RW
	Contains the list of URIs or URNs  that uniquely identify the technology specific data model objects (e.g. XSD schema definitions) used for this <mgmtObj> resource as well as the managed function and version it represents. This attribute shall be provided during the creation of the <mgmtObj> resource and shall not be modifiable afterwards.

If the <mgmtObj> resource is mapped to multiple technology specific data model objects, this attribute shall list all URIs or URNs for each mapped technology specific data model objects. This is mandatory for the <mgmtObj>, for which the data model is not specified by oneM2M but mapped from technology specific data model.
	OA

	objectPaths
	0..1 (L)
	RW
	Contains the list of local paths of the technology specific data model objects on the managed entity which is represented by the <mgmtObj> resource in the Hosting CSE.

This attribute shall be provided during the creation of the <mgmtObj>, so that the Hosting CSE can correlate the created <mgmtObj> with the technology specific data model object on the managed entity for further management operations. It shall not be modifiable after creation.

The format of this attribute shall be a local technology specific data model object path in the form as specified by technology specific protocol. (e.g. "./anyPath/Fw1" in OMA DM [i.3], "Device.USBHosts.Host.3." in BBF TR‑069 [i.2]).

The combination of the objectPaths and the objectIDs attribute, allows to address the technology specific data model.
	OA

	mgmtLink
	0..1 (L)
	RW
	This attribute contains reference to a list of other <mgmtObj> resources in case a hierarchy of <mgmtObj> is needed.
	OA

	[objectAttribute]
	0..n
	RW
	Each [objectAttribute] is mapped from a leaf node of a hierarchical structured technology specific data model object (including oneM2M data model and the technology specific data model objects) based on the mapping rules below the table.
	OA

	description
	0..1
	RW
	Text format description of <mgmtObj>.
	OA




Figure 1 shows the updated procedure a Hosting CSE executes to create a new, <mgmtObj> specialization resource using the objectIDs attribute.


[bookmark: _Ref462314124]Figure 1 – Procedure for CSE to Support New Specialized <mgmtObj> Resources

Step 001: The Originator shall send mandatory parameters and may send optional paramters in the Request message for a CREATE operation of a <mgmtObj> specialization resource. The specialized <mgmtObj> resource contains a full mapping of the underlying LWM2M Object and includes the URI of the XSD for the new specialized resource in the objectIDs attribute.
Step 002: The Receiver shall:
1) Check if the Originator has the appropriate privileges for performing the request.
2) Verify that the name for the created resource as suggested by the resourceName parameter does not already exist among child resources of the targeted resource.

Step 003: The Receiver shall check if the type <mgmtObj> specialization is present in the supportedResourceType attribute of the CSEBase. If found in the supportedResourceType attribute, go to Step 8; otherwise, go to Step 4.
Step 004: The Receiver extracts the contents of the objectIDs attribute and retrieves an XSD from the XSD Repository.
Step 005: The XSD Repository returns the XSD for the specialized <mgmtObj> resource.
Step 006: The Receiver checks the received XSD is well formed and if it is, saves the XSD to the Receiver’s local XSD repository.
Step 007: The Receiver updates the supportedResourceType attribute with the type of the specialized <mgmtObj>.
Step 008: The Receiver completes processing the CREATE request.
1) Assign a Resource-ID to the resource to be created.
2) Assign values for mandatory RO mode attributes of the resource and override values provided for other mandatory attributes and where allowed by the resource type definition and if not provided by the Originator itself.
3) The Receiver shall assign a value to the following common attributes:
a. parentID;
b. creationTime;
c. expirationTime: if not provided by the Originator, the Receiver shall assign the maximum value possible (within the restriction of the Receiver policies). If the value provided by the Originator cannot be supported, due to either policy or subscription restrictions, the Receiver will assign a new value;
d. lastModifiedTime: which is equals to the creationTime;
e. Any other RO (Read Only) attributes within the restriction of the Receiver policies.
4) The Receiver shall check whether a creator attribute is included in the Content parameter of the request. If included, the creator attribute shall not have a value in the Content parameter of the request. On the other hand if the creator attribute is not included in the Content parameter of the request, then the Receiver shall not include the creator attribute in the resource to be created.
5) On successful validation of the Create Request, the Receiver shall create the requested resource.
6) The Receiver shall check if the created child resource leads to changes in its parent resource's attribute(s), if so the parent resource's attribute(s) shall be updated.

Step 009: The Receiver shall respond with mandatory parameters and may send optional parameters in Response message for CREATE operation.
General Exceptions:
1) The Originator does not have the privileges to create a resource on the Receiver. The Receiver responds with an error.
2) The resource with the specified name (if provided) already exists at the Receiver. The Receiver responds with an error.
· The provided information in Content is not accepted by the Receiver (e.g. missing mandatory parameter). The Receiver responds with an error.

[bookmark: _Toc452974693][bookmark: _Toc453144987][bookmark: _Toc453145062][bookmark: _Toc466629459]7	LWM2M Interworking Procedures Using 1:1 Mapping of LWM2M Objects to <mgmtObj> Resources
Figure 2 shows an example end-to-end procedure demonstrating how the procedures shown in Figure 1 can be utilized as part of LWM2M Interworking. The LWM2M Server and the IPE are co-located, and together they perform oneM2M procedures on behalf of the LWM2M Device. A LWM2M Device will initially register to the LWM2M Server and provides a list of all the LWM2M objects it supports. The LWM2M Server/IPE will then perform a oneM2M registration on behalf of the device and requests to create an <AE> resource. Once the <AE> resource is created, the IPE will then create a <node> resource to host all the <mgmtObj> resources for the device. As part of this step, the nodeLink attribute of the <AE> resource will be updated to point to the newly created <node> resource.  The IPE then proceeds to create a specialized <mgmtObj> resource for each LWM2M objects the device supports. The specialized <mgmtObj> resource will directly map to the corresponding LWM2M Object using the objectAttribute attribute of the <mgmtObj>. This will allow for one-to-one mapping of LWM2M resources to oneM2M attributes. As part of this step, the procedures of Figure 1 are executed. Once all the <mgmtObj> specializations are created, the IPE/LWM2M Server returns an appropriate response to the LWM2M Device. 
NOTE: The following procedure shows only a high level call flow of the interactions among the LWM2M Device, the LWM2M Server/IPE, and the Hosting CSE. It does not detail all the steps required to perform the indicated operations.



[bookmark: _Ref466988548]Figure 2 – End-to-end LWM2M Interworking Procedure

Step 001: A LWM2M device registers to the LWM2M Server and provides a list of supported LWM2M Objects. Co-located with the LWM2M Server is the IPE.
Step 002: In response to the LWM2M registration, the IPE requests to create an <AE> resource on the Hosting CSE on behalf of the LWM2M Device.
Step 003: The Hosting CSE evaluates the request, performs the appropriate checks, and creates the <AE> resource.
Step 004: A response is sent to the IPE indicating the <AE> resource was created.
Step 005: The IPE proceeds to create a <node> resource for the LWM2M Device so <mgmtObj> specialization resources can be created for AE’s to manage the device. As part of this multi-step procedure, the nodeLink attribute of the <AE> resource created in Step 003 is updated to point to the newly created <node> resource.
Step 006: The Hosting CSE creates the <node> resource and updates the <AE>’s nodeLink attribute as well.
Step 007: The Hosting CSE returns an appropriate response for creating the <node> resource.
Step 008: For each of the LWM2M Objects supported by the LWM2M Device, the IPE creates an appropriate specialized <mgmtObj> resource as a child of the <node> resource. This <mgmtObj> specialization maps one-for-one with the corresponding LWM2M Object.
Step 009: .The Hosting CSE follows the procedures outlined in Figure 1 for creating the <mgmtObj> specialization resource.
Step 010: An appropriate response is returned to the IPE for the creation of the <mgmtObj> specialization resource.
Step 011: The IPE/LWM2M Server completes the LWM2M registration procedure by sending the LWM2M Device an appropriate response.
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