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1
Scope

This Technical Report aims at providing guideline to developers to implement security as specified by oneM2M TS-0003, using a simple use case as example. It addresses the initial security provisioning for enrolment with a Service Provider, and the operational phase relying on a Security Association Establishment process to implement secure connection and access control services for basic use cases.

As example, it is considered use cases implementing a service with:-  

· Authentication 

· Authorisation
· Secure communications

2
References

The following text block applies. 

References are either specific (identified by date of publication and/or edition number or version number) or non‑specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.

2.1
Normative references

As a Technical Report (TR) is entirely informative it shall not list normative references.
The following referenced documents are necessary for the application of the present document.
Not applicable.

2.2
Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.

The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[i.1]
oneM2M Drafting Rules (http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf) 
[i.2]

oneM2M TS-0001: "Functional Architecture".
[i.3]

oneM2M TS-0004: "Service Layer Core protocol Specification”.

[i.4]

oneM2M TS-0003: "Security Solutions".

[i.5]

oneM2M TS-0011: "Common Terminology".
[i.6]

oneM2M TR-0025: "Application Developer Guide"
3
Definitions, symbols and abbreviations

Delete from the above heading the word(s) which is/are not applicable.
3.1
Definitions

Clause numbering depends on applicability.

· A definition shall not take the form of, or contain, a requirement. 

· The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 

· The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:

Definition format

<defined term>: <definition>

If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>

example 1: text used to clarify abstract rules by applying them literally

NOTE:
This may contain additional information.

3.2
Symbols

Clause numbering depends on applicability.

For the purposes of the present document, the [following] symbols [given in ... and the following] apply:

Symbol format

<symbol>
<Explanation>

<2nd symbol>
<2nd Explanation>

<3rd symbol>
<3rd Explanation>

3.3
Abbreviations

Abbreviations should be ordered alphabetically.

Clause numbering depends on applicability.

For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:

Abbreviation format

ARIB
Association of Radio Industries and Businesses
ATIS
Alliance for Telecommunications Industry Solutions
CCSA
China Communications Standards Association 
ETSI
European Telecommunications Standards Institute

TIA
Telecommunications Industry Association,
TSDSI
Telecommunications Standards Development Society
TTA
Telecommunications Technology Association
TTC
Telecommunication Technology Committee
<ABBREVIATION1>
<Explanation>

<ABBREVIATION2>
<Explanation>

<ABBREVIATION3>
<Explanation>

4
Conventions 

The key words “Shall”, ”Shall not”, “May”, ”Need not”, “Should”, ”Should not” in this document are to be interpreted as described in the oneM2M Drafting Rules [i.1]
5
Use case
This guide is based on a smart key use case involving front and back door locks in a home that can be remotely controlled by a user's smartphone leveraging the capabilities of oneM2M. For example, the user can remotely open the doors when friends, relatives, housekeeper or babysitter come to the user’s home. However, if a system of the use case is not secured, attackers can easily unlock the door locks by spoofing.

An overview of the use case is shown in figure 5.1-1 and the main components are introduced as follows:
· 
The door locks are deployed in a home and are connected to a home gateway.   

· 
The home gateway communicates with a cloud service platform allowing the door locks to be controlled remotely by the smartphone. 

· 
The cloud service platform supports a set of services to enable the smartphone to more easily control the door locks in the home. Some examples of services include registration, discovery, data management, group management, subscription/notification etc

· 
The smartphone hosts an application used to remotely control the door locks in the home and supports the following capabilities:

· Discovery of door locks deployed in the home.

· Sending commands to change door lock states i.e. LOCKED and UNLOCKED.

· Retrieval of door lock states.

· Receiving notifications when certain events occurred.

·  M2M Authentication Function (MAF) is used when employing MAF-based Security Association Establishment (SAE) between field nodes and infrastructure nodes. When using Pre-Shared Key or Certificate-based SAE, the MAF is not required.
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Figure 5.1-1 Overview of remote door locks control use case
6
Functional architecture


This clause describes how the different components of this use case can be represented by corresponding oneM2M architectural entities as shown in figure 6.1-1.
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Figure 6.1-1 oneM2M functional architecture of remote door locks control use case
An IN-CSE is hosted in the cloud by the oneM2M Service Provider and a MN-CSE is hosted on the Home Gateway. Applications and MAF used in the current use case are classified as follows:

· 
ADN-AE1: an application embedded in Front Door Lock with capabilities to control Front Door Lock and interact with the home gateway MN-CSE through Mca reference point;

· 
ADN-AE2: an application embedded in Back Door Lock with capabilities to control Back Door Lock and interact with the home gateway MN-CSE through Mca reference point;

· 
ADN-AE3: an application embedded in the smartphone device with capabilities to interact directly with the oneM2M service platform IN-CSE through Mca reference point used to remotely control Front Door Lock and Back Door Lock;

· 
MN-AE: a gateway application embedded into the home gateway that interacts with the MN-CSE through Mca reference point.

· MAF: M2M Authentication Function assigns symmetric keys to MAF clients on the IN-CSE and the ADN-AE3 through Mmaf reference point.

7
Procedures and call flows 

7.1
Security Association Establishment
7.1.1
General

M2M services are offered by CSEs to AEs and/or other CSEs. To be able to use M2M services offered by one CSE, the AEs and/or CSEs need to be mutually identified and authenticated by that CSE, in order to provide protection from unauthorized access and Denial of Service attacks. 

This mutual authentication enables to additionally provide encryption and integrity protection for the exchange of messages across a single Mca, Mcc or Mcc' reference point. In addition, communicating AEs that require similar protection for their own information exchanges can be provisioned to apply the same security method to their communications. This is the purpose of the Security Association Establishment (SAE) procedure. 

When CoAP binding of oneM2M primitives is used, i.e. the Underlying Network communication uses UDP/IP transport, Authentication is performed by means of a DTLS Handshake.

When HTTP, MQTT or WebSocket binding of oneM2M primitives is used, i.e. the Underlying Network communication uses TCP/IP transport, Authentication is performed by means of a TLS Handshake.

For the use cases in this guideline document it is assumed that HTTP binding is employed between all applicable pairs of entities (see also TR-0025 [i.6])

In order to exemplify the use of all three Security Association Establishment Frameworks (SAEF) defined in TS-0003 [i.4] the following use cases are described:

· Provisioned Symmetric Key SAE between Door Locks and Home Gateway,

· Pre-provisioned Certificate Based SAE between Home Gateway and IN-CSE,

· MAF Based Symmetric Key SAEF between the smartphone and IN-CSE.

Communication between the MN-AE and MN-CSE internally to the Home Gateway is assumed to not require Security Association Establishment.
7.1.2
Provisioned Symmetric Key SAE between the Locks and the Home Gateway
In this example it is assumed that authentication between the Locks (ADN-AE1 and ADN-AE2) and the Home Gateway (MN-CSE) is performed using provisioned keys (Kpsa) and key identifiers (KpsaID).
Configuration of ADN-AE1 and ADN-AE2: 

· The AEs are configured with the set of allowed TLS ciphersuites when using TLS-PSK as defined in clause 10.2.2 of TS-0003 [i.4]. The set of ciphersuites includes TLS_PSK_WITH_AES_128_CBC_SHA256.

· The AE is assumed to be configured with the CSE-ID of the Home Gateway which is a unique identifier within the M2M-SPs domain. The CSE-ID value is assumed as mn-cse-123456. 
· The AE is assumed to be configured with a pair of credentials (psk, psk_identity) associated with the CSE-ID. An example of credential configuration is given in Table 7.1.2-1. The length of the keys Kpsa is not mandated by TS-0003 [i.4] and left to implementation. In this example the key length of 8 bytes (64 bits) is chosen. The key identifiers comply with the format specified in clause 10.5 of TS-0003 [i.4].
Table 7.1.2-1: Example Credentials configured on ADN-AE1 and ADN-AE2

	Entity
	Kpsa (hex format)
	KpsaID

	ADN-AE1
	1a2b3c4d5e6f7a8b
	AE123456789012-Lock@in.provider.com

	ADN-AE2
	12345678abcdefab
	AE123456789015-Lock@in.provider.com


Configuration of MN-CSE (Home Gateway): 

· The MN-CSE is configured with the set of allowed TLS ciphersuites when using TLS-PSK as defined in clause 10.2.2 of TS-0003 [i.4]. The set of ciphersuites includes TLS_PSK_WITH_AES_128_CBC_SHA256.

· The MN-CSE is assumed to have a psk-lookup-table with columns for (client identity, psk, psk_identity), such that when a TLS client provides a particular psk_identity, then the MN-CSE uses the corresponding psk for establishing a TLS session, and the client identity is associated with the established TLS session. This needs to be integrated to the TLS server. Table 7.1.2-2 shows an example of credentials configured on the Home Gateway to serve ADN-AE1 and ADN-AE2, containing AE-ID, KpsaID, Kpsa. A new row would need to be added to this table for each additional AE allowed to register to the MN-CSE by using TLS_PSK.   .  

Editor’s note: We have noted that e.g. OpenSSL does not provide a psk-lookup-table, but does indicate a spot in the source code where a psk-lookup could be implemented. The psk-look-up-table values could be provided in a configuration file.
Table 7.1.2-1: Credentials configured on MN-CSE

	AE-ID
	Kpsa (hex format)
	KpsaID

	Clock-AE1
	1a2b3c4d5e6f7a8b
	AE123456789012-Lock@in.provider.com

	Cllock-AE2
	12345678abcdefab
	AE123456789015-Lock@in.provider.com


Operation of ADN-AE1 and ADN-AE2
When the AE is triggered to establish a TLS-PSK session with the MN-CSE using some pair (Kpsa, KpsaID), the following should occur automatically based on the AE’s configuration:

· AE’s TLS Client is triggered to perform a TLS-PSK handshake with the TLS values (psk, psk_identity) set to the values of (Kpsa, KpsaID), and with the configured list of TLS ciphersuites. 

· On completion of the TLS handshake, the AE associates the established TLS session with the MN-CSE’s CSE-ID.

Operation of MN-CSE

The MN-CSE’ TLS Server is listening on the TLS Server port and the following should occur automatically based on the MN-CSE’s configuration:

· A TLS handshake is started at the MN-CSE TLS Server on receiving a TLS handshake Client_Hello message. In the case of the AE, this includes the list of TLS-PSK ciphersuites supported by the AE for use with the MN-CSE. The MN-CSE will select a ciphersuite that is also in its configured list.

· A later TLS handshake message will include the psk_identity element set to KpsaID.  

· The MN-CSE’s TLS Server looks up the psk-lookup-table using KpsaID as an index, and retrieves the AE’s AE-ID, Kpsa). If AE-ID is not available, then the MN-CSE may query the node’s <serviceSubscribedAppRule> resource

· The MN-CSE’s TLS client continues the TLS handshake with the TLS value psk set to the value of Kpsa.

· On completion of the TLS handshake, the MN-CSE associates the established TLS session with the AE’s AE-ID.

Editor’s note: A detailed description of the TLS handshake procedures will be added into an Annex in a future revision of this document.
7.1.3
Certificate-based SAE between Home Gateway and IN-CSE

<Text
>
7.1.4
MAF-based SAE between Smartphone and IN-CSE

<Text
>
7.1.5
Registration upon successful SAE

Editor’s note: this clause will provide an example of the registration procedure following successful Security Association Establishment. This procedure is independent of the SAE procedures described in clauses 7.1.2 to 7.1.4. It will also include an example of AE impersonation checking procedure. 
<Text>
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�MAF-base SAE shall be added when TS-0032 (MAF and MEF Interface specification is somewhat stable)
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