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1 [bookmark: _Toc300919384][bookmark: _Toc488238692][bookmark: _Toc488240042][bookmark: _Toc489445742][bookmark: _Toc489446031][bookmark: _Toc522193797]
Scope
[bookmark: _Toc300919385][bookmark: _Toc488238693][bookmark: _Toc488240043][bookmark: _Toc489445743][bookmark: _Toc489446032]This document is a study of lightweight oneM2M services. Based on the result of the study, it identifies proposed optimizations and enhancements to the oneM2M system to streamline and optimize its features and services.
2 [bookmark: _Toc522193798]References
[bookmark: _Toc300919386][bookmark: _Toc488238694][bookmark: _Toc488240044][bookmark: _Toc489445744][bookmark: _Toc489446033]The following text block applies. 
References are either specific (identified by date of publication and/or edition number or version number) or non- specific. For specific references, only the cited version applies. For non-specific references, the latest version of the referenced document (including any amendments) applies.
2.1 [bookmark: _Toc522193799]Normative references
Normative references are not applicable in the present document.
2.2 [bookmark: _Toc489539998][bookmark: _Toc489880984][bookmark: _Toc489881387][bookmark: _Toc489881786][bookmark: _Toc490225309][bookmark: _Toc490225708][bookmark: _Toc489539999][bookmark: _Toc489880985][bookmark: _Toc489881388][bookmark: _Toc489881787][bookmark: _Toc490225310][bookmark: _Toc490225709][bookmark: _Toc300919387][bookmark: _Toc488238695][bookmark: _Toc488240045][bookmark: _Toc489445745][bookmark: _Toc489446034][bookmark: _Toc522193800]Informative references
Clause 2.2 shall only contain informative references which are cited in the document itself.
The following referenced documents are not necessary for the application of the present document but they assist the user with regard to a particular subject area.
[bookmark: REF_ONEM2MDRAFTINGRULES][i.1]	oneM2M Drafting Rules.
NOTE:	Available at http://www.onem2m.org/images/files/oneM2M-Drafting-Rules.pdf.
3 [bookmark: _Toc300919388][bookmark: _Toc488238696][bookmark: _Toc488240046][bookmark: _Toc489445746][bookmark: _Toc489446035][bookmark: _Toc522193801]Definitions, symbols and abbreviations
Delete from the above heading the word(s) which is/are not applicable.
3.1 [bookmark: _Toc300919389][bookmark: _Toc488238697][bookmark: _Toc488240047][bookmark: _Toc489445747][bookmark: _Toc489446036][bookmark: _Toc522193802]Definitions
Clause numbering depends on applicability.
A definition shall not take the form of, or contain, a requirement. 
The form of a definition shall be such that it can replace the term in context. Additional information shall be given only in the form of examples or notes (see below). 
The terms and definitions shall be presented in alphabetical order. 
For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply:
Definition format
<defined term>: <definition>
If a definition is taken from an external source, use the format below where [N] identifies the external document which must be listed in Section 2 References.
<defined term>[N]: <definition>
example 1: text used to clarify abstract rules by applying them literally
NOTE:	This may contain additional information.
3.2 [bookmark: _Toc300919390][bookmark: _Toc488238698][bookmark: _Toc488240048][bookmark: _Toc489445748][bookmark: _Toc489446037][bookmark: _Toc522193803]Symbols
Clause numbering depends on applicability.
For the purposes of the present document, the [following] symbols [given in ... and the following] apply:
Symbol format
<symbol>	<Explanation>
<2nd symbol>	<2nd Explanation>
<3rd symbol>	<3rd Explanation>
3.3 [bookmark: _Toc300919391][bookmark: _Toc488238699][bookmark: _Toc488240049][bookmark: _Toc489445749][bookmark: _Toc489446038][bookmark: _Toc522193804]Abbreviations
[bookmark: _Toc488238700][bookmark: _Toc488240050][bookmark: _Toc489445750][bookmark: _Toc489446039][bookmark: _Toc300919392]For the purposes of the present document, the [following] abbreviations [given in ... and the following] apply:
Abbreviation format
<ABREVIATION1>	<Explanation>
<ABREVIATION2>	<Explanation>
<ABREVIATION3>	<Explanation>
4 [bookmark: _Toc522193805]Conventions
The key words "Shall", "Shall not", "May", "Need not", "Should", "Should not" in the present document are to be interpreted as described in the oneM2M Drafting Rules [i.1].

5 [bookmark: _Toc488238701][bookmark: _Toc488240051][bookmark: _Toc489445751][bookmark: _Toc489446040][bookmark: _Toc522193806]Introduction
Editor’s Note:  This section provides background information, including: 1) primary features of constrained IoT devices and constrained IoT access networks; 2) the challenges for supporting oneM2M service functions on constrained IoT devices; 3) the benefits of designing lightweight oneM2M services. 


6 [bookmark: _Toc522193807]Analysis of oneM2M Functionality 
[bookmark: _Toc488238912][bookmark: _Toc488240261][bookmark: _Toc489445961][bookmark: _Toc489446250]Editor’s Note: This section analyses and summarizes potential limitations and/or optimizations to the existing oneM2M functionality (e.g. subscription and notification mechanisms, access control mechanisms, addressing schemes, request/response primitives and message exchange, resource discovery mechanism, registration procedures, CSE-to-AE re-targeting mechanisms, etc.) and potential requirements. 
6.1 [bookmark: _Toc522193808]Analysis of oneM2M Messages and Potential Requirement 

6.1.1 [bookmark: _Toc522193809]Introduction of oneM2M Messages
Figure 6.1.1-1 from oneM2M TS-0001 shows the general communication flow in oneM2M that governs the information exchange over Mca, Mcc, and Mcc’ reference points  (i.e. between an Application Entity (AE) and a Common Service Entity (CSE) or between two CSEs), which is based on the use of Request and Response messages. Such communications can be initiated either by the AEs or by the CSEs depending upon the operation in the Request message. For example, an AE can send a request message to a hosting CSE for application registration; then, the AE can send another request message to the hosting CSE to subscribe to certain resources; lastly, the hosting CSE may send request messages (i.e. notifications) to the AE when the status of subscribed-to resources has been changed.   


Figure 6.1.1-1: General Flow in oneM2M
oneM2M provides several advanced features for processing a request message and generating a corresponding response message via some new request parameters as described in Table 6.1.1-1. For example, the parameter “Request Expiration Timestamp”, if included in a request message, indicates when the request message expires. Similarly, each response message contains some response parameters as listed in Table 6.1.1-2. For instance, the parameter “Result Expiration Timestamp ”, if contained in a response message, indicates when the response message expires. In addition, the parameter “Content” contains a resource representation, which can be present in a request message for creating/updating a resource or in a response message for retrieving a resource. The resource representation includes the attributes of the targeted resource. 

[bookmark: _Ref491253287]Table  6.1.1-1: Summary of Request Parameters in oneM2M (Adapted from oneM2M TS-0001)

	Request Message Parameters

	

	Mandatory
	Operation - operation to be executed

	
	To - the address of the target resource on the target CSE

	
	From - the identifier of the message Originator

	
	Request Identifier - uniquely identifies a Request message

	Operation dependent
	Content - to be transferred

	
	Resource Type - of resource to be created

	Optional
	Originating Timestamp - when the message was built

	
	Request Expiration Timestamp - when the request message expires

	
	Result Expiration Timestamp - when the result message expires

	
	Operational Execution Time - the time when the specified operation is to be executed by the target CSE

	
	Response Type - type of response that shall be sent to the Originator

	
	Result Persistence - the duration for which the reference containing the responses is to persist

	
	Result Content - the expected components of the result

	
	Event Category - indicates how and when the system should deliver the message

	
	Delivery Aggregation - aggregation of requests to the same target CSE is to be used

	
	Group Request Identifier - Identifier added to the group request that is to be fanned out to each member of the group

	
	Filter Criteria - conditions for filtered retrieve operation

	
	Discovery Result Type - format of information returned for Discovery operation

	
	Security Info - information about the Content if it contains security parameters

	[bookmark: OLE_LINK16][bookmark: OLE_LINK17]
	Token Request Indicator - indicating that the Originator may attempt Token Request procedure (for Dynamic Authorization) if initiated by the Receiver

	
	Tokens - for use in dynamic authorization

	
	Token IDs - for use in dynamic authorization

	
	Role IDs - for use in role based access control

	
	Local Token IDs - for use in dynamic authorization



[bookmark: _Ref491634472] Table 6.1.1-2: Summary of Response Parameters in oneM2M (Adapted from oneM2M TS-0001)

	Response Message Parameters

	

	Response Status Code  - successful, unsuccessful, ack

	Request Identifier - uniquely identifies a Request message

	Content - to be transferred

	To - the identifier of the Originator or the Transit CSE that  sent the corresponding non-blocking request

	From - the identifier of the Receiver

	Originating Timestamp - when the message was built

	Result Expiration Timestamp  - when the message expires

	Event Category - what event category shall be used for the response message

	Security Info - information about the Content if it contains security protocols



6.1.2 [bookmark: _Toc522193810]Limitations of oneM2M Messages
Request and response parameters as listed in Table 6.1.1-1 and Table 6.1.1-2 could make a oneM2M request or response message large. In the meantime, multiple consecutive request (or response) messages could contain the same request (or response) parameters with the same value; in another case, resource attributes contained in the “Content” parameter could be unexpected by the requestor or redundant in multiple consecutive messages. Such a large request or response message could be a burden for constrained IoT devices and/or networks with limited communication bandwidths. For example, the maximum layer-2 frame size for LoRaWAN at both US 915 MHz and EU 868 MHz band is 250 bytes, and the frame size in IEEE 802.15.4 networks is up to 127 bytes. The length of an oneM2M message if containing various request and response parameters could easily go beyond the maximum frame size which can be supported by the underlying Low-Power Wide Area Networks (LPWAN) like LoRaWAN or Low-Power Wireless Personal Area Networks (LoWPAN) such as IEEE 802.15.4. 

Figure 6.1.2-1 illustrates a smart metering use case, where each cellular UE smart meter uses low-power wide-area access technologies such as 3GPP Narrow-Band Internet of Things (NB-IoT) to communicate with a Server where an IoT service layer resides for storing and managing meter data from various UEs; the Server could be deployed by an electricity company. Basically, there could be a smart meter application running on each UE to periodically send meter readings to the Server. In addition, multiple smart meters (e.g. deployed in the same community) may report their readings to the Server in the same way (e.g. reporting frequency, how request messages shall be processed by the Server, etc.). As such, each smart meter may repeatedly send similar request messages to the Server, and multiple meters may also send similar request messages to the Server at different times. These two aspects are abstracted and discussed furthermore in Figure 6.1.2-2 and Figure 6.1.2-3.      



[bookmark: _Ref492390288]Figure 6.1.2-1: Smart Metering Use Case based on Cellular IoT

Figure 6.1.2-2 illustrates interactions between an application and a service layer. In this example, the application (e.g. smart meter application on a smart meter in Figure 6.1.2-1) repeatedly sends request messages to the service layer. Each request message contains a set of request parameters; likewise, the corresponding response message contains response parameters. In addition, the application may request the same services/resources from the service layer during certain time durations; thus, each repeated request message includes the same set of request parameters.

Figure 6.1.2-3 shows another example, where multiple applications (e.g. smart meter applications on smart meters in Figure 6.1.2-1) interact with the same service layer. In this scenario, although three (or more) applications could access different service/resources, they may instruct the service layer to process their request messages in the same way. For example, they may indicate to the service layer: the same request message expiration time, the same result expiration time, etc. Therefore, the request message from each application may contain the same set of request parameters.
[bookmark: _Ref480878603]


[bookmark: _Ref491253854]Figure 6.1.2-2: Interactions between an Application and a Service Layer



[bookmark: _Ref491253950]Figure 6.1.2-3: Interactions between Multiple Applications and a Service Layer

The following limitations of oneM2M communication flow for constrained IoT devices are identified:
1)  If a  oneM2M request (or response) message contains too many request (or response) parameters, it cannot be sent in one layer-2 frame, which causes high message overhead and increases message transmission latency. 
2)  If a oneM2M request (or response) message is contained in multiple layer-2 frames, the loss of one layer-2 frame will results in the failure of oneM2M message delivery. 
3)  Even if a oneM2M request (or response) message can be completely contained in one layer-2 frame, the large size of the oneM2M message increases the message loss probability over the wireless channel. 
4)  Parameters contained in multiple consecutive oneM2M request (or response) messages could be the same and  redundant, which increases message overhead unnecessarily. 
5)  The resource representation in the “Content” parameter may contain some extra attributes which are not expected or required by the requestor. 
6)  The resource representation in the “Content” parameter from multiple consecutive oneM2M request (or response) messages may contain the same or redundant attributes, which causes extra message overhead unnecessarily. 
7)  The oneM2M service layer does not currently support any compression mechanisms and is unable to leverage existing header compression protocols (e.g. IETF RFC 3095 for robust header compression) which have been designed for network layer, transport layer, and application protocol layer.. None of these are directly applicable to the oneM2M service layer. 
6.1.3 [bookmark: _Toc522193811]Potential Requirements
1)  The oneM2M System shall support suitable request/response message interaction between a service layer and a constrained IoT device with low latency.
2)  The oneM2M System shall support suitable request/response message interaction between a service layer and a constrained IoT device with low communication overhead.
3)  The oneM2M System shall support suitable approaches for constrained IoT device to minimize request message size.
4)  The oneM2M System shall support suitable approaches for constrained IoT device to minimize response message size.
5)  The oneM2M System shall support suitable approaches for constrained IoT device to remove unrequired or redundant attributes from the resource representation as contained in the “Content” parameter. 


6.1.4 [bookmark: _Toc522193812]Potential Solutions
Editor’s Note:  The section describes potential solutions related to optimizing/enhancing the oneM2M function to address the identified limitations and requirements.

6.2 [bookmark: _Toc522193813]Analysis of oneM2M Requests Targeted Towards AEs 
[bookmark: _Toc522193814]6.2.1  Introduction of oneM2M Requests Targeted Towards AEs
oneM2M AEs currently rely on receiving oneM2M requests via the oneM2M subscription/notification framework.  Figure 6.2.1-1 illustrates how the oneM2M subscription/notification framework is used by an AE to receive a request originating from another AE.   For example, in a real world use case deployment, AE1 could function as a door lock device and AE2 could represent an application hosted on a smartphone that is used to lock and unlock the door.  
In this use case, AE1 first creates a resource in the Hosting CSE for the purposes of receiving commands from other AEs in the system (e.g. AE2). AE1 then creates a subscription to this resource such that it is notified by the Hosting CSE if the resource is updated.  AE2 then performs an update of the resource which results in the Hosting CSE sending a notification to AE1.  The update response that is returned back to AE2 can be returned immediately or the Hosting CSE can wait until it receives a notification response from AE1.  This is determined by the type of subscription that AE1 creates in the Hosting CSE.  


Figure 6.2.1-1: oneM2M AE Subscription/Notification-based Request Targeting

[bookmark: _Toc522193815]6.2.2  Limitations of oneM2M Requests Targeted Towards AEs
The oneM2M architecture currently does not support end-to-end re-targeting of requests such as RETRIEVE, UPDATE, DISCOVER, etc. to AEs as illustrated in Figure 6.2.2-1.  A oneM2M AE is currently limited to receiving requests only via the oneM2M subscription/notification framework.  As a result an AE can only receive oneM2M NOTIFY requests.  This limitation is a bi-product of the fact that the current oneM2M architecture requires oneM2M AEs to mirror their resources into CSE hosted resources in order for these resources to be made accessible to other oneM2M entities.    



Figure 6.2.2-1: oneM2M Lacks End-to-End Re-targeting of Requests to AEs

Due to the lack of support for re-targeting non-NOTIFY requests to AEs in oneM2M there are several limitations and inefficiencies that can be problematic for certain types of real world deployments.  

Limitation #1 – This limitation involves use cases requiring mirrored resources hosted in a CSE that need to be to be kept current (i.e. fresh) with the state of an AE. For example, the current state of a device needs to be known (i.e. what is the current location of the device).   Different types of use cases can have different freshness requirements for mirrored resources.  Based on the freshness requirements, an AE has to keep its mirrored resources fresh enough to meet these requirements.  This is done by issuing repeated update requests to the CSE on a frequent enough basis as shown in Figure 6.2.2-2.  The AEs consuming the information from these mirrored resources however may be issuing retrieve requests on a much less frequent basis even though they require the resources to be kept current with a certain freshness.  Since the AE mirroring its resources has no insight into when its mirrored resources are being accessed it has to continuously update them in case they are accessed.   This example demonstrates how, in some deployment scenarios, mirroring of resources is not always an efficient deployment model.  In this type of use case, re-targeting a request down to a device hosting an AE rather than mirroring of resources can be more efficient.


Figure 6.2.2-2: oneM2M AE Mirroring Inefficiencies

Limitation #2 – This limitation involves the oneM2M subscription/notification framework and how it is not an optimal mechanism for re-targeting requests to an AE hosted on a lightweight device.  Currently the oneM2M subscription/notification framework does support the capability to re-target UPDATE requests to an AE as illustrated in Figure 6.2.1-1.  This is done by sending a NOTIFY request to an AE when an UPDATE request is received to the AE’s mirrored resource.  Within the NOTIFY request, the updated representation of the mirrored resource is provided.  When this NOTIFY request is sent to the AE, the Hosting CSE holds-off sending the UPDATE response to the Originator until the Hosting CSE receives a NOTIFY response back from the AE.  When the AE receives the NOTIFY it can extract and process the resource representation from the payload.  The AE can then send a NOTIFY response back to the Hosting CSE indicating whether it successfully processed the updated resource representation and it is ok for the Hosting CSE to apply the update to the mirrored resource.  The Hosting CSE in turn processes the NOTIFY response, conditionally updates the mirrored resource, and returns a response back to the Originator.  The major drawback with  re-targeting UPDATE requests to an AE via the oneM2M subscription/notification framework is the extra overhead incurred with tunneling/encapsulation the updated resource representation with the NOTIFY request.  This tunneling/encapsulation adds extra overhead to the message size as well as message processing.  

Other than UPDATE, the oneM2M subscription/notification framework does not currently support re-targeting other types of requests (e.g. RETRIEVE) to AEs.  Re-targeting these other types of requests to an AE can be very useful since it can allow an Originator’s RETRIEVE request to be forwarded to AE if/when the mirrored resource does not contain a representation that meets the Originator’s freshness requirements (i.e. it’s too stale).  Re-targeting a RETRIEVE via the oneM2M subscription/notification framework however is more complex and less efficient than the UPDATE and for this reason oneM2M has not defined support for this capability.  For example, if oneM2M were to entertain this idea, then it would most likely have to define something like what is shown in Figure 6.2.2-3.  The added complexity/inefficiency in this procedure is the additional UPDATE request from AE1 to the Hosting CSE when AE1 receives a NOTIFY request that a RETRIEVE to its mirrored resource in the Hosting CSE was received from AE2.  This UPDATE is needed to provide the Hosting CSE with an updated representation that the Hosting CSE can then use to update the representation of its mirrored resource and include in the response back to the Originator.   From this figure, one can see that re-targeting RETRIEVE requests to AEs via the oneM2M subscription/notification framework has its limitations and complexities and is not very efficient.  For this reason, oneM2M should analyze other alternatives.  



Figure 6.2.2-3: oneM2M AE Subscription/Notification-based RETRIEVE Request Targeting

The following is a summarized list of limitations in the current oneM2M architecture regarding targeting requests towards oneM2M AEs:

1) A oneM2M AE is currently limited to receiving only oneM2M NOTIFY requests.  An AE is not permitted to receive any other type of oneM2M request (i.e. CREATE, RETRIEVE, UPDATE, DELETE or DISCOVER).  
2) A oneM2M AE must mirror its locally hosted resources into CSE hosted resources (e.g. containers, flexContainers, timeSeries, mgmtObj, etc) such that they can be accessed by other entities in the oneM2M system.  
3) Mirrored resources containing AE state information may become stale depending on how often an AE updates the mirrored resources and therefore may not meet the freshness requirements of the other entities accessing these mirrored resources. 
4) oneM2M lacks the capability to initiate the re-fresh of a stale resource. oneM2M lacks the capability for a Hosting CSE to obtain an updated representation of a mirrored resource from an AE if/when a RETRIEVE to the mirrored resource requires a fresher representation
5) For an AE to receive an updated representation of a mirrored resource in a Hosting CSE, it must first create and SUBSCRIBE to this resource such that updated resource representations can be encapsulated and tunnelled to the AE via a oneM2M NOTIFY request.  This tunnelling/encapsulation adds message latency and processing overhead to the AE as well as the end-to-end communication path. 

[bookmark: _Toc522193816]6.2.3  Potential Requirements
1) The oneM2M System shall support request/response message interaction with M2M Devices with minimal latency.
2) The oneM2M System shall support request/response message interaction with M2M Devices with minimal number of request/response messages.
3) The oneM2M System shall support request/response message interaction with M2M Devices with minimal request/response message size.
4) The oneM2M System shall support the capability to initiate the update (i.e. refresh) of a resource by its creator if/when the representation of the resource is too old (i.e. stale) to meet the requirements of a requester.   

6.2.4 [bookmark: _GoBack]Potential Solutions
Editor’s Note:  The section describes potential solutions related to optimizing/enhancing the oneM2M function to address the identified limitations and requirements.



7 [bookmark: _Toc522193817]Conclusions
Editor’s Note: This clause provides a summary of the conclusions drawn during the study


[bookmark: _Toc300919395][bookmark: _Toc487405042][bookmark: _Toc300919400][bookmark: _Toc488238981][bookmark: _Toc488240330][bookmark: _Toc489446030][bookmark: _Toc489446319][bookmark: _Toc522193818]Annexes
Each annex shall start on a new page (insert a page break between annexes A and B, annexes B and C, etc.).
Use the Heading 9 style for the title and the Normal style for the text.
Annex <A>:
Title of annex (style H9)
<Text>
<PAGE BREAK>
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