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1
Title (Acronym)
oneM2M System Enhancements to Support Data Protection Regulations (eDPR)
2
Justification
Handling of privacy data in IoT platforms becomes important issues around the world. 
For example, EU and Korea published 

· The General Data Protection Regulation (GDPR) is a regulation in EU law on data protection and privacy for all individual citizens of the European Union and the European Economic Area.
· The Personal Information Protection Act (PIPA) is a framework act on data protection both in the public sector and private sector in Korea.
Such regulations provide for the protection, processing, and movement of personal data. As oneM2M System is a place holder to collect and manage data (including personal and private data), it is heavily influenced by privacy-related regulations such as PIPA and GDPR. 
The current oneM2M system supports some mechanisms required to handle privacy data such as pseudonymized URI. However, the oneM2M system lacks mechanisms on data handling based on different regulations mandated by each country. 
3
Intended Output
	Tick all the appropriate cases 


	

	x
	Change request(s) to existing Technical Specification(s)

	
	Change request(s) to existing Technical Reports(s)

	
	New Normative Technical Specifications(s)

	x
	New Permanent Technical Reports(s)

	
	New Temporary Technical Reports(s)


4
Impact 
4.1
oneM2M Work Items
None
5
Scope
This Work Item will initially focus on the creation of a Technical Report analysing existing regulations related to privacy data handling such as GDPR from Europe and PIPA from South Korea in order to find out features that have impacts to the oneM2M system. The retrieved features from existing regulations will be further analysed to understand what features are supported and unsupported by the oneM2M system. Unsupported features will be used to generate potential requirements. 
The Technical Report will investigate items as follows:
· State of the art privacy data protection related regulations and their features that impact to IoT systems (e.g., GDPR and PIPA)

· Architectural and gap analysis to find out supported and unsupported features by the current oneM2M system
· Potential use cases and requirements to handle features from privacy data protection related regulations
· Possible solutions to make oneM2M systems to compliant with such privacy data protection related regulations
Additional functionality will be identified through use case analysis and investigation of potential mechanisms. 
Results of this WI are expected to propose changes for existing TS as CRs.
6
Schedule and impacted specifications
	New Specifications (if any)

	Document
Type
	Document
Number*
	Title
	
Schedule (TP No.)
	Lead WG
	Impacted WGs
	Comments

	
	
	
	Start 


	Change Control 
	Freeze


	Approval


	
	
	

	TR
	0062
	oneM2M System Enhancement to Support Privacy Data Protection Regulations (eDPR)
	TP#42
	-
	TP#57
	TP#57
	WG1
	WG2
	


* Optional for first versions (i.e. before it will be assigned by the secretariat)

	CRs to existing specifications (if any)

	Impacted
TS/TR
	CR number (when known)
	Subject of the CR
	Approved at plenary#
	Impacted WGs
	Comments

	TS-0002
	CRs to TS-0002
	oneM2M requirements
	TP#46
	WG1
	

	TS-0001
	CRs to TS-0001
	oneM2M functional architecture
	TP#46
	WG2
	

	TS-0003
	CRs to TS-0003
	oneM2M security solution
	TP#46
	WG2
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JaeSeung Song (Sejong University)
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