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1 Scope

The present documedescribes thendto-end oneM2M functional architecture, including thescription of the
functional entities and associated reference points.

oneM2M functional architecture foceson the Service Layer aspects and tddederlyingNetwork-independent view
of the endto-end services. ThdnderlyingNetwork is used for the tngport of data and potentially for other services.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
nonspecific. For specific referencemly the cited version applies. For nspeific references, the latest version of the
referenced document (including any amendments) applies.

2.1 Normative references

The following referenced documents are necessary for the application of the present document.
[1] oneM2M Security Soluties Technical Specification.

2.2 Informative references

The following referenced documents arg necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] oneM2M TS-0002: 'oneM2M Requirement3 echnical Specificatidh

[i.2] oneM2M TS-0004: 'oneM2M ProtocolSpecificatiofi.

[i.3] oneM2M TS-0003: 'oneM2M Security Solutions™.

[i.4] TR0O69: ACPE WAN Management Pr ot oc2pl3, Brosadbane 0O : 1
Forum.

[i.5] OMA-DM:AiOMA Devi ce Pwooobhgewmensi on 1.3, . Open Mobi l

[i.6] LWM2M:" OMA Li ght wei ght M2M6, Version 1.0, Open M

[i.7] OMA-TS-MLP-V3-4-20130226C: "Mobile Location Protocol", Version 3.4.

[i.8] OMA-TS-REST-NetAPI_TerminalLocatiosV1_0-20130924A: "RESTful Network API for
Terminal Locatiofi, Version 1.0

[i.9] IETF RFC 1035: "Domain named$mplementation and specification".

[i.10] IETF RFC 3588: "Diameter Base Protocol".

[i.1q IETF RFC 3596: "DNS Extensions to Support IP Version 6".

[i.12] IETF RFC 3986: "Uniform Resource Identifier (URI): General Syntax".

[i.13] IETF RFC 4006: "Diameter CradControl Application”.

[i.14] IETF RFC 6874: "Representing IPV6 Zone Identifiers in Address Literals and Uniform Resources
Identifiers".

[i.15] IETF RFC 6895: "Domain Name System (DNS) IANA Considerations".

[i.16] GSMA-IR.67: "DNS/ENU Guidelines for Service Providers & GRX/IPX Providers".
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[i.17] 3GPPTS 23 682Architecture enhancements to facilitate communications with packet data
networks and applications (Release 11)"

[i.18] ETSI TS 132 240"Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); LTE; Telecommunication management; Charging
management; Charging architecture and principles (3GPP TS 32.240)

[i.19 ETSI TS 132 299"Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); LTE; Telecommunication management; Charging
management; Diameter charging applications (3GPP TS 32.299)

[i.20] 3GPP2 X.P0068: "Network Enhancents for Machine to Machine (M2M)".

[i.24 JNI 6.0 API Specification: "Java Native Interface 6.0 Specification".

[i.22 3GPPTS 23 401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal
Terrestrial Radio Acas Network (EUTRAN) access".

[i.23] 3GPPTS 23 402: " Architecture enhancements for-8@&PP accesses".

[i.24] 3GPPTS 23 060: " General Packet Radio Service (GPRS); Service description; Stage 2".

[i.25] 3GPP TS 22 368: "Servicequirenents for Machine Type Communtaans (MTC); Stage 1"

[i.26] 3GPP TS 23 003: "Numbering, addressing and identification”.

[i.27] Recommendation ITAT X.660 | ISO/IEC 9834.: "Information technology Procedures for the

operation of object identifieegistration authorities: General procedures and top arcs of the
international object identifier tree".
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3 Definitions, abbreviations and acronyms

3.1 Definitions

For the purposeof the present document, the followbegms and definitions apply:
application layer: comprises oneM2M pplications and relatedisiness and operational logic

attribute: stores information pertaining to the resourga.attribute has a name and a value. Only one attribute with a
given name can belong to a given resource. Farat r i but e defined as having Amul ti
that attribute is a composite value, adist of different values.

child resource:subresource of another resource that is its parent resource
NOTE: The parent resource containgerences to the child resources(s).

common services layerconsists of oneM2M service functions tleatable oneM2M Aplications €.g.management,
discovery and policy enforcemégnt

Common Services Functior(CSF): informative architectural construct whichnaeptually groups together a number
of subfunctions

NOTE: Those sulfunctions are implemented as normative resources and procefiwetsof CSFs is contained
in theCSE

execution environment logical entity that represents an environment capable oimgrsoftware modules
hosting CSE: CSE where the adessedesourcds hosted

M2M service provider domain is the part of the M2M System that is associated withegificM2M Service
Provider

managedentity: may be eithean M2M Device, M2M Gatewayr adevice in the M2M Area Networer theM2M
ApplicationLayeror M2M ServiceLayer software components

Management Proxy:An Entity within the Device Management Architecture, in conjunction with the Management
Client, that acts as an intermediary betweerMhaagement Server and the Proxy Management Client.

network services layer provides transport, connectivity and service functions
node: functionalentity containing one of the following:

1  one or moreMi2M Applications;

1  one CSE and zero or mo#2M Applicatians.

originator: For singlehop case, the originates theentity thatsendsa RequestFor muti-hop case, the originator is
the entity that sends the first Request in a sequence of requests.

NOTE: An originator can either be anE?or a CSE

Proxy Management Client: An Entity within the Device Management Architecture that provides local management
capabilities to a device in an M2M Area Network.

receiver:is theentity that receiveshe Request

NOTE: A Receiver can a CSE oan be and AE when notificati is requested.
registree is an AE or CSE that registers with another CSE
registrar CSE: CSE is the CSE where an Application aptherCSE has reagtered

resource:is a uniquely addressable entity in oneM2M architecture
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NOTE: A resource is transferrehd manipulated using CRUD operations. A resource can contain child
resource(s) and attribute(syhich are also uniquely addressable.

service chargingand accounting set of functionalities within the M2NBerviceLayer that enable configuration of
informéation collection and charging policies, collection of Charging Records based on the policies, andotoofelat
Charging Records to users of M2M common services

service charging record formatted collection of information about a chargeable operation

servicelayer offline charging: mechanism where charging information does not affect, irtimal the service
rendered

service layer online charging: mechanism where charging information can affect, intie®d, the service rendered,
including real time creticontrol

software package:is an entity that can be deployed on the Execution Environment
NOTE: It can consist of entities such as software modules, configufdé@enor other entities.

structured data: is data that either Ba structure according #specified Information Model or are otherwise
organized in a defined manner

transit CSE: is anyreceiver CSE that is nottesting CSE.

3.2 Abbreviations and Acronyms

For the purposes of the present document, the following abbreviatidrecronymapgy:

2G SecondGeneration

3GPP 3rd Generation Partnership Project

3GPP2 3rd Generation Partnership Project 2

AAA Authentication, Authorization, Accounting

AAAA Authentication, Authorization, Accounting and Auditing
A/AAAA IPv4/IPv6 DNS records that are usgednap hostnames to an IP address
ACA Accounting Answer

ACR Accounting Request

ADN Application Dedicated Node

ADN-AE AE which resides in the Application Dedicated Node
AE Application Entity

AE-ID Application Entity Identifier

AID CSF Addressing and Iderfication CSF

Annc Announced

API Application Program Interface

AS Application Server

ASM CSF Application and Service Layer Management CSF
ASN Application Service Node

ASN-AE Application Entity that is registered with the CSE at Application Service Node
ASN-CSE CSE which resides in the Application Service Node
BBF BroadBand Forum

CDR Charging Data Record

CF Configuration Function

CHF Charging Function

CM Conditional Mandatory

CMDH Communication Management and Delivery Handling
COSEM Companion Specificatiorof Energy Metering

CRUD Create Retrieve Update Delete

CRUDN Create Retrieve Update Delete Notify

CSE Common Services Entity

CSEID Common Service Entity Identifier

CSEPOA CSE Point of Access

CSF Common Services Function

DCF Device Configuration Function

DDMF Device Diagnostics and Monitoring Function
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DFMF
DHCP
DIS CSF
DM

DMF
DMG CSF
DMR
DNS
DTMF

EF

FFS
FQDN
GMG CSF
GPRS
GPS
GSMA
HA/LMA
HAAA
HLR
HPLMN
HSS
HTTP
IMEI

IMS

IMSI

IN

IN-AE
IN-CSE
IN-DMG
IN-DMG-MA
IP

IPE

ISO
ITU-T
IWF

JNI

LOC
LOC CSF
LWM2M
M2M
M2M-IWF
M2M-SubID
MA

Mca

Mcc

Mcc'

Mch

Mcn

MIP

MN
MN-AE
MN-CSE
MSISDN

NA

NAT

NSE

NSSE CSF
OA

OID

OMA
OMA-DM

Device Firmware Management Function

Dynamic Host Cofiguration Protocol

Discovery CSF

Device Management

Diagnostic and Monitoring Function

Device Management CSF

Data Managment and Repository

Domain Name Server

Device Topology Management Function

Enabler Function

For Further Study

Fully Qualified Domain Name

Group Management CSF

General Packet Radio Service

Global Positioning System

GSM Association (Global System for Mobile Communicadifissociation)

Home Agent/Local Mobility Agent

Home AAA

Home Location Register

Home Public Land Mobile Network

Home Subscriber Server

HyperText Transfer Protocol

International Mobile Equipment Identity

IP Multimedia System

International Mobile Subscriber Identity

Infrastructure Node

Application Entity that is registered with the CSE in the Infrastructure Node

CSE which resides in the Infrastture Node

Infrastructure Node Device ManaGement

Infrastructure Node Dewe ManaGement Management Adapter

Internet Protocol

Interworking Proxy application Entity

International Organization for Standardization

ITU Telecomnunication Standardization Sector

InterWorking Function

Java Native Interface

Location

Location CSF

Lightweight M2M

Machine to Machine

M2M InterWorking Function

M2M service Subscription Identifier

Mandatoy Announced

Reference Point for M2M Communication with AE

Reference Point for M2M Communication with CSE

Reference Point for M2M Communication with CSE of different M2M Service Provider

Reference Point for M2M Communication with exterrnaiging server

Reference Point for M2M Communication with NSE

Mobile IP

Middle Node

Application Entity that is registered with the CSE in Middle Node

CSE which resides in the Middle Node

Mobile Subscribemternational Subsdyer Directory NumbeviTC Machine Type

Communications

Not Announced

Network Address Translation

Network Service Entity

Network Service Exposure, Service Execution and Triggering CSF

Optional Announced

Object Identifier

Open Mdile Alliance

Open Mobile Alliance Device Management
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osl Open Service Initiative or Open Service Interconnection

PDSN Packet Data Serving Node

PMIP Proxy Mobile IP

PoA Point of Access

PPP Point to Point Protocol

RAM Random Access Memory

REG Registraion

REG CSF Registration CSF

RFC Request for Comments

RO Read Only

RPC Remote Procedure Calls

RwW Read Write

SCA Service Charging and Accounting
SCA CSF Service Charging and Accounting CSF
SCS Services Capability Server

SDO Standards Developing Organizatio
SEC Security

SEC CSF Security CSF

SIP Session Initiation Protocol

SLA Service Level Agreement

SMF Software Monitoring Function
SMS Short Messagin&ervice

SP Service Provider

SRID Service Provider Identifier

SSM Service Session Management

SSM CSF Service Session Management CSF
SUB CSF Subscription and Notification CSF

TBD To Be Determined

Tsms Interface between Short Message Entity (SME) and Short MessageeSeenter (SMS SC)

Tsp Interface between Service Capability Server (SCS) and Machine Type @ocation (MTC)
InterWorking Function

UE User Equipment

UL UpLink

URI Uniform Resource Identifier

URL Uniform Resource Locator

URN Universal Resource Name

WLAN Wireless Local Area Network

WO Write Once
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4 Conventions

The key word$Shall', "Shall not, "May", "Need not, "Should, "Should nact in this document are to be interpreted as
described in the oneM2M Drafting Rulggtp://member.onem2m.org/website/Procs.&spx

To improve readability:

1  Theinformation elements of oneM2Request/Responseessages will be referred to as parameters.
Parameter abbreviations will be written in bold italic.

bl The information elements of resources will be referred to as attributes and child resources. Attribloges wil
written in italics.
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5 Architecture Model

5.1 General Concepts

Figure 51-1 depicts the oneM2M Layered Model for supporting-tmdnd (E2E) M2M Services. This layered model
comprises three layers: Application Layer, Common Services Layer and theylimgpNetwork Services Layer.

Application
Layer

Common Services
Layer

Network Services
Layer

Figure 5.1-1: oneM2M Layered Model
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5.2

5.2.1

Architecture Reference Model

Functional Architecture

Figure 52.1-1 illustratesthe oneM2Mfunctional architecture.

Field Domain Infrastructure Domain

AE AE
—— Mca Mca —— Mca
|
Mcc | ! To Infrastructure
CE — CxE= Domain of other
| Service Provider
|
—— Mecn | —T~ Mcn
|
|
NSE | NSE
|

Figure 5.2.1-1: oneM2M Functional Architecture

NOTE 1. Other reference points for charging and management aspects are specified.

f
f

See clause 12.2.1 for Mch reference point

See clausé.2.4for Mc, Mp, Ms and laeference poirst

TheoneM2Mfunctionalarchitecturein figure 52.1-1 comprises of the following functions:

1)

2)

3)

Application Entity (AE): Application Entity represents an instantiationAypplication logic for eneto-end
M2M solutions.Each Application Entity is identified with a unique AB (see clause.T.2).Examples of the
ApplicationEntitiescan bean instance cé fleet tracking applicatioraremote blood sugar monitoring
application,apower meteringpplication, or aontrolling application.

Common ServiceEntity (CSE): A CommonServicesEntity represents an instantiation o$et of ‘tommon
service functionsbf the M2M environments. Such service functions are exposed toesttigesthrough
referencepoints McaandMcc. Reference pointicn is used for accessing Underlying Network Service
Entities Each Common Service Entity is identified with a unique d3Esee clause 7.1.4).

Examples of service functions offered byEi8clude Data Maagement, Device Managemeki2M
Subscription ManagemerandLocation ServicesSuch ‘subfunctions' offered by a CSE @y be logically
and informativelyconceptualizedisCommon Services Functions (CSFE)e normative Resources which
implement the service functions in a CSE can be mandatory of optional.

UnderlyingNetwork ServicesEntity (NSE): A Network SevicesEntity provides serviceBom the
underlying networko the CSEs. Examples of such services include device management, location services and
device triggeringNo particular organization of the NSEs is assumed.

NOTE 2: Underlyingnetworksprovide d#a transport services between entitiethmoneM2M System. Such data

transport services are not included in theENS
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52.2 Reference Points

The following reference points are supported byGbenmon ServicgEntity (CSE). The "Mc() homenclature is based
on the mnemonic "M2M communications".

NOTE: Information exchange between two M2M nodes assumes the usage of the transport and connectivity
services of the Underlying Network Services Entity, which are considered to be the basic services.

5221 Mca Reference Point

Communication flow$etween ampplicationEntity (AE) and aCommon Services EntityCSE) cross the Mca
reference pointThese flows enable the AE to ue servicesupportedy the CSE, and for the CSEd¢ommunicate
with the AE.

NOTE: TheAE and the CSE it invokesouldor couldnot be celocated within the same physical entity.

5222 Mcc Reference Point

Communication flowsdetween twaCommon ServiceEntities CSE9 cross the Mcc reference paifithese flows
enablea CSE to use the servissupported bynother CSE.

5223 Mcn Reference Point

Communication flowdbetween &ommon ServiceEntity (CSE and theNetwork Services Entitf{NSE)cross the Mcn
reference poinfThese flows enable CSE to use th&eupportedservices (other than trgmsrt and connectivity services)
provided by theNSE

5224 Mcc' Reference Point

Communication flows between two Common SersiEatities (CSES) in infrastructure nodes that are oneM2M
compliant and that resides in different M2M SP domaioss he Mcc'reference pointThese flows enabla CSE of

an infrastructure node residing in tiirastructureDomain of an M2M Service Provider to communicate with a CSE
of another infrastructure node residing in thigastructureDomain of another M2M Service Praldr to usets
supportedservices, and vice versa.

Mcc' extends the reachability of services offered over the Mcc reference point, or a subset thereof.

The trigger for tesecommunicatiorflows maybe initiated elsewhere in the oneM2M network.

5225 Mch Reference Point

Communication flows whickransfer CDRs generated by the IN to an external charging seogsrthe Mch reference
point. The Mch reference point may be mapped to reference points of other specifidatpfar. a 3GPP Underlying
Network,the Mch reference point maps to the Rf reference point enabling a 3GPP charging server to be used for
oneM2M CDRs.
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6

6.1

Configurations supported by oneM2M Architecture

Relationships among oneM2M Entities

Figure 61-1 illustrateshe relationships amoraneM2M entitiesupported byhe oneM2Marchitectureas shown in
figure 5.2.11. The illustration does not constrain the multiplicity of the entities nor require that all relationships shown
are present.

Nodes:

Infrastructure
Node (IN)
s To an
McC’  nfrastructure
——  Node of other
M2M Service
Providers
Infrastructure _|_Mcn
domain
FieT______________+- N - - - T
domain 1
- — Middle MeC[ [ pMce Middle
Mca | Mcc Node (MN) | —— Node (MN)
l MN-AE
—-Mca
= wnosel|[ |
Mcn Mcc Mcn
| |
Application Application l Application : Application
Dedicated Service ! Dedicated rad Service
Node Node ; Node 1. i —T— Mec Node
(ADN) (ASN) : (ADN) i (ASN)
H I
1 H
H 1
ADN-AE { ADN-AE i
ASN-AE ! ASN-AE
[rorad || || e
A ! Mca
! !
! : i ASN-CSE
1
. i i :
1 \ 1 1
i i i i
j ; H H
Non- Non- Non- [ Non-
oneM2M oneM2M oneM2M | oneM2M
device device device | device

——————— Link is out of scope

Mcn

Figure 6.1-1: Configurations supported by oneM2M Architecture

Two typesof oneM2M Nodes are supported:

1

A CSECapable Node is a functional entity that contains one oneM2M Common Services Entity and zero or
more oneM2M Application Entitie'he ASN and MN are examples 6fSECapableNodes.

A Non-CSECapable Node is a functional entity that contains one or more oneM2M Application Entities and
no oneM2M Common Servisé&ntity. The ADN is an example o Non-CSECapableNode.
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NOTE: CSEsresident in differenNodescouldnotbeidentical andaredependent on the seceis supported by
the CSE in thalNode.

Description of Nodes:

oneM2M architecturenableghe followingtypes ofNodes.As functional objects, such Nodesy or may nobe
mapped to physical objects.

Application Service Node (ASN):

An Application Service Node is a Node that contains one Common Services Entity and contains at least one
Application Entity.There may be zero or more ASNs in the Field Domain of an M2M System.

An Application Service Node may communicater aMcc reference point with either:
il exactly one Middle Node;
il or exactly one Infrastructure Node.
An Application Service Node communicates over Mcn with NSEs.
Example of physical mapping: an Application Service Node could reside in an M2M Device.
Application Dedicated Node (ADN):

An Application Dedicated Node is a Node that contains at least one Application Entity and does not contain a Common
Services EntityThere may be zero or more ADNs in the Field Domain of an M2M System.

An Application Dedicated bide communicates with a Middle Node or an Infrastructure Node dveaaeference
point.

Example of physical mapping: an Application Dedicated Node could reside in a constrained M2M Device.
Middle Node (MN):

A Middle Node is a Node that contains one ComrBervices Entity and contaimero or moréApplication Entities.
There may be zero or more Middle Nodes in the Field Domain of an M2M System.

A Middle Node communicatesith:
1) either an IN or another MN ovanMcc reference pointplus at least
2) an IN/MN/ASN overanMcc reference pointor
3) an ADN overaMcareference point
A Middle Node communicates over Mcn with NSEs.
Example of physical mapping: a Middle Node could reside in an M2M Gateway.
Infrastructure Node (IN):

An Infrastructure Node is a Node thaintains one Common Services Entity and costa@ro or morépplication
Entities.There is one logical Infrastructure Node in the Infrastructure Domain per oneM2M Service Provider of an
M2M System. It may contain CSE functions not applicable to other tyqebs.

An Infrastructure Node communicates owespectiveMcc reference poirgtwith:
il one or more Middle Node(sand/or
1  one or more Application Service Node(s)

An Infrastructure Node communicatgith one or more Application Dedicated Nodes aempetive Mcareference
points.

An Infrastructure Node communicates over Mcn with NSEs, and over Mcc' with Infrastridtides of other M2M
Systems.
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Example of physical mapping: an Infrastructure Node could reside in an$42%celnfrastructure.

6.2 Common Services Functions

This clause describes the sergipeovided by the Common Services Layethe M2M SystemSuch servicereside
within a CSE andhre referred to as Common Sergéeinctions (CSFs)The CSFsprovide services tthe AEsvia the
Mcareference pointand to other CSEs via tivcc reference pointCSEs interactvith the NSE via theMcn referene
point. An instantiation of a CSE in a Node conga$ a subset of the CSffam the CSFs describéd the present
document

The CSE descriptioria this clausere provided for the understanding of the oneM2M Architecture functionalities and
are informative. The CSFs contained inside the CSE can interact with each otiaw these interactionske place
are not specified ithe present document.
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Figure 6.2-1: Common Services Functions

6.2.1 Application and Service Layer Management

6.2.1.1 General Concepts

The Application and Service Layer Management (ASM) CSF peawimhagement dhe AEs and CSEs on th&DNs,
ASNs, MNs and INs. This includesapabilitiesto configure, troubleshoot and upgrade the functions of the &Skell
asto upgrade the AEs.

6.2.1.2 Detailed Descriptions

The ASM CSF provides management capabilities for GBI the AEs.
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Figure 6.2.1.2-1: Management Layers and Function

The ASM CSFutilizes the functions provided by tHaevice ManagemenDMG) CSF for interaction with the
Management Server.

The management functions include:

1  Configuration Function (CF): This functi@nallesthe configuration of the capabilities and features of the
CSE(e.g.CMDH policies)

1  Software Management Function (SMF): This function provides lifecycle management for software
components and associated artifgetg.configuration files¥or differen entitiessuch as CSE and AE.

6.2.1.2.1 Software Management Function

The Software Management Function (SMF) provides the capability to manage scftwgrenentse.g.Software
Package, Soivare Module) for AEs and CSEs.

The ASM CSF provides the capalyilip manage the lifecycle of the SoftwdPackage$or a CSEor an AE AE
SoftwarePackages may be deployed on alode that supports the AE; includitttpse on th&1Ns, ADNsand ASNs

The lifecycle of a SoftwarBPackage consists of statesgyInstalling, Installed, Updating, UninstallinrgndUninstalled)
that transition when an actioa.¢.Download, Install, UpdatandRemove) is applied to the SoftwdPackage.

When a Softwar®ackage is installed into an execution environment the software compaténttpable of

executing in the ExecutionnZzironment is called a Software Module. The lifecycle of a Software Module consists of
states €.9.1dle, Starting, Active, Stopping) that transition when an actog. §tart, Stop) is applied to the Software
Module.

6.2.2 Communication Management and Delivery Handling

6.2.2.1 General Concepts

The Communication Management and Delivery Handl@gIDH) CSF provigégscommunications with other CSEs,
AEs and N&s.

The CMDH CSFdecides at what timeo usewhich commurication connectioffior delivering commurdatiors
(e.g.CSEto-CSEcommunicatios) and, when needed and allowsalbuffer communication requests so that they can
be forwarded at a later time. This processing inGhH CSFis carried ouperthe provisiored CMDH policies and
delivery handling parameters that can be specifeatth request for communication.

For communication usintpe UnderlyingNetwork data transport services, thederlyingNetwork cansupportthe
equivalendelivery handlingunctionalty. In such case theMDH CSFuses the UnderlyingNetwork, andit may actas
a front end to access thimderlyingNetwork equivalentlelivery handlingunctionality.

6.2.2.2 Detailed Descriptions

The service that Bs orCSEs can request from the CMDH C&Ro transport some data to a specific target (BSE
AE), according tagivendeliveryparametersvhile staying within the constraints of provisioned communication
management and delivery handlipglicies.
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The content of the data provided by eginabr isnot be visible to the CMDH CSF addesnot influenceits
behaviour Consequentlythe CMDH CSHs not aware of the specifuperation requested at tteget entityincluding
the parameterngassed tdéhe operation at the destination C$his meanghatall attributes intended to lielivered to
the destinatiomntity (e.g.which CSF is the destination on the target entity, what that C&wdih the data etcare
hiddento the CMDH CSF-.

The target entity may be reached either directly or viL®ES) of aMiddle Nodgs).

As part of the delivery request, the CMDH CSF can be provided with acceptable delivery parameters for the Originator
(e.g.acceptable expiration time for delivery).

The functions supported by the CMDH CSF are as follows:

1  Ability for the M2M Service Provider to derive CMDH policies describing details for the usage of the specific
Underlying Network(s). These policies may be based on the M2M Service Subscription associated with
Application and Service Entities (AEs and CSEs) inRleédd Domain and on the agreements on usage of
Underlying Network communication resources. CMDH Policies can be provisioned into the respective CSEs
in the Field Domain.

1  Forthedelivery of communication, ability to select appropriate communication patbet at any given time
in line with provisioned CMDH policies and with CMDidlated parameters set by the Originator of
requests, and when needed and allowed, how long to buffer communication requests so that they can be
forwarded at a later time. Thpolicy-driven use of communication resources allows an M2M Service Provider
to control which Originators of requests are allowed to consipuossibly costly communication resources
at certain times.

1  For the delivery of communication, ability to be aevaf the availabity of the Underlying Networks.

1  Ability to manage the proper use of buffers for stanelforward processing through use of CMDH policies.
6.2.3 Data Management and Repository

6.2.3.1 General Concepts
One of thepurpose®f CSEs is to estble AESto exchange data with each other.

The Data Management and Repository (DMR) CSF is responsible for providing data storage and mediation functions. It
includes the capability of collectirdpta for the purpose afygregating large amounts of datanweerting this data into

a specified format, and storing it for analytics and semantic processing. The data can be either raw data transparently
retrieved from an M2M Device, or processed data which is calculated and/or aggregated lentiti2y

NOTE: Collection of large amounts of data is known as the Big Data Repositadiris not part of this document.

6.2.3.2 Detailed Descriptions

The DMR CSF providsthe capability to store data such as Application data, subscriber information, location
information,device information, semantic information, communication status, access permission, etc. The data stored
by the DMR CSF enables management of the data andipsothie foundation of Big Data.

The following are examples of DMR CSF functionalities:

1  Ability to store data in an organized fashion so it is discernible. This includes storage of contextual
information such as data types, semantic information, time stamps, location, etc., to complement the data
stored in order to access and search the data baseskbafgparameters. This is part of data semantics
capability which is not part of the present document

1  Provides the means to aggregate data received from different entities.

1  Ability to grant access to data from remote CSEs and AEs based on defineccant@épolicies, and trigger
data processing based on data access.

1  Ability to provide the means to perform data analytics on large amount of data to allow service providers to
provide valueadded services.
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6.2.4 Device Management

6.2.4.1 General Concepts

The Device Management (DMG) CSF praesthanagement of device capabilities olN#e.g.M2M Gateways)

ASNsand ADNs (e.g.M2M Devices) as well as devices that reside within an M2M Axework. Application

Entities (AE) can manage the device capabdliba those Nodes by using the services providadd®MG CSF

alleviating the need for the AE to have knowledge of the management technology specific protocols or data models.
While the AE does not require an understanding of the management technokifiy ppeocols or data models, this
information is provided to the AE so that an A&nutilize this information for administrative purposes

(e.g.diagnostics, troubleshooting).

6.24.1.1 Device Management Architecture

In order to manage the CSE and dewviapabilities of th&#INs, ASNsandADNs, the DMGcanutilize existing device
management technologiesd. TR-069[i.4], OMA-DM [i.5], and LWM2M]i.6]) in addition to management of
Management Resources across the Mcc reference Ydien the device management technology is used to manage
the MN, ASN or ADN, the DMG of the Itanslates or adapts the managetmelated requests from other CSEs or
from AEsto thedevice management commaraighe corresponding device management technology.

In order to perform the translation and adaptation functibiesDMG has a functional component termed the
Management Adapt (figure 6.2.4.1.41). The Management Adapter in the DMG of the IN-OMG-MA) performs

the adaptation between tBMG and Management Servers; while the Management Adapter in the DMG of the MN
(MN-DMG-MA) and ASN (ASNDMG-MA) performs translation and agtation between the DMG and the
Management Client. Only one Management Adapter is shown in the DMG although it can interact with Management
Server using different management technologies.

The interface between Management Server and Management(@djera 6.2.4.1.41) is themc interface which is
subject to the device management technology that is egpd R-069[i.4] or LWM2M [i.6]). Themc interface is
technology dependent and is outside the scope of this specification.

The DMG in the CSE of thBIN has the same functionality as the DMG in the CSE oABN. In addition, the DMG
in the MN can be used to manage devices in the M2M Area Network. In thisticad@MG is deployed witproxy
functionality that interacts with the Proxy Management Client usinghfhinterface. Themp interface is technology
dependent and is outside the scope of this specification.

The Management Server and Management Ctianbe implemented as an entity external to the Node orcdaepe
implemented as an entity embedded within the N&idare 6.2.4.1.11). The Management Server and the Management
Client are locatedn the boundary of the Node to indicate this situaéisnvel as to depict that an Idanutilize

multiple Management Servers from various M2M &tetwork Service Providers

MN/ASN IN
CSE CSE
_____ DMG DMG
Out of Scope Management Mcc Management
Adapter Adapter
Device in M2M la ms;
Area Network : ;
I~ Proyy | |- === === =1 ] ===
Management | L1 | Managementl | Management | |— || Management
L _Client TP ___. L Proy o Slemt |- _Mme T y  Server |

Figure 6.2.4.1.1-1: Device Management Architecture
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6.24.1.2 Management Server Interaction

6.2.4.1.2.1 Overview

The DMG CSFin thelIN has the capability to utilize Management Servers from existing device management
technologiesd.g.TR-069 [i.4], OMA DM [i.5], LWM2M [i.6]) to implement the Device Managemémhctions.The
IN-DMG-MA communicates with the Management Server usingrtiaterface that is provided by the Management
Server. Note thansinterface is outsidéhe scope of this specification. The-DMG-MA takes the following roles:

1  Protocol Translation between DMG and the Management Server

- After the DMG receives the requests from the request Originator, tBE-MA translates the
requests from the requesti@nator to requests with associated identifiers that can be understood by the
Management Servelikewise the INDMG-MA translates events from the Management Server and
delivers the events to M2M Entities.§.AE, CSE) that are subscribed to the evertteWthe
Management Server is embedded within théDIMG, the Management Adapter translates the request
and accepts events in the protocol understood by the Management Client.

1 Interaction with the Management Server

- By usingmsinterface, the INDMG-MA cancommunicate with the Management Servdnis is for
delivering the requests from the request Originator to the Management Server, or receiving information
from the Management Server that will be notified to subswiM2M Entities €.9.AE, CSE).The
comnunicationbetween the INDMG-MA and the Management Server requires an establishment of a
session. The establishment of a session between tBMIGB-MA and Management Server provgle
security dimensions for Acce€ontrol, Authentication, Nomepudiation, [@ta confidentiality,
Communication security, Data integrity and Privatlye INDMG-MA canuitilize a policy that defines
when a session between theIWMG-MA and Management Server is established and torn down.

1 Management Serveelection

- When the INDMG-MA communicate with multiple Management Servers that have different level of
accesgontrolprivilegesto resources from thidanagemen$erverthe INDMG-MA selects the proper
Management Server that has the accessrol pivilegesto perform the managemerequestsThe
accesgontol policy information for resources from Management Servers malidoeveredising the
msinterface.

1  Discovery ofexternal management objects:

- When the INDMG-MA maintains informationi(e. metadata, values) of tlexternal maagement
objectsmanaged by a Management Server usingrtbiterface, the INDMG-MA will be capable of
discoveing and keepup to date thexternal management objedtiformation that are managed by the
IN-DMG and a Management Server.

A Management Serveanbe located in th Underlying Network using the Maeference point as depicted in
figure 6.2.4.12.1-1 or the Management Servesinbe located in the M2M Service Layer as depicted in
figure6.2.412.1-2.
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Figure 6.2.4.1.2.1-1: Management Server in Underlying Network
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Figure 6.2.4.1.2.1-2: Management Server in M2M Service Layer

Themsinterface is functionally the same interface regardless if the Management Server resides in the Underlying
Network or the Service LayeHowever, the acces®ntrolprivilegesthat the Management Server has for resources

from the management technology can be different depending whether the Management Server resides in the Underlying
Network or in the Services Lay. For example iffigure 6.2.41.2.1-1, the Management Server in the Underlying

Network controls access of the exposed resources fromahagement technology while, in thigure 6.2.41.2.1-2,

the Management Server in the M2M Service Layeitrais acess to the resources.

6.2.4.1.2.2 Management Server - Access Permissions

When an operation on a M2M Service Layer Resource is perfanmkd theaccess to the Resource is granted and the
operation for the Resource utiliza®Management Server externalthe servicdayer, thdN-DMG CSF selects one or
more among the authenticated Management Servers necesaacgds the requested resourdée procedure for the
selection of Management Servers is implementation specific and outside the scope ckthtedo@iment.

The DMG CSF management functions that cause impacts to the Underlying Network utilize access permissions that are
delegated from the provider of the network service layer.

6.2.4.1.2.3 Management Server - External management object discovery

An IN-DMG-MA discovers information of thexternal management objeatsinaged by a Management Server using
themsinterface. The discovery of this information includes the:

1 M2M devices, devices in the M2MreaNetwork and M2M Applications to which the Mageanent Server
has access.

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TTA, TTC)
Page 28 of 297
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.



1  The metadata associated with ¢heéernal management objeetssociated the M2Mevices, devices in the
M2M AreaNetwork and M2M Applications. This metadata inclaidems such as the supported data/object
model.

The INDMG-MA is capable of beingept upto-date of the changes in the M2M Devices, devices in the M2
Network and M2M Applications or the metadata of éixéernal management objeeissociatedavith those entitiesn
addition, the INDMG-MA canmaintain the valuessociatedxternal management objecassociated the M2M
devices, devices in the M2M Network and M2M Applications.

6.2.4.1.3 Management Client Interaction

6.2.4.1.3.1 Overview

The DMG CSF irtheMN or ASN can useéhe Management Client from existing marmagent technologies
(e.g.TR-069 [i.4], OMA DM [i.5], LWM2M [i.6]) to implement the Device Manageménnctions. The MNDMG-
MA or ASN-DMG-MA communicates with the Management Client usingldhaterface €.9.DM-7, 8,9 ClientAPI in
OMA DM [i.5]) that is provided by the Management Client. Note thataleterface is outside the scope of this
specification. The MANDMG-MA or ASN-DMG-MA takes the following roles:

1 Interadion with the Management Client:

- By usingla interface, the Management Adaptancommunicate with the Management Client to
discover the exteial management objecisipported by the Management Client.

1  Mapping betwer the DMG and Management Client:

- After the Management Adaptdiscovers the external management objsafported by the
Management Client; the Management Adapter performs the malppiwgen thexternal management
objects to esources. The DMG ithe MN or ASN cancreate thoseesources in the ICSE, and the
resourceganbe used by the IME to manage the device capabilities pertaining to the MN or ASN.

MN/ASN IN
CSE CSE
Out of Scope DMG DMG
Management Mcc
Adapter
la
—_— — — o [====
| Management mc I| Management
| _Client = f=========ommoos o Server

Figure 6.2.4.1.3.1-1: Management Client Interaction using "la" interface

6.2.4.1.4 Device Management Resource Lifecycle

6.24.14.1 Resource Attributes from Device Management Resources

The lifecycle of eDeviceManagement Resource is implemented udiegrésource managemeamformaion defined in
clause9.1 throughclaused.5 andthe corresponding procedures to Create, Retrieve, Update and Delete the resources are
defined inclauselO. This clausedescribes additional resource management and procddui@svice Management
Resources.
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6.2.4.1.4.2 Overview

Clauss 9.1 through 9.5define resource management information that is applicable to any type of resource, including
Device Management Resourcesaddition aDeviceManagement Resoureésomaintainsinformation and
relationships that are specitit DeviceManagement Resources. This information is used to:

1  Manageexternal managemeobjects via a Management Server which requires the information necessary
identify and access the Management Server.

1  Invoke the security mechanism of the Management Server in order to authorize accessttaribe
managemenbjects.

6.2.4.1.4.3 Procedures for Creation, Update and Deletion of Device Management Resources

Clausel0 defines the procedures to Create, Wpadad Delete resources. These procedures are also applicable to
Device Management Resourdasaddition to the procedures Devigenagement Resources are Created, Updated or
Deleted:

1 By administrative means using the Mca reference point
1  Directly by a CSHEbased on a discovery or another event within the.CSE

1 Indirectly by the Management Server or Management Client when an suehtgdirmware updateor fault
notification) occurs within the Management Server or Client

Regardless of the Create, Updatéelete operation, th@riginatorof the operatiomvill be authorized to perform the
operation. In addition, at most one Management Sésadle to Create, Delete or Update addressable elements of a
Management Resource.

6.2.4.2 Detailed Descriptions

TheDMG CSF provids capabilities for the purpose of managing M2M Devices/Gateways assaddivices in M2M
Area Networks.

Device

Device Diagnostici
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Figure 6.2.4.2-1: Device Management Entities and Functions

Such capabilities include:

1  DeviceConfiguration Function (DCF): This function includes the configuration of the capabilities of the M2M
Device, M2M Gateway or device in the M2M Area Network.

1  DeviceDiagnostics and Monitoring Function (DDMF): This function includes the troubleshooting through the
use d diagnostic tests and retrieval of operational status and statistics associated with the M2M Device, M2M
Gateway or device in the M2M Area Network.

1  DeviceFirmware Management Function (DFMF): This function provides the software lifecycle management
for firmware components and associated artifacts for the M2M Device, M2M Gateway or device in the M2M
Area Network.

1  DeviceTopology Management Function (DTMF): This function provides the management of the topology of
the M2M Area Network. A M2M Area Network ismprised ofADNs and other devices in the M2M Area
Network
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6.24.2.1 Device Configuration Function

The Device Configuration Function (DCF) provides the configuration of device capabilities that are necessary to
support M2M Services and AEs in M2M Devic®2M Gateways odevices in a M2M Area Network.

These device configuration capabilities include:
1  Discovery of a device management objects and attributes
1  Ability to enable or disable a device capability

1 Provisioning configuration parameters of a device

6.24.2.2 Device Diagnostics and Monitoring Function

The Device Diagnostics and Monitoring Function (DDNdEymitsthe troubleshooting of devicapabilitieshat are
necessary to support M2M Services and AEs in M2M Devices, M2M Gatewdgsioes in a MM Area Network.

These device diagnostic and monitoragapabilitiesinclude:

1  Configuration of diagnostics and monitoring parameters on the device
Retrieval of device information that identifies a device and its model and manufacturer
Retrieval of devicénformation for the software and firmware installed on the device
Retrieval of information related to a battery within the device
Retrieval of information associated with the memory in use by a device
Retrieval of the event logs from a device

Device eboot diagnostic operation

= =2 =4 =4 A - -

Device factory reset diagnostic operation

6.2.4.2.3 Device Firmware Management Function

The Device Firmware Management Function (DFMF) provides lifecycle managementfeafi associated with a
device.

Device firmware is comjsed of firmware modules aradtefactge.g.configuration files) that are maintained on a

device. Adevicecanmaintain more than one firmware image and the capability to manage individual firmware images.
The firmware lifecycle includes actions to doaadl, update or remove a firmware image. In addition firmware could

be downloaded and updated within the same action.

6.2.4.2.4 Device Topology Management Function

The Device Topology Management Function (DTMF) is a function that is specific to M2M Gatewessa M2M
Gateway maintains zero or more M2M Area Networks.

These device topology managemeapabilitiesnclude:
1  Configuration of the topology of the M2M Area Network
1 Retrieval of information related to the devices attached to the M2M Area Network
1  Retrieval of information that describes the transport protocol associated with the M2M Area Network
1

Retrieval of information that describes the characteristics associated with online/offline status of devices in the
M2M Area Network
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6.2.5 Discovery

6.2.5.1 General Concepts

TheDiscovery (DIS) CSF searekinformationabout applications and services as containedtiibutes andesources
The result ofidiscovery equest from a@riginatordepends upon thdter criteriaandis subject taaccess control
policy allowed by M2MService Subscription. AnOriginatorcould be an & or another CSE. The scope of the search
could bewithin one CSE, or in more than one CSE. The discovery results are returned badRrigittagor.

6.2.5.2 Detailed Descriptions

TheDIS CSF uses the Originator provided filter critesag(a combination of keywords, identifiers, location and
semantic information) that can limit the scope of infoiorateturned to the Originator.

The discovery request indicates the addregsJRI) of the resource where the discovery is to be performed. Upon
receiving such request, the DIS CSF discovers, identifies, and returns the matching information regarding discovered
resources awrding to the filter criteria.

A successful response includee discovered information or address(esy.(URI(s)) pertaining to the discovered
resources. In the latter case the Originator can retrieve the resources using such discovered address. Based on the
policies or Originator request, the CSE which receibeddiscovery request can forward the request to other registered
ASN-CSEs, MNCSEs or INCSEs.

6.2.6 Group Management

6.2.6.1 General Concepts

The Group Management (GMG) CSF is responsible for handjiogp related requests. The request is gemanagea

group and its membership as wellfasthe bulk operationsupported by thgroup. When adding or removing

members to/from group, it is necessary to validatdetherthegroupmember complies with the purpose of gneup.

Bulk operations include readrite, subscribe, notify, device management, etc. Whenever a request or a subscription is
made via thgroup, thegroup is responsible for aggregating its responses and notifications. The membgnsupf a

can have the same role with regards to acmm®sol policycontrol towards a resource. In this case, access control is
facilitated by grouping. When the Underlying Network provides broadcasting and multicasting capability, the GMG
CSF is able to utilize such capability.

6.2.6.2 Detailed Descriptions

The GMG CSFenablegshe M2M System to perform bulk operations on multiple devices, applications orcesdhat
are part of a groupn addition, he GMG CSF suppa@bulk operations to multiple resources of interest and aggsegate
the resultslt facilitates access control based on grouping. When needed and available, the GM@nGS€rage the
existing capabilities of the Underlying Network including broadcasting/multicasting.

When facilitating access control using a group, only members with theagmess control policy towards a resource
are included in the same group. Also, only AEs or CSEs which have a common role with regards to access control
policy are included in the same group. This is used as a representation of the role when facilédiaspbaccess
control.

The service functions supported by the GMG CSF are as follows:

1  Handles the requests to create, query, update, and delete a group. An AE or a CSE may request the
creation/retrieve/update/deletion of a group as well as the additibdedetion of members of the group.

1  Creates one or more groups in CSEs in any of the Nodesihi2M System for a particular purpose
(e.g.facilitation of access control, device managementofancommon operations to a group of devices, etc.).

1  Handleshe requests to retrieve the informatiemg(URI, metadata, etc.) of a group and its associated
members.
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1  Manages group membership and handles requests to add or remove members to and from a group's member

list. A member may belong to one or more groupgréup may be a member of another group. When new

members are added t@meoup, the GMG CSF validates if the member complies with the purpose of the group.

1  Leverages the capabilities of other CSFs in ordé&ulfil the functionalities supportda/ the GM5 CSF
service functions. Examples include: Security CSF ftinentication and authorization.

1  Forwards requests to all members in the group. In case the group contains another group as a member, the

forwarding process is done recursivelg, the nested @up forwards the request to its members. After
forwarding the request to all members in the group, the GMG CSF generates an aggregated response by
aggregating the corresponding responses from the Group members.

1  Supports subscriptions to individual grougsibscriptions to a group is made only if the subscriber is
interested in all members of the group. If subscription to a group is made, the GMG CSF aggregates the
notifications from the group members, and notifies the subscriber with the aggregatedtiootifiResponses
and event notifications relevant to a subscription may be selectively filtered by filtering criteria.

6.2.7 Location

6.2.7.1 General Concepts

The Location (LOC) CSF allowsEsto obtain geographical location informationdddes(e.g, ASN, MN) for
locationbased services. Such location information requstbefrom an AEresiding on eithea local Node or a
remote Node

NOTE:  Geographical location information carclude morehan simply the longitude and the latitude
information.
6.2.7.2 Detailed Descriptions

TheLOC CSF obtainand managegeographical location information based on requests &Bsresiding on eithea
local Node or a remote Nod€he LOC CSF interastvith any of the following:

1  Alocation server inthe Underlying Nevork;
1 A GPS module imnM2M device or
1 Information for inferring location stored in other Nodes.

In order toupdate the location information, an Agnconfigure an attributee(g.update period)Based on such defined
attributes, the LOC CSFanupdatethe location information using one thfe location retrieval mechanisms listed
above.

NOTE: The location technologye(g, Cell-ID, assisedGPS, andingerprint)used by the Underlying Network
depends oiits capabilities

The functions supported by the B3CSF are as follows:

1  Request otherNodesto share and report their own or otiNades geographical location information with the
requesting As

1  Provides means for protecting the confidentiality of geographical location information.
6.2.8 Network Service Exposure, Service Execution and Triggering

6.2.8.1 General Concepts

The Network Service Exposure, Service Execution and Triggeri®@pE) CSF manages communications with the
Underlying Networks for accessing network service functions ovevitmerefererce point. The NSE CSF uses the
available/supported methods for service "requests" on behaE®flhe NSSE CSF shields other CSFs andsArom
the specific technologies and mechanisms sup@diry the Underlying Networks.
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NOTE: The NSSE CSF provides agtation for different setof network service functions supported by various
Underlying Networks.

The network service functions provided by the Underlying Network include service functions such as, but not limited
to, device triggering, small data transsiis, location notification, policy rules setting, location queries, IMS services,
device management. Such services do not include the general transport services.

6.2.8.2 Detailed Descriptions

TheNSSE CSF manageommunication with the Underlying Networka obtaining network service functions on
behalf of other CSFs, remote CSEs @&sAThe NSSE CSF usethe Mcn reference point for communicagjiwith the
Underlying Networks.

The M2M System allovs the Underlying Networks to control network service procesand information exchange
over the Underlying Networks while providing such network services. For example, for the 3GPP networks, the
Underlying Networkcanchoose to provide the network services based on control plane signalling mechanisms.

Other CSFsn a CSE that need to use the services offered by the Underlying Network useSth€ SIS,
The service functions supported by the NSSE CSF are as follows:

1  The NSBE CSF shieldother CSFs and Bs from the specific technology and mechanisms stipgdry the
Underlying Networks.

NOTE  The NSSE CSF provides adaptation for differenss#tnetwork service functions supported by various
Underlying Networks.

1  The NSSE CSF maintasithe necessary connections and/or sessivasthe Mcn reference poirtetween
the CSE and the Underlying Network when local CSksiameed of a network service.

1  The NSSE CSF provideinformationto the CMDH CSF related to the Underlying Network so the CMDH
CSF can includg¢hat informatiornto determine proper communication handling.

6.2.9 Registration

6.2.9.1 General Concepts

TheRegistration (REG) CSprocesssa request fronan AE or another CSE to register wittRegistratCSE in order
to allow the registered entities to use the services offered RethistratCSE

6.2.9.2 Detailed Descriptions
Registration is the process of delivering AE or CSE information to anothemG##er touse M2M Services.

An AE on anASN, an MN or anIN performsregistationlocally with the corresponding CSE in order to use M2M
services offered by th&SE. An A on anADN performsregistationwith the CSE onmMN or an INin order to use
M2M services offered by that CSEnAN-AE performsregistation with the corresponding CSE on Exhin order to
use M2M services offered by th&t CSE. A AE canhave interactions with itRegistratCSE (when it is the target
CSE) without the need to have tRegistratCSE register with other CSEs.

The CSE on aASN performsregistationwith the CSE in théN in order to be able to use M28krvices offered by
the CSE in theMN. As a result of successful ASBISE registration with the MICSE, the CS&on the ASNand the
MN establish a relationshigllowing themto exchange information.

The CSE onmaMN performsregistationwith the CSE of anothévIN in order to be ble to use M2Mservices offered
by the CSE in the othéN. As a result of successful MESE registration with the other MASE, the CS&on the
MNs establish a relationshgdlowing themto exchange information.

The CSE on@ASN or on an MN performregidrationwith the CSE in théN in order to be able to use M2®&rvices
offered by the CSE in th&\. As a result of successful ASN/MN registration with theQSE, the CSEs on ASMN
andIN establish a relationshadlowing themto exchange information.
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Fallowing a successful registration of an AE to a CSE, the AE is able to access, assuming access privilege is granted,
the resources in all the CSEs that are potential targets of request from the Registrar CSE.

The capabilities supported by the REG CSF ariolows:
1  Ability for AEs to register to their associated CSEpastable 6.2.9.21;
1  Ability for CSE to register to the other CSE,mstable 6.2.9.21;

1  Ability for an ASN-CSE/MN-CSE to register association of its M2B4t-ID (if available) with its C&-ID,
(see clause 7.1.8)

1  Ability for an ASN-CSE/MN-CSE to register association of its TriggRecipientID (if available) with its
CSEID, (see clause 7.1.8). When TriggRecipientID is not present, it is assumed that the CSE is not able to
receive trigyers.
NOTE: Such registrations are applicable to a singBM Service Provider Bmain.
Registration informatiofior a Nodeincludes:
1 Identifier of the Node.
1  Reachability schedulgwhich are elements offdodeés policy, and specify when messagaanoccur

betweerNodes. Reachability schedulesnbe used in conjunction with other policy elements. When
reachability schedules are not presentNpde then thallode is expected to be always reachable.

6.2.10 Security

6.2.10.1 General Concepts

The Security (£C) CSF comprises the following functionalities:
Sensitivedatahandling;

Securityadministration;

Securityassociatiorestablishment;

= = =4 =9

Accesscontrolincluding identification, authentication and authorization
1 Identity management

Sensitivedatahandling finctionality in the SEC CSF protects the local credentials on which security relies during
storage and manipulation. Sensitdatahandling functionality performs other sensitive functions such as security
algorithms. This functionality is able to suppsetveral cryptographically separated security environments.

Security management capabilities are provided by the Security Administration functionality as specifi@D03 Ti$
NOTE: ASM and DMG CSFs do not include security management capabilities 88& CSF.
Securityadministration functionality enables services such as the following:

1  Creation and administration of dedicated security environment supported by Sensitive Data Handling
functionality;

1  Postprovisioning of a root credential protected hg security environment;

1  Provisioning and administration of subscriptions related to M&vhmon ®rvices and M2MApplication
Services.

Securityassociatiorestablishment functionality establs$security association between corresponding Middies, in
order to provide services such as confidentiaitglintegrity.

Accesscontrol functionality authorigsservices angdpecific operationse(g.Read/Update) on resources identified and
authenticated entities, according to provisioaedess contrgiolicies aad assigned roles.
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While unigque identifier of an entity are used for authenticadinaidentity managementhisfunctionality provides
pseudonyms which serve as temporary identifiers which cannot be linked to the true identity of either the associated
ertity or its user.

6.2.10.2 Detailed Descriptions

The functionalities supported by the SEC CSF are as follows:

1  Sensitive data handling:

- Provides the capability to protect the local credentials on which security relies during storage and
manipulation.

- Extends sensitive data handling functionality to other sensitive data used in the M2M Systems such as
subscription related information, access control policies and personal data pertaining to individuals.

- Performs other sensitive functions as well, such asiggalgorithms running in cryptographically
separated secure environments.

1  Security administratian
- Creates and administers dedicated secure environment supported by sensitive data handling functionality
- Postprovisions master credentials protected bysthaure environment.

NOTE: The secure environment can also begm@visioned with a master credentials prior to deployment;
therefore this capability is not always required. Rwevisioning is required when seeuemote
provisioning needs to be perfoechor reinitiated after deployment.

1  Provisioning and administration of subscriptions related to M2M Services and M2M application services.
Besides the associated master credentials, a subscription includes other information classified as sensitive data
such as authorization roles and identifiers for access control management.

1  Security association establishment:

- Establishes security associations between corresponding M2M Nodes in order to provide specific
security servicese(g.confidentiality, integrity or support for application level signature generation and
verification) involving specified security algorithms and sensitive data. This involves key derivation
based on provisioned master credentials. This functionality of the SEC CSF is mandatoryowhign se
is supported.

i Access control:

- Authorizes services and specific operations (e.g. Read/Update) on resources to identified and
authenticated entities, according to provisioned access control policies and assigned roles. This
functionality is mandatorwhen any services relying on authorization and access control are present.
Among other usages, the services of this functionality may be applied to personal information as a means
to preserve privacy.

1  Identity protection:

- Provides pseudonyms to be usedead of the unique identifiers of an entity to serve as temporary
identifiers not linkable to the true identity of either the associated entity or its user.

Detailed functionalities are described in the Security SmistiTechnical Specificatiod]f
6.2.11 Service Charging and Accounting

6.2.11.1 General Concepts

The Service Charging and Accounting (SCA) CSF provides charging functions for the Service Layer. It supports
different charging models whiddsoinclude onlinereal time credit controlThe SCA (GFmanagsservice layer
charging policies and configurati@apturingservice layechargeable events, generating charging records and charging
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information. The SCA CSF can interact with the char@ystem in the Underlying Network alsbhe SCA CSF inhe
IN-CSEhandlesthe charging informatian

6.2.11.2 Detailed Descriptions

The SCA CSFperformsinformationrecordingcorresponding to a chargeable evea$ed on the configured charging
policies The SCA CSF sesdhe charging information transformed frdhe specific recorded information to the
billing domainby the use of a standard or proprietargiface for charging purposes.

The SCA CSF suppatindependent service layer charging” and "correlated charging with the Yindedetwork"
charging syst®. For independent service layer charging, only charging functions M2Me servicelayerare
involved. For correlated charging, charging functions in botlsghgécelayer and the Undsfing Networkare
involved.

The SCA CSF supparbne or multiple carging models, such as the follog:
1  Subscriptiorbasedcharging: A service subscriber is charged baseskorncelayer subscriptions.

1  Eventbasedcharging: Charging is based servicelayer chargeable events. A chargeable event refers to the
discretetransactions. For example, an operation on data (Create, Update, Retrieve) can be an event.
Chargeable event can also be timer baGadrgeable eventgeconfigurableto initiate information
recording More than or chargeable event can be simultaneouasiyfigured and triggedfor information
recording.

The Service Layer charging system corssi$tthe following logical functions:

1  Chargingmanagementunction: This function handles charging related policies, configurationsnotker
charging<internode charging has not been specifiatbeds review>function communications and
interacting with the charging system in the Underlying NekwCharging related policies.

1  Chargingtriggeringfunction: This function resides in tiservicelayer. It capturethe chargeable event and
generates recorded information for charging. Recorded information may contain mandatory and optional
elements.

1  Offline chargingfunction: This function handles offline charging related operations. Offline charging does not
affect ®rvices provided in real time. Charging triggering information is generated at the CSFs where the
chargeable transaction happens. dffine chargingfunction generateservicechargingrecords based on
recorded information. Aervicechargingrecord is gormatted collection of information about a chargeable
event (e.g. amount of data transferred) for use in billing and accounting.

NOTE: Chargingtriggering andbffline chargingfunctionarebased on charging policies. The system may record
information forother purposes such as entlogging. Some of such information may be applicétre
charging purposes.

6.2.12 Subscription and Notification

6.2.12.1 General Concepts

The Subscription and Notification (SUB) CSF praadotifications pertaining to aubscription that tracks changes on
a resourcedq.g.deletion of aesource). A subscription to a resource is initiated b&Eor a CSE, and is granted by
thehosting CSE subject to accesmtrol policies During an activeesourcesubscription, théiosing CSE sends a
notification per modification of the resource to the address(es) where the resource subscriber wants to receive it.

6.2.12.2 Detailed Descriptions

The SUB CSF managesubscriptions to resources, subject to accengrol policies and senslcorresponding
notifications to theaddress(es) where the resource subsankantto receivethem.An AE or a CSHs the subscription
resource subscribeAEs and CSEsubscribe to resoursetherCSEs. A subscriptiorhosting CSE serghoatifications
to theaddresges)specified by theesource subscribéor modificatiors on a resourceThe scope of a resource
subscription includes tracking changes of attribute(s) and child resource(s) of the sultsarisedrce. It does not
include tracking the change attribute(s) of the child resource(s). Filter criteria conditions can be used to constrain the
scope of tracking.
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A subscription is represented as resource subscription in the CSE resource structure.
The functions supported by the SUB CSF are as fallow

1 Inclusion of the resource subscriber ID, Hosting CSEID and subscribedb resource address(es) per
resource subscription request. It may also include other criteegadgsource modifications of interest and
notification policy) and the address)eghere to send the notifications.

1  Ability to subscribe to a single resource via a single subscription, or subscribe to multiple resources via a
single subscription when they are grouped and represented as a single group resource.

6.3 Security Aspects

TheoneM2M Security Analysis Technical Repor8Jidifferentiates security domains related to the transport layer
(Underlying Network), service layer (M2M common services) and Application Layer. It also considers possible trust
scenarios involving these diffent security domains, and investigates countermeasures to threats that potentially affect
the security of the M2M System.

Each of the security domains may provide their own set of security capabilities. The oneM2M security solution shall
provide configurlle security services through an API for upper security domains to leverage, or enable the use of the
exposed security features of other security domains when appropriate.

As a result, beyond providing security solutions that protect the integrity of2Me $&rvice Layer, the oneM2M
architecture exposes, through its APIs, further security services that are made available to M2M Applications. This
enables M2M Applications to benefit from security solutions deployed in the M2M Service Architecture, without
adding redundant and/or proprietary security solutions

NOTE: It remains the responsibility of M2M ApplicatiderviceProviders to perform their own risk assessment
process to identifying the specific threats affecting them and derive their actual seeedity

Security aspects are describedneM2M Security Solutions Technical Specificatih [

6.4 Intra-M2M SP Communication

A CSE shall perform registration with another CSE to be able to use M2kt&eoffered by that CSE and to allow
the other CSE to use its services. As a result of successful registration the CSEs establish a relationship allowing them
to exchange information.

An AE shall perform registration with a CSE in order to be ableedi&M Services offered by that CSE. As a result
of successful AE registratipthe AE and the CS&stablish a relationship allowing them to exchange information.

The following table shows which oneM2M entity types shall be able to register with whicteottetypes:

Table 6.4-1: Entity Registration

Originator Receiver . .

(Registree) (Registrar) Registration Procedure
ADN-AE MN-CSE, IN-CSE
ASN-AE ASN-CSE AE registration procedure
MN-AE MN-CSE see clause 10.1.1.2.2

IN-AE IN-CSE
ASN-CSE MN-CSE, IN-CSE CSE registration
rocedure

M= AEReRE, ResE see clguse 10.1.1.2.1

The Originaor (Registree) inable 6.41 requests the registration and the Receiver (Registrar) is responsible for
verifying the request, and checking the authentication andrédtion of the Originator in order to establish a peer
relationship.

1  An AE shall not be registered to more than one CSE (&5&, MN-CSE or INCSE).

1  An ASN-CSE shall be able to be registered to at most one other CSEE@HE\r INCSE).
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1  An MN-CSE shall beble to be registered to at most one other CSE-QBE or INCSE).

An MN-CSE shall be able to support only a single registration towards anoth€@3#Nbr an INCSE. A
concatenation (registration chain) of multiple-directional registrations shall nfairm a loop. E.g.,wo MN-CSEs A
and B, canot register with each other. Three MDSES A, B and C, where A registers to Bd & registers to C, then
C camot register to A.

6.5 Inter-M2M SP Communication

6.5.1 Inter M2M SP Communication for oneM2M Compliant Nodes

To enable M2M entitiese(g.CSE, AE) in different M2M Service Provid€8P)domains to communicate,
configurationwithin the M2M domairdeterminesf such a communicatiorsiallowed. If allowed, the M2My&tem
shall support routingf the trafficacross theriginatingM2M SPdoman and within the targe¥12M SPdomain.

Communication between different M2M SPs which occurs over the reference polnisMobject to business
agreements. The offered functionality is typically a subset of the fuiaditipoffered over the Mcc reference point.

Any interM2M SP communication in support of a request originating from one M2M SP domain shall be processed and
forwarded through the Infrastructure Node of the originating M2M domain towards the InfrastNotigref the target

M2M SP domain and finally forwarded to its target CSE, if different from the Infrastructure Node. Hence the
Infrastructure Node in both M2M domains shall be the exit and entry points, respectively, for all iNte3R12
communication trédic.

In this configuration approach, public DNS shall be used to support traffic routing for inter M2M SP communication in
accordancevith [i.16]. This relies on public domain nhames being allocated to communicaBagentities within the
oneM2M architecture, and to whom access across domains is permitted through policies. To that effect, an M2M SP
supporting interM2M SP communication shall ensure that the public domain names for the CSEs whose functionality
is awailable acrosslomains are held in its publicNs and shall always point to thi¢ address associated with the
Infrastructure de for the domain (being the entry pifor accessibility purposes.

The M2M SP could optionally also have additional poli¢eesample: black list or white list) that governs accessibility
from other domains to CSE functionality located within its own domain. These policies are however out of gdepe
document

The public domain names of CSEs to whom access from other doimailtowed by policies, shall be created in the
DNS of the M2M SP by # Infrastructure Nde at registration time of these CSEs, and shall be removed at
deregistration. DNS entries for CSEs can also be created/removed for registered CSEs at anth&rivw2by SP
through administrative nams to handle dynamic policies.

6.5.1.1 Public Domain Names and CSEs

To enable the&isage of public DNSs as descriladmbve, there ianeed for a naming convention for public names for
CSEs. This naming convention faigites the creation of the necessary entries of the public domain names of CSEs in
the DNS by the infrastructure node.

CSEs public domain naraehall be a sudomain of the Infrastructureddés public domain name. Thinaming

convention allows the Infrastcture Node to include the needed DNS entry corresponding to the CSE to whom access
from other domains is allowed. This would typically occimew the CSE registers with the Infrastructuoeldl subject

to policies, or administratively.

Accordingly, the sucture of the public@main of the CSEs ilN/MN/ASN shall follow the following naming
convention, which relies on the CSE identifier (CIBE as part of the naming conventionfézilitate theDNS entry
creation:

i Infrastrudure NodeCSEpublic domain nme: <Infrastructure bide CSE Identifier>.<M2M ServicerBvider
domain name>

1  Middle NodeCSEpublic domain name: <iddle Node CSE ldentifier>.<Infrastructure Node public domain
name=

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TTA, TTC)
Page 39 of 297
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.



1  Application Service NodeCSEpublic domain name: <ApplicatidBerviceNode CSE
Identifier>.<Infrastructure Node public domain name>

Both theMN-CSEand theASN-CSE public domain namese subdomains of the Infrastructure Nogablic domain
name

The A/AAAA records in the DNS, as pgr 9], [i.11] and[i.15] shall consist of the public domain name of the G8&
the IP address of the M2M Infrastructure Node, since the M#Mdtucture Nodeis theentry point of the M2M
Service Provider dmain name where it belongs to.

Note that entries in the public domain names of the three nodes depicted above do not imply that the actual CSE
Identifier allocated for that node has to be used in the DNS enttyeiRaeny name, including indeed the CSE Identifier
for the node, can be used there as long as the entry resolves to the iNedeed

EXAMPLE:

These 3 host entries are valid entries in the DNS:
i MN-CSEIDIN-CSEID.m2m.myoperator.org
1 nodel.node2.m2m.myopeosatrg

i MN-CSEID.node22.m2m.myoperator.org

6.5.2 Inter M2M SP Generic Procedures

This clausedescribes the behaviour of the M2Wbdes in support of intevi2M SP procedures.

6.5.2.1 Actions of the Originating M2M Node in the Originating Domain

Theoriginatorin the originating domain can be any M2M node such as ADN, an MN, or an ASN, ansksidall
request to th®egistrarCSE to retrieve a resource located in another MBAMd@&nain.

Theoriginatorshall use any of the options definectlause 9.3.10 idertify the target hosand resource for that
purpose.

6.5.2.2 Actions of the Receiving CSE in the Originating Domain

Thereceiving CSE in the originating domain shall check if the addressed resource is locally available. If the addressed
resource is not lodlgt available, then the request shaé¢ forwarded to the next hop.

If the receiving CSE is on an IN, it shall check if the addressed resource is locally available within its domain. If the
addressed resource is not located within its own domain, théN gtell perform a DNS lookup by using the target
hostname provided in the RETRIEVE request. A successful DNS lookup shall return to the origin IN in the originating
domain the IP address of the M2M IN residing in the target MBE\d®nain.

Subsequentlyhie IN in the originating domain shall forward the request to the IN of the target domain.

6.5.2.3 Actions in the IN of the Target Domain

The IN is the entry point of the target M2NP 8omain. The IN shall check if the addressed resource is a local resourc
If it is not a local resource it shall forward the request to the appropriate CSE, after identifying the hosting CSE within
its domain, usig the pointOfAccess attribute.

Once the request reaches the tangstingCSE, the CSE shall apply the acceastrol policiesapplicable to the
request. Consequently, thestingCSE shall forward the response for the incoming request following the same path of
the incoming request.
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6.5.3 DNS Provisioning for Inter-M2M SP Communication

As specifiedpreviously, anyM2M SP supporting inteM2M SP communication shall ensure that the public domain
names for the CSEs whose functionality is available across domains are held in the BIZMISRNd shall always
point to the IP address associated with the InfrastructuraitloCSE (being the entry point) for accessibility purposes.

This implies that the INCSE shall be responsible for creating the appropriate entry in the DNS for a successfully
registered CSE in the HESE, if the M2M SP policies do allow access to the @&iass multiple M2M domains.
Similarly the INCSE shall be responsible for deleting the appropriate entry in the MZVDSIE for a successfully
deregistered CSE in the HESE if the M2M SP policies do allow access to the CSE across multiple M2M domains

6.5.3.1 Inter-M2M SP Communication Access Control Policies

Additional M2M SP policies that further restrict access to CSEs to requests originating from configured M2M SPs only,
can complement the DNS entries created by th€EB¥E. These policies are odtszope of tke presentiocument.

6.5.4 Conditional Inter-M2M Service Provider CSE Registration

Inte-M2M Sewice Provider CSE registratiahall be supported to enable M2M entities (e.g., CSE, AE) in peer M2M
Service Provider (SP) domains with the abiliiycreate and operate resources with the equivalent set of possibilities as
offered in théntraaM2M Service Provider domajisubject to the following:

1  The AE or CSE in either domain requires a representation of its own domain, notablyGB& Idf its
domain, in the peer domain to create resources in the peer domain. As an example, when it is required for an
AE or a CSE to create and operate under the representation ofGBHMNesource from a different M2M SP
Domain. This enableshe AE or CSE to hava behaviothat is identical in botthe intra and interM2M SP
cases.

An AE or CSE that does not require to use the remoteCSE representations oéitluootiin as parent resources:
create resources in the peer domain if it knows the parent addherce to be creatarid as such does not require IN
to IN registrationHence creating subscriptiongithin a peer M2M SP shall not require ININ registration between
peer donains (but remains subject to intdM2M SP business agreements, and accessol policies).

Registration bet@enM2M SPs occurs over the reference point Mcc', and is uibjéwisiness agreements. These
agreements camtiit the offered functionalitiem comparison to those offered over the Mcc reference point.

No additional scurity is required respect to the basic procedure as describedlin6.5.2 and 6.5.

The followingee bl e shows which oneM2M entity types can registe
reference point.

Table 6.5.4-1: Inter M2M SP Entity Registration

Originator Receiver . .
(Registree) (Registrar) Registration Procedure
_ ) CSE registration procedure.
IN-CSE IN-CSE See clause 10.1.1.2.1

An IN-CSE is allowed to register to the-IBSE of multiple different M2M SP domains in the oneM2M System.

Any interM2M SP communications in support of a request originating from one M2M SP domain shall be processed
and forwarded through the IN of the originating M2M domain towards the IN of the target M2M SP domain and finally
forwarded to its target CSE, ifdiffeent from t he target domainds | N. Hence
exit and entry points, respectively, for all infddEM SP communication traffic.

6.6 M2M Service Subscription

The M2M Service Subscription defines the technical part of thizamirbetween an M2M Subscriber (typically an
M2M ApplicationService PPovider) and an M2M Service Provider. Each M2M Service Subscription shall have a
unigque identifier, the M2MBubID, as specified itlauser.1.11. An M2M Service Subscription establislaelink

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TTA, TTC)
Page 41 of 297
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.



between one or more AEs; one or more M2M Nodes, one or noleseassociated with an2M ServiceSubscription
as well as subscriber defined groups useddoessontrol policies

An M2M Service is the marketable service offered to M2M servibeaiber (organizations or individuals). Examples
of services includdevicemanagementpcation,dataexchange, etc.

In each M2M Service, one or multiple M2M Service role(s) shall be defined by the M2M Service PranitziM
Servicesubscriptiorrole is defined as a set of privileges pertaining to a resource types which are associated with M2M
Service. The M2M Subscriber subscrilas®ne or multiple roles within the M2M Servicelepending upowhich

role(s) theM2M Subscribers are interested in.

An example of he set of M2M Services and M2M Serviegbscriptiorroles isprovidedin annexG.
It shall be possible for an M2M Service Proveler definetheir own services and roles.

An M2M Service Subscription governs an M2M subscription, the N\tMes whee AEsS can reside and execute the
M2M Service roleandsubscriber defined groups used docesscontrol policiesAn example of the Subscriber
defined group isall node applications within this service sutisiion with App-ID set to a specific valteAccess
controlpolicy resource configuration shalbmplywith the M2M Service Subscription. F@uthorization of accessing
the resourcegccesscontrolpolicy is appliedand carbebased on M2M Service subscription roles

How to authorize the request optton based on M2M Service Subscription resoareelefined in TS0003 [L].
An M2M Service Subscription shall be used for the following purposes:

1  Serve as a basis for authorization for resource opasatio

1  Serve as the basis for charging.

1 Identify whichNodes are part of this M2M Service Subscription
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7 M2M ldentification and addressing

7.1 M2M ldentifiers

This clauseprovides dist of identifiers required for the purpose of interworking withinaheM2M architectural
model

An identifier provides unique information or name, taigpbel which has aonsistentneaningwhen appliedFor
example, a CSHD for anMN is used for the purpose of CSE identificatigithin anMN. A CSEID for anASN is
used fo CSE identificatiorwithin anASN.

Oneidentifier shall not be assigned to two or more different entitiesd@mtifier is used to reference M2M entities
during their lifetime. Suckdentifiers provide information for association with otrdantifiers.

It is assumed that the Application Identifier (Aip) and the CSE Identifier (CSE) have been assigned initially and
are known beforanM2M System boots up.

7.1.1 M2M Service Provider Identifier (M2M-SP-1D)

An M2M Service Provider shall be uniquely idiéied by the M2M Service Provider Identifier (M2BIRID). This is a
static value asgned to the Service Provider.

7.1.2 Application Entity Identifier (AE-ID)

An ApplicationEntity Identifier (AE-ID) uniquely identifies a\AE resident on an M2NNode, oran AE that requests
to interact with an M2MNode. AnAE-ID shall identify anApplicationEntity for the purpose of all interactions within
the M2M System

The AEID is globally uniqgueand when used internally to a specific M2M SP domain, it is suffiaieiné unique

within that M2M Service Provider domain. It is extended to become globally unique when used outside the M2M
Service Provider boundaries. The@SE shall perform this task of adding or removing identifier portions (identifying
the M2M SP) accaling to claus€.1.12.

Additionally the AEID, when used in the context of a specific CSE where the AE is registered, it is sufficient to be
unigue within the scope of that specific CSE. It is extended to become M2M Service Provider unique when used outsid
such specific CSE.

The hosting CSE of the AE shakrform this task of adding or removing the identifier portions according to clause
7.1.12.

7.1.3 Application Identifier (App-I1D)

This is equivalent to the application name and is not guaranteed kabladlygunique on its own.

This identifier may be supported via a single or multiple registratuthorities/entitiesThe definition and assignment
of such an identifier is out of scope of this document.

NOTE  Detailed format and structure of the Afip is not specified in the present document. Who assigns the
App-ID is not specified in the present document.

7.1.4  CSE Identifier (CSE-ID)

A CSE shall be identified by a globally unique identifier, the @8FEwhen instantiated within &i2M nodein the
M2M System

The CSEID is globally uniquevhen used internally within a specific M2M SP domain. It is sufficient to be unique
within that M2M Service Provider domain. It is extended to become globally unique when used outside the M2M
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Service Provider boundas. The INCSE shall perform this task of adding or removing the identifier portions
according to clausé.1.12.

The CSEID shall identifythe CSE for the purpose of all interactions from/to the CSE within the N&/gtem

7.1.5 M2M Node Identifier (M2M-Node-1D)

An M2M node, hosting £SE and/oApplication(s) shall be identified by a globally unégidentifier, the
M2M-NodeID.

The M2M System shall allow the M2M Serviced¥ider to set the CSID and theM2M-Node D to the same value.
The M2M-NodeID enables the M2M Service ®vider to bnd aCSEID to a specific M2M nde.

Examples of allocating globally unigue M2MNodeID includethe use oDbject Identity (OID) and IMEI. For details
on OID, see anexH.

7.1.6 M2M Service Subscription Identifier (M2M-Sub-1D)

The M2M-SubID enables the M2M Servica®vider to bind application(s), M2M nodes, CSifsl services identified
by service identifierso a particular M2MService Subscription.

The M2M Service Subscription Identifier has the following characteristics:
belongs to the M2M Servicadvider,
identifies the subscription to an M2M ServiceWder;

enalbles communication with the M2M Servicedvider;

= = =4 -2

can differ from the M2MJnderlyingNetwork Subscription Identifier.

There can be multipl12M Service Subscrijon Identifiers per M2MJnderlyingNetwork subscription.

7.1.7 M2M Request Identifier (M2M-Request-ID)

The M2M-RequestD tracks a Request initiated by A& over the Mca reference point, and by a CSE over the Mcc
reference point, if applicable, end tadeift is also included in the Response to the Requesttoebtca or Mcc
reference points.

To enablean AE to track Requests and correspondirgsponses over the Meoaference pointAEs shall include a
distinctM2M Requestdentifier per request over tivdca Reference point to the CSE for any initiated request.

The CSE shall make such M2M Request Identiféeeivedirom the AE globally unique by appending its CEEto it.

If the CSE createsnaM2M Requestdentifier, then the CSE shall maintain a bigdbetween thé12M Request
Identifierreceived from the AlRnd theM2M Requestdentifier it createdh its interactios towards other peer CSEs.
The CSE shall include thd2M Requestdentifierreceived from the Alin its Response to th&E. This binding kall

be naintained by the CSE until theeRuesimessage sequence is compleiéate that the Request initiated by the CSE
could be the result of an applicatiBequest, or a request initiated autonomously by the CSE to fulfil a service.

In case the receing CSE is not reachable over tiraerlyingnetwork, the INCSE initiates procedure for "waking up"
the Node hosting the receivi@SE by using procedures such as device triggeringtbedfcn reference point. For
Device Triggering, the triggering refemnumber used to gelate device triggering response is independent of the
M2M Request Identifier. An INCSE may use the same value of an MREuesidentifier in an incoming request for
the triggering reference number in its interaction with the uyiderhetwork.

A CSE receiving a Bquest from a peer CSE shall include the recdi#2M Requestdentifier in all additional
Requests unspanneick( 1:1) it has to generate (including propagation ofititeming Request) and that @associated
with the ircoming Request, where applicable.

Note that the M2M Request Identifier can be made globally unique by including th&dd&Eombination with any
random number.
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7.1.8 M2M External Identifier (M2M-Ext-ID)

The M2M-Ext-ID is used by an M2M Service Providé2M SP) when services targeted to a CSE, identified by a
CSEID, are requesd from the Underlying Network.

The M2M External Identifier allows the Underlying Network to identify the M2M Devgcg., ASN, MN)associated

with the CSEID. To that effect, th&nderlying Network maps the M2/xt-ID to the Underlying Networkpecific
Identifier it allocated to the target M2M Device. In addition, the M2M SP shall maintain the association between the
CSEID, the M2M-Ext-ID and the idetity of the Underlying Netwdx.

Both preprovisioned and dynamic association between the-ICSEith the M2M-Ext-ID aresupported.

NOTE1: For each CSHD, thereis only one M2MEXxt-ID for a specific UNetworkD. Hence an M2M SP
interworking with multiple Underlying Networks &different M2M-Ext-IDs associated with the same
CSEID, one per Underlying Network and sekettte appropriate M2MEXt-1D for any service request it
initiatestowards an Underlying Network.

NOTE 2: The mapping by the Underlying Network of the Ma®tt-ID to the M2M Device isUnderlyingNetwork
specific.

NOTE 3: The Underlying Network provider and the M2M Service Provider collaborate for the assignment of an
M2M-Ext-ID to each CSE identified by CSP. At the same time, the Underlying Network provider
maintains asxiation of the M2MEXt-1D with the Underlying Network specific Identifier allocated to the
M2M device that hosts such CSE.

For preprovisioned M2MExt-1Ds, the M2MEXxt-ID along withthe associated CSIP shall bemade available at the
Infrastructure NodeThe CSE at M2M device does not need to have knowledge of the BA2\D assigned to it.

For dynamic M2MEXxt-IDs, the M2MEXxt-1D specific to the Underlying Network shall be made available at the M2M
device in the Field Dmain. Such M2MEXxt-ID shall beconweyed to the INCSE during CSE Registration.

7.1.9 Underlying Network Identifier (UNetwork-1D)

TheUNetworkID is used for identifying an Underlying NetwolldNetworkID is a static value and unique within a
M2M Service Provider domain.

One or more Underlyig Networks may be available at an M2M Node offering different sets of capabilities, availability
schedules etc. Based on the "policy" information at the Node and the capabilities offered by the available Underlying
Networks, appropriate Underlying Netwazkin be choseby using UNetworkD. For example, based on "policy",
scheduling of traffic triggered by a certain event category in certain time periods may be allowed over Underlying
Network "WLAN" but may not be allowed over Uadying Network "2G Cellwdr".

7.1.10 Trigger Recipient Identifier (Trigger-Recipient-1D)

The TriggerRecipientID is used when device triggering services are requested from the Underlying Network, to
identify an instance of an ASN/MRSE on an execution environment, to which tigger is routed. For example,
when 3GPP device triggering is used, the TrigRecipientID maps to the ApplicatioPortIdentifier (TS 123
682[i.17]).

NOTE 1: For preprovisioned M2MExt-IDs, TriggerRecipientID is provisioned at the Infrastructure Node along
with the M2M-Ext-1D and the associated C3B.

NOTE 2: For dynamic M2MEXxt-IDs, TriggerRecipientlD specific to the Underlying Network is provisioned at
each M2M device in the Field Domain. Such Trig&ercipientID is conveyed to the INCSE during
CSE Registration.

7.1.11 M2M Service Identifier (M2M-Serv-ID)

The M2M-ServID is an identifier of a M2M Service offered by an M2N.3t is an essential part of the M2M Service
Subscription which stores a séthM2M-ServIDs pertaining to the set of subscribed services. Beyond the set of services
depicted in this specification it shall be possible for an M2M Service Provider to offer other services. Those will be
identified by means d12M SP specificM2M-ServIDs.
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7.1.12 M2M-SP-ID, CSE-ID and AE-ID and resource Identifier formats

As a general rule, the identifiers of AEs, CSEs and resources are globally unique. In order to optimize their use, the
identifiers shall be shortened when their scope cateliged fom their context of use by the CSEs and the AEs. Such
shortened identifiers are defined as 'relative’ identifiers.

TheM2M system shall use the identifiers MBRID, CSEID and AEID and resource id¢ifiers according to the
formatsand the rules specifiad the following tablgtable7.1.12-1).
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Table 7.1.12-1: Identifiers formats and use

Format Name

Format

Rule of use

AE-ID On the Mca reference point: to
EQUIVALENT | CSE-Relative-AE-ID | /<unique identifier inside the CSE> refer to AEs that are hosted by
formats the directly attached (Registrar)
(with respect to the CSE.
context of the CSE
hosting the AE) The hosting CSE is responsible
for guaranteeing that the CSE-
Relative-AE-ID is unique in the
context of the hosting CSE.
On the Mca and Mcc reference
SP-relative -AE-ID CSE-ID/<unique identifier inside the CSE> points: to refer to AEs that are
hosted by the M2M Service
(with respect to the Provider domain to which AE is
context of the SP attached.
hosting the AE)
On the Mca and Mcc reference
Global-CSE-ID M2M-SP-ID/CSE-ID/<unique identifier inside points: to refer to AEs that are
the CSE> hosted by a different M2M
Service Provider domain with
respect to the one to which the
AE is attached
and
on the Mccb6 refg
the AEs
CSE-ID On the Mca and Mcc reference
EQUIVALENT | SP-Relative-CSE-ID | /CSEBase points: to refer to CSEs that are
formats hosted by the same M2M
(with respect to the Service Provider domain
context of the SP
hosting the CSE)
On Mca and Mcc reference
Global-CSE-ID M2M-SP-ID/CSEBase points: to refer to CSEs that are
hosted by different M2M Service
Provider domains
and
on the Mccb6 refeg
the CSEs
M2M-SP-ID (always globally /FQDN When The M2M-SP-ID is used,
format unigue) the FQDN format applies
Resource On the Mca and Mcc reference
identifier (URI) | SP-Relative- ResourceURI points: to refer to resources that
equivalent resource-URI are hosted by the same M2M
formats Service Provider domain

(with respect to the
context of the M2M
Service Provider
hosting the CSE)

Global-URI

M2M-SP-ID/ResourceURI

On Mca and Mcc reference
points: to refer to resources that
are hosted by a different M2M
Service Provider domain

and

on the Mccd ref g

the resources
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As a onsequence, thmsting CSE shall convert the AEs global and relative identifier accoialitadple7.1.12-1 when
a request is transmitted across the Mcc and Mca reference points.

As a consequence, the-lBISE shall convert the AEs, CSEs and resource géithtelative identifiers according
table7.112-lwhen a request i s trefemencepoint t ed across the Mccd

7.1.13 Service Role identifier (SRole-I1D)

In each M2M Service, one or multiple M2M Service Role(s) shall be defined by the M2M ServiagePréwi M2M
Service Role is defined as a set of privileges pertaining to resource types which are associated with M2M Service. See
Annex G for examples of M2M Service Provider defined Service Roles.
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7.2

M2M Identifiers lifecycle and characteristics

Table 7.2-1: M2M Identifiers lifecycle and characteristics

Assigned

Used

Identifier Assigned by Assigned to duri Lifetime Uniqueness ) Remarks
uring during
M2M Service |Out of scope AE, CSE Out of scope Out of scope Global Provisioning
Provider
Identifier
Application AE or Registrar AE AE start-up Application Global - Application |Security
Entity CSE Entity Entity requirements
Identifier Registration Registration |apply for
- Security Security
Context Context
Establishme |Establishme
nt nt
- All other
operations
initiated by
the AE
Application Out of scope Out of scope Pre- Out of scope Specific to M2M |- Application
Identifier provisioned service Entity
deployment registration
CSE M2M SP CSE Security Life of the Global - Information |Security
Identifier Provisioning CSE flows requirements
(clause 10) |apply for
- Security Security
Context Context
Establishme |Establishme
nt nt
M2M Node Out of Scope M2M Node Pre- Life of the Global - Device Needs to be
Identifier hosting CSE provisioned M2M Node Managemen |Read Only
t
M2M M2M SP, Out of Application At service Life of the Global - Charging Multiple
Subscription |Scope Entities, and signup M2M Service and CSEs can be
Identifier one or more Subscription Information |allocated the
CSEs with the M2M Recorded same M2M
belonging to Service - Role Subscription
the same M2M Provider based Identifier
subscriber access
control
Authenticati
on
M2M- Mcc: CSE A request Mcc: Whena |Equal to the Mcc: Global Requests
Request-ID Mca: Application initiated by an  [request is lifetime of the  [Mca: Local or and
Entity AE or CSE initiated by a Request and global correspondi
CSE, or its ng
handling of a corresponding responses
request Response
received by a
CSE.
Mca: When a
request is
initiated by an
AE
External Jointly between the [M2M Node Administrative |Life of the Local or global, Requests Pre-
Identifier Underlying belongingtoa |Agreement. CSE. decided by the initiated by a |Provisioned
Network provider CSE that specific CSE over Mode:
and M2M SP. wants to utilize Underlying the Mcn Made
services of the Network provider |reference available at
Underlying point, where |the
Network. applicable. Infrastructur
e Node.
Dynamic
Mode:
Made
available at
M2M device.
Conveyed to
IN-CSE
during CSE

Registration.
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Identifier Assigned by Assigned to A33|gned Lifetime Uniqueness Usgd Remarks
uring during
Underlying M2M SP Underlying Pre- Life of the Local to M2M SP |UL Network
Network Networks provisioned Underlying domain selection
Identifier Network
Trigger Execution ASN/MN-CSE |ASN/MN-CSE |Life of the Execution Device Pre-
Recipient Environment start-up or CSE Environment- Triggering Provisioned
Identifier wake-up wide procedures, |Mode:
where Made
applicable available at
Infrastructur
e Node
along with
M2M-Ext-ID.
Dynamic
Mode:
Made
available at
M2M device.
Conveyed to
IN-CSE
during CSE
Registration
along with
M2M-Ext-ID.
M2M Service |M2M Service A service Out of Scope  |Out of Scope  |Local to the For M2M
Identifier Provider, Out of defined by the M2M Service Service
Scope M2M Service Provider Subscription
Provider which
consists of a
set of
functions
defined by this
document.
SRole-ID M2M Service M2M Service  |Out of Scope  |Out of scope M2M Service Access
Provider Provider sets Provider Control
the set of Policy, M2M
service roles service
that a subscription
subscriber can managemen
choose from. t
M2M service
subscription
lists one or
multiple
subscribed to
service roles.

7.3

7.3.1

Addressing an Application Entity

Application Entity Addressing

In M2M communication, the goal of M2M addressing is to reach the CSE with which the target AE is registered, and
ultimately thetargetAE on theM2M Nodeon which the target AE is resident. This principle applies tagfllication
Entities.

Reachability and routing from/to AHn M2M Nodesis associated with the CSRith which these AEs are registered,
andtheconnedvwity of such CSE#o the Underlying tworks. Reaching an AE shall be performed through reaching
the CSE the AHs registered with. A CSEPoA (CSE Point of Access) shall provide the set of information needed to
reach a CSE fromralnderlying Network perspective. Typically a CSE0A containsriformation that isesolved into

a network address.
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7.3.2 Application Entity Reachability

7.3.2.1 CSE Point of Access (CSE-PoA)

The CSEPOA shall be used by the M28{stem to communicate with a CSE am M2M Node Once communication
with a CSE is achievedn AE registeredvith thatCSE can be reached as long a&sAE can be uniquely identified.

The information included in the CSEoA as well as the refresh of the CBBA, depends on the characteristics of the
Underlying Network anénM2M Nodés transportcapabilities.

7.3.2.2 Locating Application Entities

Locating & AE is a twoestep process as follows:

1  Step 1:There is a need to locate the CSE where the AE is registered. Locating the CSE shall be accomplished
as follows:

- For AEs associated with ASNANs/INs, the CSEPoA of theASN-CSEMN-CSE/INCSEwhere the
AE isregistered shall be used

- For AEs associated with ADNs, the GBBA of theMN-CSHIN-CSEwhere the ADN isegistered
shall be used

1  Step 2:The CSE shall locate the appropriate AE usiad\pplication Entity Identifier (AE-ID).

7.3.2.3 Usage of CSE-PoA by the M2M System

The CSEPO0A holds the information used by the M3ystem to locate routing information for a CSE. This
information shall be provided by the CSE at registration time. Howthanguting information related to a CSE (and
ultimately to thetarget AB in an M2M System deperglon the characteristic of the Underlyingtiwork. This impacts
the criteria for updating the CSPoA by the registered CSH addition to the regular CSE regetionupdatesThe
information to be conveyeaks CSEPOA needso supportinderlying Network specifics.

In general the@ddressing ancbuting information related to a CSfan beachieved when a static public IP address is
assigned t@and M2M Nodeanddirect DNS address translation or dynamic DNS address transkatisad

In those circumstances, the GBBA foraregistered CSE shall have a URI conforming to RFC 3b84 jas follows:
1  URI = scheme:/fullyqualieddomainname/path/; or
1  URI = scheme://ipaddress/path/

The following clauses specify the information to be conveyed in theReBEby a registered CSE for varicypesof
Underlying Networks, as well athe criteria for updating the CSEoA for the regstered CSE, in addition to the
normal CSE registration refresh.

7.3.2.3.1 CSE-PoA related to CSEs associated with a Fixed Network

In this case the CSEoA for a registered CSE shall have a URI as described above. If the IP address is private, then the
address is usually built based on the address of the related PPP protocol which is a public IP address. This in turn is
mapped to the corresponding private address.

7.3.2.3.2 CSE-PoA related to CSEs associated with Mobile Networks

If the IP address for thegistered CSE cannot be reliably used, and cannot be included in tHeoBSthen the CSE
PoA for the registered CSE shall include appropriate informatioacasredby therespective Underlying &tworks
and supported by oneM2M

EachUnderlying Network $all need tospecify the means for allowing an M2M SP to fetch the IP address associated
with a CSE attaching to theknderlying Network and consequently the information to be included in the &8Efor
the registered CSE.
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In the event that the M2M SP hesnnections to multipl&/nderlying Networks, there is a need to establish a binding
between the registered CSE anddbeociatednderlying Network. That binding may be established through CSEs
explicitly identifying the UnderlyingNetwork at registratio'update timeOtherwise the M2M SP may deritiee

identity of the Underlying Networle.g.by using the link over which the registration arrived, store it and bind it to the
registration information.

In the scenarios an M2M Node in mobile networks israathable by the previously known IP address and it supports
SMS, the originating CSE can make use of SMS for device triggering mechanism to wake up the M2M Node to renew
the IP addresses ornp@m specific functionalities.

To support this option, the ESPoA shall, on Mcn interface to the Underlying Networks supporting such an SMS for
device triggering mechanism, include identification information of the CSE (such as the external identifier as defined by
TS 123 687i.17] in the case of Tspased triggering, or MSISDN or any identifier used by triggering network APIS),

and send the request to the Underlying Network \@antechanisms supported, sucifag, Tsms, Network APIs.

Annex B shows the 3GPP defined ifigges for machine type communication interfaces aadhele device triggering
flows.
7.3.2.3.3 CSE-PoA to CSEs associated with multiple Underlying Networks

WhenanM2M Nodeattaches to a fixed network, the GBBA for a registered CSE shall conform to phecedures
associated witthefixed network.

WhenanM2M Nodeattaches to a mobile network, the GB&A for a registered CSE shall conform to the procedures
associatedhatmobile network.

If an M2M Node is already attached to an Underlying Network #adlzes to another Underlying Network, the CSE
may update itPoA informationat the remote CSE
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7.3.3 Notification Re-targeting

7.3.3.1 Application Entity Point of Access (AE-PoA)

A Notify request to an AES sentby targeting AE> resource on bosting GSE If the hosting CSE verifies access
controlprivilege of the Originator, théosting CSE shall rearget the request to the address specified aPé¥&

(i.e. pointOfAccess attribute of AE> resource). The AIPoA may be initially configured ithe <AE> resource when
the AE registers to thRegistrartCSE. If the AE> resource does not contain an-RBA, an active communication
link, if available,can be used for fiargeting. If neither of them is available, the request cannottaegeted to the
AE.

Originator

(CSE) Registrar CSE Registree AE

AE registered its PoA in |
<AE> resource |

Notify request to AE

'
>

Verifies the Originator has
access control privilege for
the request to <AE>

If verified, forward the
request to PoA of <AE>

Notify request re-targeting

B
>

AE local processing

Notify response

A

Notify response

Figure 7.3.3-1: Re-targeting a notification request to an AE
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8 Description and Flows of Reference Points

8.1 General Communication Flow Scheme on Mca and Mcc
Reference Points

Procedures involvin@ SEs and AEsaredrivenby the exchangeof messages across reference paotording tahe
message flowdescribedn this clause

Depending on the message operation, procedures nraguiae informaiton in a standardized resource structure as
described irclaused. Access and manipation of the resources is subject to tlasisociategrivileges

8.1.1 Description

Figure8.1.1-1 shows the geeral flowthat govers the information exchange within a procedure, which is bas¢lde
use of Requestind Responsmessageshe messageappies to communicationsuch as:

1  between an & and a CSENIcareference poinf)and
1  among CSEsMcc reference point)

Suchcommunications can be initiated either g AEsor bythe CSEsdepending upon the operation in the Request
message

Originator Receiver

Request message >

/ Res
ponse message
\I

Figure 8.1.1-1: General Flow

8.1.2 Request

The Request from a@riginatorto a Receiver includes the followipgrameters
1 to: URI of thetarget resourcéor the operationTheto parameteshallconformto clause 9.3.1

NOTE 1: to parametecan be known either by prprovisioning(clause 11.2pr by discoveryclause 10.2 for
discowry). Discovery of CSEBase is not supported in this release of the document. It is assumed
knowledge of CSEBse is by preprovisioning only.

NOTE2: The term targeresource refers to the resource which is addressed for the specific op&atiexample
theto parameteof a Create operation for a resoutegamplé would be
"/m2m.provider.com/exampleBasé& heto parameter for the Retriewperationof the sameasource
"examplé is "/m2m.provider.com/exampleBase/exartiple

1 fr: Identifier representinthe Originator.

NOTE3: Thefr parameteshallbe used by the Receiver to check the Originator identity for access privilege
verification.

il cn: resource content to lensferred.
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1  role: optional, required when role based access control is apfaEsbciated text and procedd@D>
[8.1.2.0a]Editor's Note: Need to figure out the impact of Role in different procedures.
1  op: operation to be executed: Create (C), Retri@R), Update (U), Delete (DNotify (N)
Theop parameteshall indicate the meration to be executedthe Receiver:
1  Create (C):tois theURI of the target resouraghere the new resource (parent resource)
1 Retrieve (R): an existingo addressable reacce is reaénd provided back to th@riginator.

1  Update (U): the content of an existing addressable resource is replaced withnew contenas incn
parameterlf some attributes in then parameter do not exist at the target resource, such adgibre created
with the assigned values. If some attributes incthparameter are set to NULL, such attributes are deleted
from the addressed resource.

1 Delete (D):an existingo addressable resource and all its-sedpurces ardeleted from the Resatgstorage

1  Notify (N): information tobe sent tahe Receiver, processing on the Receiver is not indicated by the
Originator.

Thety parameteshall be present in Request for the following operations:
1  Create: tyis the type of the resource to be created.
1  cn: resource content to be transferred.

Thecn parameteshall be present iRequesfor the following operations:
1  Create: cnisthe content of the new resourwéh the resource typis.

1  Update: cnis the content to be regated in an existing resourdear the Update operation that is used for
Execute operatiorgn does not exist-or attributes to be created at the resounedncludes names of such
attributes with their associated values. For attributes to be deleted at the resomdades the maes of
such attributes with their value set to NULL.

1  Notify: cnis the naotification information.
Note that theen parametecan also be empty.
Other allowedbarametershall be as follows:
1  nm: optional name of the resource to be created.

Example usage dhe name includes a name that the Originator of the Create resource wishes to be used as the
identifier of the newly created resource. For creating a container with the'mgr@entaine't the request will

provide the parameterm with the value'myContain€" and the created resource would be:
/<CSEBase>/myContainer.

1 ot optional originating timestamp of when the message was built

Example usage of the originating timestamp includes: to measure and enable opemtis§age logging,
correlation, messagrioritization/'scheduling, accept performance requests, charging, etc.) and to measure
performance (distribution and processing latency, closed loop latency, SLAs, analytics, etc.)

1  rget optionalrequesmessagexpiration timestamp

Example usage of #requesexpiration timestamp includes to indicate wihequesimessages (including
delaytolerant) should expire due to thetalenes®eing no longer of value, and to inform message
schedulinggrioritization When a request has set request expiraiinastamp to a specific time and the

Request demands an operation dwsting CSE that is not the CSE currently processing the request, then the
current CSE shall keep on trying to deliver the Request thasting CSE until the request expiration

timestanp time, in line with provisioned policies.

1  rset optional resultmessagexpiration timestamp.
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Example usage of the result expiration timestamp includes to indicate when result messages (including delay
tolerant) should expire due to expected stalenefeaesult, being no longer of value, and to inform message
schedulingdrioritization It can be used to set the maximum allowed total request/result message sequence
round trip deadline.

1 rt: optional responsmessagdype:Indicateswhat theresponséo the issued request shatintainand when
the response is senttiee Originator:

- nonBlockingRequestSyncin case the request is accepted by the Local CSE, the Local CSE responds
after acceptance with an Acknowledgement confirming that the Local ASfartfier process the
requestThe Local CSE includes in the response to an accepted request a reference that can be used to
access the status of the request and the result of the requested operation at a later time. Processing of
Non-Blocking Reaests islefined in clause 8.2&nd in particular for theynchronous case in
clauseB.2.22.

- nonBlockingRequestAsynch: In case the request is accepted by the Local CSE, the Local CSE responds
after acceptance with an Acknowledgement confirming that the Localv@SHrther process the
request. The result of the requested operation needs to be sent as a notification to the Originator.
Processing of Nolocking Requets is defined in clause 8.2a2d in particular for thesgnchronous
case in clause 8.22

- blockingRequestin case the request is accepted by the Local CSE, the Local CSE responds with the
result of the requested operation after completion of the requested opétaiimessing of Blocking
Requests is defined in clause 8.2.1

Example usage of thresponse type set tmnBlockingRequestSyncln Originator that is optimized to

minimize communication time and energy consumption wants to express a Request to the local CSE and get
an acknowledgement on whether the Request got accepted. After thaigthat®r may switch into a less

power consuming mode and retrieve a Result of the stegh®peration at a later time.

Further &ample usage atsponse typset tononBlockingRequestSyndéhcludes when the result content is
extremely large, or when thiesult consists of multiple content parts from a target group which are to be
aggregated asynchronously over time.

1  rc: optional result content: Indicates what are the expected components of the result of the requested operation.
The Originator of a requestay not need to get back a result of an operation at all. This shall be indicated in
therc parameterWhich exact settings o€ are possible depends on the requested opeisiixified inop.

Possible values ot are:

- attributes: Representation of thequested resource shall be returned as content, without the URI(S) of
the child resource(s). This is the default value. For example, if the request is to retrieve a <container>
resource, the URI(s) of the <contentinstance> et@kburce(s) is not provéd. This setting is not valid
for a Notify operation.

- attributes+child-resources:Representation of the requested resource, along with the URI(s) of the child
resource(s), possibly limited by a maximum number of retrieved links, shall be returned as Eonten
example, if the request is to retrieve a <container> resource, the <container> resource and the URI(s) of
the <contentinstance> chitesource(s) are provided. This setting is not valid for a Notify operation

- child-resource: URI(s) of the child resurces, possibly limited by a maximum number of retrieved
URI(s), without any representation of the actual requested resource shall be returned as content. For
example, if the request is to retrieve a <container> resource, only the URI(s) of the <csiatecttn
child-resource(s) is provided. This setting is not valid for a Notify operation

- nothing: Nothing shall be returned as operational result content. This setting is not valid for a retrieve
operation. This setting is the default when a Notificatias requested by tlop parameter.

- original-resource Representation of thariginal resourcepointed by thdink attribute in the announced
resourceshall be returned as content, without the URI(S) of the child resour€a(s)setting is only
valid when the to parameter in the RETRIEVE Request targets the announced resource.

[8.1.2.10] Editor's NoteExample usage of alt enumerated values needed. What is the use case for "nothing"?

[8.1.2.11] Editor's Note: Do we reed to support use case fao response expectédh this release.
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1  rp: optional response persistence: indicates the duration for which the address aptitairésponses te
persist.

Example usage of response persistence includes requesting sufficéstepee for analytics to pressthe
response content aggregated asynchronously over timeedtikexpiration timestamp is specified then the
response persistence should last beyonddisaltexpirationtime.

i ri: request Identifier

Example usage of request identifier includeabling the correlation between a Request and one of the many
received Responses.

1  oet optional operation execution time: indicates the time when the specified opeitoto be executed by
the target CSE. A target CSE shall execute the specifigdtapeof a Request having its operational
execution time indicator set, starting at the operational execution time. If the execution time has already passed
or if the indicator is not set, then the specified operation shall be immediately executedheméepsest
expiration time, if set, has been reached.

Example usage of operational execution time includes asynchronous distribution of flows, which are to be
executed synchronously at the operational execution time.

NOTE 4: Time-based flowsouldnot supported depending upon time services available at CSEs.

1 ec optional event category: Indicates the event category that should be used to handle this request. Event
categories are impacting how Requests to access remotely hosted resources are praee$SetDid CSF.
Selection and scheduling of connections via CMDH are driven by policies that can differentiate event
categories.

Example usage of "event category"” set to specific value X: When the request is demanding an operation to be
executed on hosting CSE that is different from tHeegistrarCSE, the request may be stored in the CSE that

is currently processing the request on the way tddlséng CSE until it is allowed by provisioned policies for

that event category X to use a communication linteth the next CSE on a path to tiesting CSE or until
therequest expiration timestangpexpired.

The foll owiedg svhall U e sh afvedefired nsepneng:. i f i ed pr e

o0 ec= Oi mmeRkjuasts efbhis category shall be sent as soon as pa@ssibdball not be subject
to any further CMDH processing, i.e. the request will not be subject to storing in CMDH buffers when
communication over an underlying network is possible. In particular, CMDH processing will respect
values forrget, rsetgiven in he original request and not fill in any default values if they are missing.

0 ec= 0 b e s tREdudsts of thi§ category can be stored in CDMH buffers at the discretion of the
CSE that is processing the request for an arbitrary time and shall be forwardéct on a best
effort basis. The CSE does not assume any responsibility to meet any time limits for delivering the
information to the next CSE. Also the maximum amount of buffered requests for this category is at
the discretion of the processing CSE.

o ec= 06l atest 0:

A If this category is used in a request asking for a CRUD operation on a resource, the following
shall apply:
CRUD requests using this category shall undergo normal CMDH processing as outlined
further below in this specification and in [i.2]twia maximum buffer size of one pending
request for a specific pair &f andto parameters that appear in the request. If a new request
message is received by the CSE withaa of parameters andto that has already been
buffered for a pending requethe newer request will replace the buffered older request.

A If this category is used in a notification request triggered by a subscription, the following
shall apply:
Notification requests triggered by a subscription using this category shall undemg nor
CMDH processing as outlined further below in this specification and in [i.2] with a
maximum buffer size of one pending natification request per subscription reference that
appears in a notification request. If a new notification request is receivtbd BSE with a
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subscription reference that has already been buffered for a pending notification request, the
newer request will replace the buffered older request.

If no further CMDH policies are provisioned for this event category, the forwarding piicabs
follow the O6bestEffortdé rules defined above.

The M2M Service Provider shall be able to provision CMDH policies describing details for the usage of the
specific Underlying Network(s) and the applicable rules as defined in the [cmdhPolicy] resoafoe tgper
ecvalues not listed above.

1  da optional delivery aggregation on/off: Use CRUD operations of <delivery> resources to express forwarding
of one or more original requests to the same target CSE(Ss).

NOTES: Sincedais optional, there could bedefault value to be used when not present in the Request. This
parametecouldnot be exposed to AEs via Mca.

Example usage of delivery aggregation set on: The CSE processing a request shall use aggregation of requests
to the same target CSE by reques@REATE of a <delivery> resource on the next8a$ the path to the
target CSE.

1  gid: optional group request identifier: Identifieptionallyadded to the group request that is to be fanned out
to each member of the grouporder to detect loops and avaidplicated handling of operation in case of
loops of group and common members between groups that have ¢dlémelationship

1  fc: optional filter criteria: conditions for filtered retrieve operation are describtbia 8.1.21. This is used
for resource discovery (clause 1@)2and general retrieve, update,alelrequests (clause 10.1.2, 10.1.3 and
10.1.4).

Example usage of retrieve requests with filter criteria using modifiedSonwdtion tag if a target resource is
modified since 12:00 tmethehosting CSE will send a resource representation.

1  DisrestypeOptional Discoveryesulttype. This parameter applies to disagveslated requests (see
clausel0.26) to indicate the preference of the Originator forfthrenat ofreturned informatiorn theresult of
the operationThis parameter shall take on one of the following values reflecting the options in clause 9.3.1:

- Hierarchical URI option
- Non-hierarchical URI option
- CSEID, and resourc@entifier option.

Example usage of the discovepsulttype set to Nothierarchcal URI option. The request originator is only
willing to receive norhierarchal URIs for discovered resources.

The absence of the parameter implies thatekaltshall be in Herarchical URI format.

[8.1.2.g]Editors Noe: This may be impacted by the management of access control policy which will be enhanced to
take into account Hierarchical and rdierarchical URI.

Rapporter Note: Discussions during ARC#10bis. Contribution expefethe resolution of the above st
Editor's Note
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Example usage of filter criteria conditions in a HTTP query: an HTTP GET operation can be requested applying also a

Table 8.1.2-1: filterCriteria conditions

Condition tag Multiplicity Matching condition

createdBefore 0.1 The creationTime attribute of the resource is chronologically
before the specified value.

createdAfter 0.1 The creationTime attribute of the resource is chronologically
after the specified value.

modifiedSince 0.1 The lastModifiedTime attribute of the resource is
chronologically after the specified value.

unmodifiedSince 0.1 The lastModifiedTime attribute of the resource is
chronologically before the specified value.

stateTagSmaller 0.1 The stateTag attribute of the resource is smaller than the
specified value.

stateTagBigger 0.1 The stateTag attribute of the resource is bigger than the
specified value.

expireBefore 0.1 The expirationTime attribute of the resource is chronologically
before the specified value.

expireAfter 0.1 The expirationTime attribute of the resource is chronologically
after the specified value.

labels 0..n The labels attributes of the resource matches the specified
value.

resourceType 0..n The resourceType attribute of the resource is the same as the
specified value. It also allows discriminating between normal
and announced resources.

sizeAbove 0.1 The contentSize attribute of the <contentinstance> resource
is equal to or greater than the specified value.

sizeBelow 0.1 The contentSize attribute of the <contentinstance> resource
is smaller than the specified value.

contentType 0..n The typeOfContent attribute of the <contentinstance>
resource matches the specified value.

limit 0.1 Limitation the number of matching resources to the specified
value.

attribute 0..n This is an attribute of resource types (clause 9.6). Therefore,
a real tag name is variable and depends on its usage. E.g.,
creator of container resource type can be used as a filter
criteria tag as fcreator=Sama

filterUsage 0.1 Indicates how the filter criteria is used. E.g., if this parameter

is not provided, the Retrieve operation is for generic retrieve
operation. If filterUsage is provided, the Retrieve operation is
for resource <discovery> (clause 10.2.6).

filter in the query part of the request itself:

GET /rooPlabel=one&label=two&createdBefore=2004-01T00:00:00&limit=12&filterUsage=discovery

The example discovers a maximum of 128 resources matching the followical loondition: createdBefore
<201401-01T00:00:00 AND (label = one OR label = two).

Once theRequesis deliveredthe Receiver shall analyze tRequesto determine the targetsource

If the targetresourcds addressing another M2M nodiee Receiveshall route the request appropriately

If the targetresourceas addessing the Receiver,shall:

= = =4 =N

This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.

Check the existence & addressed resource.

Identify the resource typay ty.

Check theprivilegesfor fr Originatorto perform the requested operation

Perform the requested operation (usingontent when provided) according to firevided rguest
parameters as described ahove
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1  Depending on the request result contezgpond to th@riginatorwith indication ofsuccessful or
unsuccessful operation results simespecific casese(g.limitation in the binding protocol drased on
applicationindicationg, the Response could beraided

The message flow procedure started witlDaiginatorRequesmessageshall be considered closed wheaither:
1 A Requestmessagés expired according to theget (requesexpiration timestamp).

1 A Responsenessagis delivered to th®riginaor.

8.1.2.1 Summary of Request Message Parameters

Table 8.1.2.41summarises thparameters specified dfauseB.1.2 for the Request message, showing any differences as
applied to C, R, UD or N operations'M" indicates manatory,"O" indicates optional;N/A" indicates'not
applicablé.
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Table 8.1.2.1-1: Summary of Request Message Parameters

Request message

parameter\Operation Create Retrieve Update Delete Notify
Operation (op) - operation to be M M M M M
executed
To (to) - the address of the target
resource on the target CSE M M M M M
From (fr) - the_ identifier of the M M M M M
message Originator
_Reqqgst Identifier (ri) - uniquely M M M M M
identifies a Request message
Resource Type (ty) - of resource to M N/A N/A N/A N/A
be created
Name (nm) - of resource to be created (0] N/A N/A N/A N/A
Conditional M
(this
parameter is
mandatory
for all

UPDATEs
Content (cn) - to be transferred M (0] other than N/A M

those used

for execute
operation for

device
management.

See clause

10.2.7.6.).
Originating Timestamp (ot) - when
the message was built 0 o o 0 0
Request Expiration Timestamp
(rget) - when the request message (0] (0] (0] (0] (@)
expires
Result Expiration Timestamp (rset) - o o o o o

when the result message expires
Operational Execution Time (oet) -
the time when the specified operation (0] (0] (0] (0] (0]
is to be executed by the target CSE.
Response Type (rt) - Registrar CSE
response shall either indicate that the
Request was accepted, or include the
operation result

Result Persistence (rp) - the duration
for which the reference containing the (0] (0] (0] (0] N/A
responses is to persist

Result Content (rc) - the expected
components of the result

Event Category (ec) - indicates how
and when the system should deliver (0] (0] (0] (0] (0]
the message

Delivery Aggregation (da) -
aggregation of requests to the same (0] (0] (0] (0] (0]
target CSE is to be used

Group Request Identifier (gid) -
Identifier added to the group request

(0] (0] (0] (0] N/A

that is to be fanned out to each © © © o 0
member of the group.
Filter Criteria (fc) - conditions for N/A o N/A N/A N/A

filtered retrieve operation

Discovery Result Type (Disrestype)
- format of information returned for N/A (0] N/A N/A N/A
Discovery operation
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8.1.3 Response

The Response received by the Originator of a Reqeeessing resources over khea andMcc reference points shall

contain mandatory and may contain optional parameters. Certain parameters may be mandatory or optional depending
upon the Requested operation (CRUDN) or the mandatory response codeclbiuggsthe mandatory pareters are

detailed first, following by those that are conditional, followed by those that are optional:

Mandatory Parameters:

1 rs:response code: This parameter indicates whether the operation was successful, unsuccessful or is a
acknowledgement

- A "successfulcode indicates to the Originator that the Requested operation has been executed
successfully by thbosting CSE.

- An "unsuccessfllcode indicates to the Originator that the Requested operation has not been executed
succesklly by thehosting CSE.

- An "acknowledgemehtindicates to the Originator that the Request has been received and accepted by
the attached CSEg. by the CSE that received the Request from the issuing Originator directly, but the
Request operation hastrimeen executed yet. The success or failure of the execution of the Requested
operation is to be conveyed later.

Details of successful, unsuccessfamd acknowledge codes are provided inaheM2M Core Protocol
Techncal Specificdion (TS0004[i.2]).

1 ri: Request Identifier. The in the Response shall match thén the corresponding Request.
Conditional Parameters:
1  cn: resource content:
- If rsis "successfulthen:
Thecn parametemay be present in a Resyse in the following cases:
A Create: cnis the address and/or the content of the created resource.

A Update: cnis the content replaced in an existing resoufcatributes are created at an existing
resourcecn includes the names of attributes createdl their associated values. If attributes are
deleted at an existing resourca,includes the names of the attributes deleted.

A Delete:cnis the content actually deleted.
Thecn parameteshall be present in a Response in the following cases:
A Retrieve: cnis the retrieved resource content or aggregated contents of discovered resources.

If present in the Requesesult contentse, indicates which components of the result of the
requested operation are to be inclugethe Response.

- If rsis "unsuccessfiilthencn may be present in a Response to provide more error information.
- If rsis "acknowledgmeritthencnis not present
Optional parameters:
1 to: ID of the Originator.
bl fr: ID of the Receiver.
1 ot originating timestamp of when the message was.built
1 rset: resultexpiration timestamplhe Receiver shall echo the result expiration timestamp if set in the Request

message, or may set the result expiration timestamp itself.
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Example usage of the Receiver setting the result expiration timestamp is whem¢hef vae delivery time is
dependent upon some changing Receiver coptgxResult message deadline for aircraft position based upon

velocity.

1 cs status codes(g.authorization timeout, etc.)

8.1.4

Summary of Response Message Parameters

Table 8.14-1 summarises the parametergdfied inclausedl .3 for the Response messages, showing any differences
as applied to successful C, R,or N operations, and unsuccessful operatidhk. indicates mandatoryO"
indicates optional;N/A" indicates'not gplicablé'.

Table 8.1.4-1: Summary of Response Message Parameters

Response message rs = rs= rs= rs= rs= unsuz:sc;ssful
parameter \ success rs = Ack successful: | successful: successful. | successful. successful Op = C,R.UD
or not Op = Create |Op= Retrieve | Op=Update | Op =Delete | Op= Notify orYN’ ’
Response Code (rs) -
successful, M M M M M M M
unsuccessful, ack
Request Identifier (ri) -
uniquely identifies a M M M M M M M
Request message
(e}
(The content
replaced in an
M existing
(0] (the retrieved | Losource. The
(The address resource tent of O o
Content (cn) - to be and/or the content or content (The content o
transferred N/A content of the | aggregated the new actually N/A (Additional
: fo)
created contents of attributes deleted) errorin
resource) discovered created. The
resources) | name of the
attributes
deleted)
To (to_) —'the identifier of o o o o o o o
the Originator
From (fr) - Fhe identifier o o o o o o o
of the Receiver
Originating
Timestamp (ot) - when (0] (0] (0] (0] (0] (0] (0]
the message was built
Result Expiration
Timestamp (rset) - o o o o o N/A o
when the message
expires
Status codes (cs) -
(e.g. authorization (0] (0] (0] (0] (0] (0] (0]
timeout, etc.)
Response Address
(ra) - address for the o o o o o N/A N/A
temporary storage of
end node Responses.

8.2

Procedures for Accessing Resources

This clause describes the procedures for accessing theaesTheterm”hop" in the descriptionkererefers to the

number oftransitCSEs that forward a request from the Originator CSE tbdkeéng CSE.

All the descriptions and messaft@ws in this clause are illustrative for the direction from a Registree acting as an
Originator to a Registrar acting as a Receiver ofife flowsfrom a Registrar CSE to a Registree GB&symmetric
with respect to the one described in this sectiBoth IN-CSE and MNCSE have ability to route a received request or
response messages to one of its Registrees. If the hosting CSE is not known bYC&ENt receives a request or
response message, that MNOSE shall forward the message to its own Regi§SS&E by default.
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8.2.1 Accessing Resources in CSEs - Blocking Requests

For the procedures described herein, the addressed resource candhie sifferent CSEs. Table 8121 describes the
possible scenarios, where the addressed resource may beRaytsteatCSE or on a CSE located elsewhere in the
oneM2M System.

In this clause- for simplicity - it is assumed that the Originator of a Request can always wait long enough to get a
Response to the Request after the requested operation has finishé@uplibsspotentially long or unknown blocking
times (time for which a pending Request has not been responded to) for the Originator of a Request.

For scenarios that avoid such possibly long blocking tielaase3.22 specifies mechanisms to handle syocious
and asynchronous resource access procedures via returning appropriate references.
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Table 8.2.1-1: Accessing Resources in different CSEs, from Registree to Registrar CSE

Number of Transit

CSEs Description Reference

9 The Originator of the Request accesses a resource.
1 The Originator of the Request can be an AE or a
CSE.
Registrar CSE and hosting CSE are the same entity.
The hosting CSE checks the Access Control Figure 8.2.1-1
Privileges for accessing the resource.
1 Depending on the expected result content, the
hosting CSE responds to the Originator of the
Request, either with a success or failure Response
The Originator of the Request accesses a resource.
The Originator of the Request may be an AE or a
CSE.
1 Registrar CSE and hosting CSEs are different
entities.
1 Registrar CSE forwards the Request to the hosting : )
1 Hop CSE if the Registrar CSE is registered with the Figure 8.2.1-2
hosting CSE, for accessing the resource
1 Hosting CSE checks the Access Control Privileges
for accessing the resource and depending on the
expected result content respond with a success or
failure Response.
The Originator of the Request accesses a resource.
The Originator of the Request may be an AE or a
CSE.
1 Registrar CSE, Transit CSE(s) and the hosting CSE
are different entities.
1 Registrar CSE:
- Forwards the Request to a Transit-1 CSE
(e.g. MN-CSE) that the Registrar CSE is
registered with, if configured through
policies to do so or;
- Forwards the request to an IN-CSE if the
Registrar CSE is registered with IN-CSE
and if configured through policies to do so.

=A =4

No Hops

= =

= =

1 Transit-N CSE:
- Forwards the request to the hosting CSE if
it is registered with the hosting CSE or
- Forwards the Request to another Transit-
(N+1) CSE (e.g. another MN-CSE) that the Figure 8.2.1-3
Multi Hops Transit-N CSE is registered with. or
- Forwards the request to an IN-CSE if the
Transit-N CSE is registered with the IN-
CSE.

1 In case the Request reaches the IN-CSE, the IN-
CSE:

- Performs the processing defined under
'hosting CSE' below if the targeted resource
is hosted on IN-CSE.

- Forwards the request to another IN-CSE if
the resource belongs to another M2M SP or

- Forwards the request to the hosting CSE if
the latter is known (e.g. announcements) by
the IN-CSE.

1 Hosting CSE checks the Access Control Privileges
for accessing the resource and depending on the
expected result content respond with a success or
failure Response.
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Originator (Registrar CSE = Hosting CSE)

The addressed resource
is stored here.

Request (access resource)

g

CSE verifies
Access Rights

If permitted, the CSE
accesses the resouces
and responds with a
Success or Failure
Response

Response

Figure 8.2.1-1: Originator accesses aresource on the Registrar CSE (No Hops)
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Originator

(AE/CSE) Registrar CSE = Transit CSE Hosting CSE

The addressed resource
is stored here.

Request (access resource)

Registrar CSE does not
have the addressed
resource

Forward the Request to its
registered CSE, which is
the Hosting CSE

Request (access resource)

>

Hosting CSE verifies
Access Rights

If permitted, the Hosting
CSE accesses the
resource and responds
with Success or Failure
Response

Response

A

Response

Figure 8.2.1-2: AE/CSE accesses aresource at the Hosting CSE (One Hop)
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Registrar CSE = Transit 2 CSE Transit N CSE Hosting CSE

Originator Transit 1 CSE

Request | I
(access resource)

Several CSEs can The addressed resource
be in the path is stored here.

Registrar CSE does not
have the addressed
resource

Forwards the Request to
the Transit CSE

Request
(access resource)

The CSE does not have
the addressed resource

Forwards the Request to
the Hosting CSE

Request

(access resource)
......................... . o Request

(access resource)

The CSE does not have
| the addressed resource

Forwards the Request to
the Hosting CSE

Request (adcess resource)
— o — s —_— e —_— e _— e —_— s —_— s — . — .>

Hosting CSE verifies
Access Rights

If permitted, the Hosting
CSE accesses the
resource and responds
with Success or Failure
Response

Response

Response

Figure 8.2.1-3: Originator accesses aresource at the Hosting CSE (Multi Hops)
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8.2.1.1 M2M Requests Routing Policies

CSEs can use policies to govern routing of Midduests to the next hop towards its target. Routing, through these
policies, can be based, for example, on the target CSE, target M2M domain, specific types of resourceslé,applicab
priority of a request, etc.

These policies are not defined in thieeade of this document. It is the responsibility of M2M SP and the CSE
administrator to ensure the appropriateness of these policies for routing purposes

8.2.2  Accessing Resources in CSEs - Non-Blocking Requests

8.2.2.1 Response with Reference to Result of Requested Operation

In case the Originator of a Request has asked foraomigporsewith an Acknowledgement of the Request and a

reference to the result of the requested operatseert parametein clause8.1.2- it is necessary to provide a prompt
response to the Originator with a reference to an internal resource RagistratCSE or another specified reference,

so that the Originator can retrieve the outcome of the requested operation at a later time. The details of such an internal
resource & defined irclause9.6.12. The reference is provided in the response to the Request. The abbreviation
"ReqgRef" is used for simplicity in the figures of the following clauses.

Two different caset allow the Originator of a request to retrieve the resiuét requested operati@ne defined in the
following two clauses

8.2.2.2 Synchronous Case

In the synchronous case, it is assumed that the Originator of a Request is not abiest@sgnehronous messages,
i.e.all exchange of information between QOnigtor andRegistratCSE needto be initiated by the Originator.

In that case the information flow depictedfigure 8.22.2-1 is applicable. For the flow depictedfigure 8.22.2-1 it is
assumed that completion of the requested operation happenrs thef@riginator is trying to retrieve the result of the
requested operation with a second request referring to theRB#grovided in the Response to the original Request.

Another variation of the information flow for the synchronous case is depictegire 8.22.2-2. In this variation it is
assumed that the requested operation completes after the second request but before the third request sent by the
Originator.

Equivalent information flows are valid also for cases where the target resourceetfitbsted operation is not hosted
on theRegistrarCSE. From an Originatrperspective there is no difference as the later retrieval of the result of a
requested operation would always be an exchange of Request/Response messages between the @rigenator an
RegistrarCSE using the reference to the original request.
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Receiver - 1
(Local CSE = Hosting CSE)

The addressed resource
is stored here.

Originator

Request (access resource)

>

CSE verifies Access Rights
timeout reached

Response (Reg-Ref)

If permitted, the CSE
accesses the target
resources and records the
result of the operation in the
local CSE

Request (Req-Ref)

g

CSE verifies Access Rights
CSE generates response in
line with meta information
parameters of original
request.

Response( result)

Figure 8.2.2.2-1: Non-blocking access to resource in synchronous mode
(Hosting CSE = Registrar CSE), requested operation completed before second request
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Receiver - 1
(Local CSE = Hosting CSE)

The addressed resource
is stored here.

Originator

Request (access resource)

>

CSE verifies Access Rights
accepts request

Response (Req-Ref)

CSE starts the requested
operation to access the
resource. Needs more time
to complete.

Request (Reg-Ref)

>

CSE generates response in
line with meta information
parameters of original
request.
operation times out again

Response (Req-Ref)

- - ___]

Requested operation
completes. Operation result
recorded in local CSE

Request (Reg-Ref)

>

CSE generates response in
line with meta information
parameters of original
request.

Response(result)

<

Figure 8.2.2.2-2: Non-blocking access to resource in synchronous mode
(Hosting CSE = Registrar CSE), requested operation completed after the second
but before the third request
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8.2.2.3 Asynchronous Case

In the asynchronous case, iasumed that the Originator of &fuest is able to receive notification messaigeghe
RegistrarCSE could send an unsolicited message to the Originator at an arbitrary time to send the result to a
notification target. The possible mechanidorsthe notificationto reach the Originator are the same as in the case of a
notification after a subscription.

In that case the information flow depictedfigure 8.22.3-1 is applicable. In this casels assumed thahé Originator
of the Request provided @ference notificationReference for notification when the result of theqeested operation
is available.

Equivalent information flows are valid also for cases where the target resource of the requested operation is hosted on
theRegistratCSE. From a Originatots perspective there is no difference as the later notification of the result of a
requested operation would always be an exchange of request/response messages between the Originator and the
RegistrartCSE using eference to the originaldguest

Originator Receiver - 1 Receiver - 2
(AE) (Local CSE) (Hosting CSE)

The addressed resource
Request (access resource, is stored here.
notificationReference)

>

Request accepted, but
Local CSE does not host
the target resource

Response

A

Message flow for forwarding request to Hosting CSE and to get
back result of operation (when needed)
Multiple options, details in protocols specifications

Local CSE triggers
notification to Originator

Request (notificationReference,
result)

<

Response

Figure 8.2.2.3-2: Non-blocking access to resource in notification mode
(Hosting CSE not equal to Registrar CSE), Originator provided reference for notification

8.3 Description and Flows on Mcn Reference Point
Communicationbetween the CSEs and the N&Emssthe Mcn reference poigindincludes
1  The CSE(s) accessing network service functions gealvby Underlying Networkand
1  Optimizing network service pressing for Underlying Networks.
Such services normallgremore han justthe general transport services.
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Communications which pass over the Mcn reference point to Underlying Networkseinclu

1  Messaging services that are widely deployed\pplications and network operators usingumber of
existing mechanisms.

1  NetworkAPIs defined by other SDOs.g.OMA and GSMA) are used by netvikooperators for their services.

1 Interworking for services and security aspects for MTC (Machine Type Communications) has been defined by
3GPP.

Examples of service reque$tsm a CSEtowardsthe Underlying Networks are:
1  Connection requestvith/without QoS requiremesit

1 Payments, messages, location, bearer information, call control and other network capatilitigsi6ing
GSMA oneAP] network APIs supporting protocols defined by othefOSDor proprietary network APLs

1  Device triggering.
1  Device management.

1  Management information exchange such as charging/accounting records, mnpaitrimanagement data
exchange.

il Location request.

8.4 Device Triggering

8.4.1 Definition and scope

DeviceTriggering is a means by which a node in the infrastructure domanN-CSE) sends information to a node

in the field domain€.9.ASN-CSE) to perform a specific taskg.to wake up the device, to establish communication
from the field domain toward¥e infrastructure domain, or when IP address for the device is not available or reachabl
by the infrastructure domain.

Underlying Network functionality is used to perform device triggering for example, using alternate means of
communication€.g.SMS) with the Fidd Node.

NOTE: Device Triggering is applicable for the entities which are registered witbIH

Each Underlying Network type may provide different way of performing a device triggering, for example 3GPP has
defined a dedicated interface fogueesting device triggering. The normative references for applicable interfaces are as
follows: TS 123 683i.17] and3GPP2X.S0068][i.20]. Access specific mechanism&arvered inthe aanexesB and C
8.4.2 General Procedure for Device Triggering

This clausecovers different scenarios for device triggering.

8.4.2.1 Triggering procedure for targeting ASN/MN-CSE

This case describes the scenario wher€B¥E targets an ASNIN-CSE (which is reigteredwith the INCSE) for the
Device Triggering request.

Figure 8.4.2 11 shows the general procedure for Device Triggering and, if required, for establishment of connectivity
between INCSE and the Field Node
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Held Domain Infrastructure Domain

————————— e} ———— Mcc ———————————————= >
i Device : Mca
i ASN/MN Triggering : NSE l— Mcn----+| IN-CSE le— — — — ] IN-AE
: -CSE Handler i

1. Request to
targeted ASN/
MN-CSE

2. Underlying Network
selection

3. Device Triggering
request

e o e e e e e e e e e e e o e o e s .

4. Underlying Network
Specific Device
Triggering Procedure

5. Device Triggering

6. ASN/MN-CSE response

receives trigger

7. Connection establishment

Figure 8.4.2 1-1: Device Triggering general procedure for CSE

NOTE 1: ThelN and ASN/MN are assumed to be connechedugh the same Underlyingelvork.

NOTE2: The Device Triggering Handler is a functional entity that receives the device tniggequest, and it is
dependent on the Underlying Network. The Device Triggering Handbert isf scopef this
specification

Pre-condition

The CSE which is the target of the device triggering has to be registered with@&EIN
The CSEPOoA for the ASNMN-CSE already contains either an IP addressaoe.
[optional] Step-1: Request to targeted ASN/MNCSE

The IN-AE requests to perform one of the CRUD operatmma resource residing on the ASN/MIBE, the request is
sent via the Mca reference point ke tiIN-CSE.

Step-2: Underlying network selection

The IN-CSE selects the Underlyingellvork and the mechanism to delitke triggering request to the Underlying
Network according tohte configuration for connected Underlyingtorks.

For example for 3GPRcaess network INCSEcanuse TspTsms and GSMA OneAPI, but the preferred mechamssm
Tsp.
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Step-3: Device Triggering request
IN-CSE issues the device triggering requesh#oselected Underlying Network.

NOTE 1: The Underlying Network dependent Devicégfering proceduréor 3GPP and 3GPP2 systems are
described irannexesB and Annex C respectively.

Some information provided to the selected Underlying Network for performing device trigoelundes
1  M2M-Ext-ID associated with the ASN/MIESE as the taeg of the triggering request (selause7.1.8).

1  TriggerRecipientlD associated with the ASN/MIESE (seelauser.1.1Q. For example when 3GPP
UnderlyingNetwork is used this identifier could map to Applicati®artID.

1  IN-CSE ID which could be used byettunderlying Network to authorize the4BISE for device triggering.
NOTE2: The above TriggeRecipentID is sent at registration.
[8.4.2.1.a]Editors Note: M2MEXt-ID is set on registration, how the {8ISE gets it is FFS.

Step-4: Underlying Network Spedfic Device Triggering procedure

Device Triggering processing procedure is performed between the Underlying Network and the target Node which hosts
the ASN/MN-CSE.

Step-5: Device Triggering response

The IN-CSE receives a response for the Device Triggegggest vidhe Mcn reference point.
Step-6: ASN/MN-CSE Receives Device Trigger

[optional] Step-7 Connection establishment

In case that it is required by the Deviceghering request, connectivity is established between the ASNI8HN and
the IN-CSE andhe renewal of th€ SEP0A might be needed.

8.5 Location Request

8.5.1 Definition and Scope

Location Request is a means by which a CSE requests the geographical or physical location information of a target CSE
or AE hosted in a M2M Node to the location sariocated in the Underlying Network over Mcn reference point. This
clause describes only the case of location request when the attribute locationSource is set to Nefdvork Base

8.5.2 General Procedure for Location Request

This procedure describes a scémarherein an AE or a CSE sends a request to obtain the location information of a
target AE or CSE hosted in an M2M Node to the location server NSE, and the location server responses toithe CSE
location information.

Figure 8.5.2.11 shows the generpfocedure for Location Request.
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Registrar CSE

Originator r— Mca -- (INMNAY) [ Men - ———- NSE
1. Create <locationPolicy with
Network-Based Case
2. Local
Processing
3. Response
4. Location Request
5. Underlying
Network Specific
Location Procedure
6. Location Response
7. Local
Processing

Figure 8.5.2 1-1: General Procedure for Location Request

NOTE 1: Detailed descriptions for Stepto the Stef8 are described in the clauke.2.11.1.
Step-1: Create <locationPolicy>

The Originaor requests to CREATE <locationPolicy> resource aRigistratCSE. ThdocationSourcettribute of
the <locationPolicy> resource shall be seNetwork-Basedand the value fdocationTargetiDandlocationServer
attributes shall be set properly $atthe Location Request.

Step-2: Local Processing for creating <locationPolicy> resource

After verifying the privileges and the given attributes, RegistrartCSE shall create the <locationPolicy> resource.
Linked <container> resource can be created aftecessful creation of <locationPolicy> resource.

Step-3: Response for creating <locationPolicy>
TheRegistraiCSE shall respond with a Response message.
Step-4: Location Request

TheRegistraitCSE issues Location Request to the selected Underlying Netiar doing this, the local CSE shall
transform the location configuration information received from the Originator into Location Request that is acceptable
for the Underlying Network. For example, the Location Request can be one of existing locatisiti@tguotocols

such as OMA Mobile Location Protodal5i.7] or OMA RESTful NetAPI for Terminal Locatiofi.8]. Additionally, the
RegistrarCSE shall provide default values for other parametegsréquired quality of position) in the Location

Request according to local policies.

NOTE2: The Location Request can be triggered by the given consligagt

1) when thdocationUpdatePeriodttribute has expired, or if thecationUpdatePeriodttribute is
not given from the Step;

2) the <locationPolicy> is createdr
3) the linked <container> has been retrieved.
Step-5: Performing Location Procedue

The Underlying Network specific procedures are performed. This may involve getting location information from the
target device or the network node. These procedures are outside the scope of oneM2M specification
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Step-6: Location Response

The NSE respats to the local CSE with location information if the local CSE is authorized. If not, the NSE sends an
error code back to the local CSE.

Step-7: Local Processing after Location Response
The received response shall be contained in the <container> redwmiriserélated the <locationPolicy> resource.
NOTE 3: Please see the clause 10121for detail information.

NOTE4: For notification regarding the location response towards the Originator, the subscription mechanism is
used

8.6 Connection Request

Connedtion request seice is not defined in the present document.

8.7 Device Management

See clause 6.2.4 for a detailed description on the interaction with a Device Management

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TTA, TTC)
Page 77 of 297
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.



9 Resource Management

All entities in the oneM2M System, such aBfACSEs, data,te. are represented as resources. A resource sustu
specified as a representationsathresources. Such resources are uniquely addressable. Procedures for accessing such
resources are also specified.

9.1 General Principles

The following are the gamal principles for th design of the resource model.

1  The "type" ofeachresource shall be specified. New resource types shall be suppatttechaed for them is
identified.

1  The root of the resource structure in a CSE shall be assigned an absolute Sedotmised.3.1 for
additional information.

1  The attributes for allasource type shall be specified.
1  Each resource type can have multiple instances

1  Allresources and associated attributes shall be uniquely addressable via their associatesaURseurce
Identifiers (URI) consisting of:

- ahierarchicalJRI based on the chain of chifghrent relations
- anonhierarchicalJRI made of a unique identifier addressable viaGB&Base
- Examples:
A Root examplémyCSE (well known, common tdierarchicakindnonhierarchica).
EXAMPLE 1: The following two examples address the same respurc
1  //ImyCSE/123fierarchica).
1  //myCSE234(nonhierarchica).
EXAMPLE 2:  The following two examples address the same respurce
1  //myCSE/myApplication/987hjerarchical.
1  //myCSE/234 fonhierarchica).
1  ThenonhierarchicalURI is always stored in thgarentD attribute That is a mandatory attribute

1 In case ohierarchicalJRI, the relationship paremhild and viceversa is determineid thehierarchicalURI.
When created vithe northierarchicalJRI, the parent chilgelation is determined by thmarentID attribute.

1  Bothhierarchicalndnon-hierarchicalURIs shall be supportday all CSEs.

9.2 Resources

This clauséntroduces theesource used n a CSE. A resource Beme isused for modelling the resourstucture and
associatedelationshipsClause 9.5 provides guidelines on how to describe a resource. This document identifies three
categories of resources:

1  Normal resources (clause 9.2.1)
1  Virtual resources (clause 9.2.2)

1  Announced resources (clause 9.2.3)
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9.2.1 Normal Resources

Normal resources include the complete set of representations of data which constitutes thihéegerafation to be
managed.

Unless qualified as either "virtual" or "announced", the resaypzs in this document are normal resources.

9.2.2 Virtual Resources and Attributes

A virtual resourcer a virtual attributés used to trigger processing and/or retrieve results, but they do not have a
permanent representation in a CSE.

9.2.3 Announced Resources

An announced resource is a resource at a remote CSE that is linked to the original resource that has been announced,
and it maintains some of the characttick of the original resource.

Resource announcement can facilitate resource discoveyainounced resource at a remote CSE can also be used
for creating child resources at the remote CSE that are not present as children of the original resource or are not
announced chdren of the original resource.

The following are the resource specifioa guidelines for resource announcement:

1 Inorder to support announcement of resources, an additional column in the resoptatetéclause 9.5.1),
shallspecify the attributes to be announced for inclusion in the associated announced resource type.

1  For each announcedresourceType>the addition of suffix "Annc" to the originaresourceTypeshall be
used to indicate its associated announced resource type. For example, resmuaiaerAnnc>shall indicate
the announced resource type 4@ontainer>resource<groupAnnc>shall indicate announced resource type
for <group> resourceetc.

9.3 Resource Addressing

9.3.1 Generic Principles
There are three differentethodor addressing a resource within the oneM2M resource structure. They are as follows:

1  Hierarchical URI Method: The resource can be addressed by a 0&®dr Mca, Mcc, and Mcceference
points with the actual path portion of the URI defining the entire relationship for the target resource within the
resource structure. This is a structuregresentation of the resources within a CSE where the parent
relationship chain is embeddedtive resource address.

EXAMPLE 1: IN-CSEID.m2m.myoperatarg/CSERoot/myAppX/myContainetY

1  Non-Hierarchical URI Method: The resource can be addressed by a 0®dr Mca, Mcc, and Mcc'
reference pointswith theresource identifier given by itosting CSE during the resource creation procedure.
Hence the actual parent relationship chain is not known a priori and the hosting CSE needs to resolve the
logical locaton of the target resource in the chain of relationship witt@nélource structure.

EXAMPLE 2:  "IN-CSEID.m2m.myoperator.org/CSERomICY" where the same container of the previous
example is directly addressedCYis the resource identifier that was givgnthehosting CSE for
myContainerY

1 ID Base Method: The resource can be addrabs@ two parameters over Meaference pointnamely the
CSEID of the host where the resource is located, and/or the resource identifier of the actual target resource.
This case is applicable only to intchomain routing. To proxy this request onwards over the idizrence
point, if applicable, theegistrarCSE can proxy the request to the@$Eincluding these two parameters
optionally theregistrarCSE shall use the 3D to generate the complete target host name in accordance
with the rules define inlause6.4.1.1.
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Note in this scenario it is assumed that the actual node identifiers are used in the host name to enable the
generation of the host name. The CSEBasesed to identify the CSID.

This methodis an optimization of the secontethod since the host name included in the URI has to be
generated, as an option, in this case byehestrarCSE before it can send the request to the target CSE (via
the IN noek).

EXAMPLE 3. The same resource addressed in the preerasiplewill be provided by the requesting entity to
the receiving CSE by means of the identifll€£$SE4CSEID' and"mCY" and then it will be
resolved to "CSELSEID.IN-CSEID.m2m.myoperator.org/C&eotmCY".

These 3 methods shall all be supported by all M2M nodes, notabigdiserarCSES receiving requests, before they
proxy these requestmy further, where applicable.

The CSEBase, which is the first element in the pattion of the UR|allows to easily distinguish different CSBs
the same IP host

9.3.2 Resource addressing via a FQDN URI

Resources shall be uniquely addressabl&@BN URI as one of the methods @fause9.3.1 The following are
examples of addressable resources.

1  /<CSEBase#Entity Instancel.

1  /<CSEBasetEntity Instancen.

1 /<CSEBasefApplication Instancel.
1  /<CSEBasefApplication Instancen.
1 /<CSEBasefContainer 1/Container?2.

<CSEBases=is the rooffor addressin@ill other resources it contains. TRE€ SEBase>shall represerthe first element
of the path representing a resource in an absolute URI, §isl2gr

The authority part of the absolute URI, as [pdrd] and |.12] shall bethe FQDN or IP address for the CSE hosting the
resourcesind shall conformotthe naming convention describadclause6.4.1.1.

9.4 Resource Structure

9.4.1 Relationships between Resources

CSEBasel
\
\
\
\\ CSE1 APPL | | CONT2
\ I d -
\ | pd - -
\ [ pad _--"
\ | AcP1 -
\
ACP2 1%
CONT1 |-

Figure 9.4.1-1: Resource Relationships Example in a CSE
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NOTE: The resources shown in the above figure are:
- CSEBasel is the name of a resource of typSEBase>
- CSEL1 is the name of a resource of typpemoteCSE>
- APP1 is the name of a resource of tyjdE>
- CONT1 and CONT?2 are the names of resources of4¢gpetainer>
- ACP1 and ACP2 are the names of resources oftgpeessControlPolicy>

The solid line in Figure 9.4-1 represents parenhild relation, wich is supported by a link (e.garentID) in the non
hierarchical ddressing scheme, and by the URI scheme in the hierarchical addressing scheme.

Dashed line in Figur8.4.11 represents a link i.a.relationship between the resces (e.g. relationship between the
APP1 resource and the ACP1).

Figure 9.4.11 provides an example of asource structure.hE represented resources can be addressed byonsirg
the mehodsdescribed inlause 9.3.1. Resources in the oneM2M System are linked with each other and they respect the

containment relationship. Theeattods for linking resources are described in clause 9.4.2.

A link shall contain the following information:

1 linkedResourceURIThe target linked resource is given by using the URI of that resource.

1 linkRelation:Describes the relationship that the curmesburce has with the linked resource (only in one

direction, i.e. from this resource to the linked resource).

9.4.2

Link Relations

The following linkrelationsare defined

Table 9.4.2-1: Link Relations

Linked Resource Type
(link destination)

Linking Resource Types
(link origin)

Linking Method

Description

accessControPolicy

Several
(e.g., node, AE, remoteCSE,
container)

Attribute named
accessControlPolicylDs

See clause 9.6.2

node

CSEBase, remoteCSE, AE

Attribute named
nodeLink

See clause 9.6.18

CSEBase or remoteCSE

node

Attribute named
hostedCSEID

OR

parent resource of type
CSEBase

See clause 9.6.3
See clause 9.6.4

a parent resource of any

a child resource of any

Attribute named parentID

See clause 9.6.1

mgmtLink

resourceType resourceType

a child resource of any a parent resource of any Chlld_ resource ofa See clause 9.6.5
resourceType resourceType specific type

mgmtODbj mgmtODbj Attribute named: See clause 9.6.15
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9.5

Resource Type Specification Conventions

The followingconventions arased forthe specification of resources.

Resourcearespecifiedvia a tabular notatioand the associated graphical representaofollows:

1

Theresourcesrespecifiedin association wittaR CSE.The esources are the representation in the CSkeof
componerg and elementwithin theoneM2M System. Other CS& AES application data representing
sensors, commands, eace knowrto the CSE by mans oftheir resource representatidtesource, Child
Resource and Attributes are defined in clause 3.1 and are rdstiedfor readability.

- Resource:A Resourcas a uniquely addressable entityaneM2Marchitecture. A resourds
transferred and manipulatedingCRUD operationgsee clause 10.1). A resource can contain child
resource(s) and attribute(s).

- Child Resource: It is asubresourceof another resourdiatis its parent resource. The parent resource
contains references to thhild resources(s).

- Attribute: Storesinformationpertaining tahe resource itself.

The set of attributes, which are common toedlaurces, are not detailed in the graphical representation of a
resource.

Resource names and attribute names are strings in lower case. In case of a composed name, the subsequent
word(s) start with a capital lettex;g.acces€ontrolPolicy, creationTimeexpirationTime

Resource type names and attribute names are writtitiénform in this document.
A string delimited with<'and™>' e.g.<resourcel'ype> is a placeholder for the type of a resource.

A string delimited with '[' and '] e.gresourceNamgis a placeholder for the name of a resource or an
attribute.

The resources are specifiedsi®wn below.

<resourceType>

L{ Name of Resource Specific Attributel]

01[ Name of Resource Specific AttributeN

0..n <childResourceTypel>
OR
Name of childResourcel (if fixed)

o.n <childResourceTypeN>
- OR
Name of childResourceN (if fixed)

Figure 9.5-1: <resourceType> representation convention

The resource specification provides the graphical representatitre resource as thigure 9.51. The graphical
representation of a resource shows the multiplicity of the attributes and child resources. The set of attributes, which are
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common to all resources are not detailed in the graphical representati@sotiece. The following graphical
representations are used for representing the attributes and child resources:

1  Square boxes are used for the resources;
1  Square boxes with round corners are used for attributes.
Child resources in eresourceType>are detaild as shown itiable 9.51.

The child resource table fanannounceable <resourceType> resource inclsida additional column titled
'‘<resourceTypeAnncehild Resourc&ypes, indicatingthe type of annawed resourceSee theclaused.625 for
further cetails.

An announced resource may have child resouasetsuch child resources can be of type normal or announced. When
a resource is announced, the associated child resarszamounced independently of the original resource, as needed
by the resoure announcing CSE. The child resources at the announced reamotthe child resource Announced

type.

When child resources at the announced resource are created locally by the remote CSE, the childaresdurces
normal child resource type.

Table 9.5-1: Child Resources of <resourceType>

ChilE REeEliEEs Child Multiplicity o <resourceTypeAnnc>
gl Resource Type DRI Child Resource Types
<resourceType>
<Fill in the name of |[<Fill in the type |<Fill in See clause <XRef> <clause> |<Fill the child resource type
Child Resourcel if |of Child Multiplicity> where the type of this child for the announced resource.
a fixed name is Resourcel> resource is described. It can be none or
required or <crTypeAnnc> or <crType>;
[variable] if no fixed where the <crType> is the
name is required> child resource type of the
original Child Resourcel.
<Fill in the name of |[<Fill in the type |<Fill in See clause <XRef> <clause> |<Fill the child resource type
Child ResourceN if |of Child Multiplicity> where the type of this child for the announced resource.
a fixed name is ResourceN> resource is described. It can be none or
required or <crTypeAnnc> or <crType>;
[variable] if no fixed where the <crType> is the
name is required> child resource type of the
original Child ResourceN.

Attributes in a<resourceType>are detailed as shown table9.5-2

The attributes table for announable<resourceType>resource includean additional column titled 'Attribusdor
<resourceTypeAnnc>', indicatinibe attributes that are to be announaedtat <resourceType>. See ttlause9.625

for further details.
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Table 9.5-2: Attributes of <resourceType> resource

. RW/
Attributes of o N <resourceTypeAnnc>
<resourceType> Multiplicity \I?v%/ Description (MA/OA/NA)
<Fill in name of <Fillin <Fillin RW  |Provide description of this attribute -  |<Fill in MA or OA or
Common Attribute1> Multiplicity> |or RO or to be moved later to a common NA>
WOo> attribute clause.
<Fill in name of <Fill'in <Fillin RW |Provide description of this attribute -  |<Fill in MA or OA or
Common AttributeN> Multiplicity> |or RO or to be moved later to a common NA>
wOo> attribute clause.
<Fill in name of <Fillin <Fillin RW |Provide description of this attribute -  [<Fill in MA or OA or
Resource Specific Multiplicity> |or RO or to be moved later to a central attribute |[NA>
Attribute1> wOo> table that also defines the type of the
attribute, allowed ranges etc.
<Fill in name of <Fill'in <Fillin RW |Provide description of this attribute -  |<Fill in MA or OA or
Resource-Specific Multiplicity> |or RO or to be moved later to a central attribute |NA>
AttributeN> wOo> table that also defines the type of the
attribute, allowed ranges etc.

In case of mialignment of the graphical representation of a resource and the asbtabatar epresentation, tabular
represematon shall take precedence.

The access modes fattributescan assume the following values:

1
f

Read/Write (RW): all operations are allowed for the attribute (Create/Update/Retrieve/Delete/Notify).

Read Only (RO): the value of the attribute is seth®hosting CSE when the resource is Created. Such an
attribute can only be read.

Write Once (WO): the value of the attribute is set when the resource is Created based on information from the
originator. Such an attribute can then only be read.

The multipicity, both for the child resources and the attributes can have the following values:

f
f

1

A value of "0" indicates that the child resource/attribute is not present.
A value of "1" indicates that the child resource/attribute is present.

A value of "0..1" indictes that the child resource/attribute could not be present. If present, it can have an
instance of one only.

A value of "0..n" indicates that the child resource could not be present. If present, multiple instances are
supported.

A value of "1..n" indicatethat the child resource is always present. It has at least one instance and can have
multiple instances.

An attribute multiplicity posfixed with (L) indicates that it is a list of values.

The attributes fokresourceTypeAnncin the attribute table camave the following set of values:

1

MA (MandatoryAnnounced: Suchattributes in the original resouraeeannounced tthe announced
resourcesThe content of such announced attribusedhe same as the content of the original resource.

OA (OptionalAnnourced: Suchattributes in the original resource mayarmounced tthe announced
resources depending on the contents oatireuncedAttributattributeatthe original resourcéhe content
of such announced attributissof the same as the content of tiraginal attributes.

NA (Not Announcedl Suchattributes are notannounced tthe announced resousce
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9.5.1 Handling of Unsupported Resources/Attributes/Sub-resources within
the M2M System

Any CSE shall respond to a received request targeted to it anid¢ludes resource(s), resource attribute(s) or
subresource(s) that are unsupported by the target CSE, by sending an appropriate ebaclctalthe request
originator.

When a CSE is not the target entity of a received request that includes regouese(irce attribute(s) or

subresource(s) that are unsupported by the CSE, the CSE shall attempt to forward the received request to the targeted
entity. If the CSE cannot forward the received request for any reason, the forwarding CSE shall rebparddo/ed

request by sending an appropriate error code back to the request originstspecification includeboth mandatory

and optional functionalitiefor interfaces between oneM2M entities. Thus, the functionatiptemented fothe

interfacegmay not include all the functionalities speediin this document

9.6 Resource Types

Table 9.61 introduces theormal and virtuatesource types and their related child or parent resource types. Details of
each resource type follow the remainder otiis clause.

Table 9.61 lists the supportedresourceTypes>An addition of suffix "Annc" to suckresourceTypes3ndicates the
associated announced resource type.
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Table 9.6-1 Resource Summary

Child Parent
Resource Type Short Description Resource Resource Clause
Types Types
activeCmdhPolicy Provides a link to the currently active None CSEBase D.12.1
set of CMDH policies.
accessControlPolicy Stores a representation of privileges. It  [subscription AE, 9.6.2
is associated with resources that shall remoteCSE,
be accessible to entities external to the CSEBase
hosting CSE. It controls "who" is
allowed to do "what" and the context in
which it can be used for accessing the
resources
contentlnstance Represents a data instance in the subscription container 9.6.7
container resource
AE Stores information about the AE. It is subscription, remoteCSE, 9.6.5
created as a result of successful container, CSEBase
registration of an AE with the registrar  |group,
CSE accessControlP
olicy, mgmtObj,
commCapabiliti
es,
pollingChannel
cmdhBuffer Defines CMDH buffer usage limits subscription cmdhPolicy D.12.8
cmdhDefaults Defines CMDH default values cmdhDefEcValu |cmdhPolicy D.12.2
e,
cmdhEcDefPar
amValues
subscription
cmdhEcDefParamValues Represent a specific set of default subscription cmdhDefaults D.12.4
values for the CMDH related
parameters
cmdhDefEcValue Defines a value for the ec (event subscription cmdhDefaults D.12.3
category) parameter of an incoming
request when it is not defined
cmdhLimits Defines limits for CMDH related subscription cmdhPolicy D.12.5
parameter values
cmdhNetworkAccessRules  |Defines rules for the usage of cmdhNwAccess |cmdhPolicy D.12.6
underlying networks Rule
subscription
cmdhNwAccessRule Defines a rule for the usage of schedule cmdhNetworkA |D.12.7
underlying networks subscription ccessRules
cmdhPolicy A set of rules defining which CMDH cmdhDefaults, |CSEBase D.12
parameters will be used by default cmdhLimits,
cmdhNetworkA
ccessRules,
cmdhBuffer
subscription
container Shares data instances among entities.  [container, application, 9.6.6
Used as a mediator that takes care of contentlnstance |container,
buffering the data to exchange "data" , subscription, remoteCSE,
between AEs and/or CSEs. The CSEBase

exchange of data between AEs (e.g. an
AE on a Node in a field domain and the
peer-AE on the infrastructure domain)
is abstracted from the need to set up
direct connections and allows for
scenarios where both entities in the
exchange do not have the same
reachability schedule
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Child Parent
Resource Type Short Description Resource Resource Clause
Types Types
CSEBase The structural root for all the resources |remoteCSE, None 9.6.3
that are residing on a CSE. It shall node,
store information about the CSE itself  |application,
container,
group,
accessControlP
olicy,
subscription,
mgmtObj,
mgmtCmd,
locationPolicy,
statsConfig
delivery Forwards requests from CSE to CSE subscription CSEBase 9.6.11
eventConfig Defines events that trigger statistics subscription statsConfig 9.6.23
collection
execlnstance The Execution Instance resource subscription mgmtCmd 9.6.17
contains all execution instances of the
same management command
mgmtCmd
group Stores information about resources of  (fanOutPoint Application, 9.6.13
the same type that need to be subscription remoteCSE,
addressed as a Group. Operations CSEBase
addressed to a Group resource shall be
executed in a bulk mode for all
members belonging to the Group
locationPolicy Includes information to obtain and subscription CSEBase 9.6.10
manage geographical location. It is only
referred from container, the
contentinstances of the container
provides location information
fanOutPoint Virtual resource containing target for None group 9.6.14
group requests
It is used for addressing bulk
operations to all the resources that
belong to a group
mgmtCmd Management Command resource execlnstance CSEBase 9.6.16
represents a method to execute subscription
management procedures required by
existing management protocols
mgmtObj Management Object resource parameters remoteCSE, 9.6.15
represents management functions that |subscription CSEBase Annex D
provides an abstraction to be mapped
to external management technology. It
represents the node and the software
installed in the node
m2mServiceSubscription Data pertaining to the M2M Service nodelnfo None 9.6.19
Subscription subscription documented
node Represents specific Node information schedule, CSEBase, 9.6.18
mgmtODbj remoteCSE
subscription
nodelnfo Node information subscription m2mServiceSu |9.6.20
bscription
parameters Provides a mechanism to describe the |parameters mgmtODbj, 9.6.16
management object in a generic way to |subscription parameters
easily import information from existing
management protocols
pollingChannel Represent a channel that can be used |None remoteCSE, 9.6.21
for a request-unreachable entity application
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Child Parent
Resource Type Short Description Resource Resource Clause
Types Types

remoteCSE Represents a remote CSE for which application, CSEBase 9.6.4
there has been a registration procedure |container,

with the registrar CSE identified by the |group,
CSEBase resource accessControlP
olicy,
subscription,
mgmtObj,
pollingChannel,
node

request Expresses/access context of an issued |subscription CSEBase 9.6.12
Request

schedule Contains scheduling information for subscription node, 9.6.39
delivery of messages subscription,
cmdhNwAccess
Rule

statsCollect Defines triggers for the IN-CSE to subscription CSEBase (in 9.6.24
collect statistics for applications IN-CSE)

statsConfig Stores configuration of statistics for eventConfig CSEBase (in 9.6.22
applications subscription IN-CSE)

subscription Subscription resource represents the schedule accessControlP |9.6.8
subscription information related to a olicy,

resource. Such a resource shall be a application,
child resource for the subscribe-to cmdhBuffer,
resource cmdhDefaults,
cmdhEcDefPar
amValues,
cmdhDefEcValu
e, cmdhLimits,
cmdhNetworkA
ccessRules,
cmdhNwAccess
Rule,
cmdhPolicy,
container,
CSEBase,
delivery,
eventConfig,
execlnstance,
groupv
contentlnstance
, locationPolicy,
mgmtCmd,
mgmtObj,
m2mServiceSu
bscription,
node, nodelnfo,
parameters,
remoteCSE,
request,
schedule,
statsCollect,
statsConfig

96.1 Common Attributes

Many of the attributes of the resousadescribed in the present document are comSwehattributes are described
here once in order to avoid duplicating the description for every resource that contains it.

Attributes that are only used in one or two resource types are described onlglautespecificfor that resourcéype.
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Table 9.6.1-1: Common Attributes

Common Attribute Description

resourceType Resource Type. This Write Once (assigned at creation time. and then
cannot be changed) resourceType attribute identifies the type of resources
as specified in clause 9.6. Each resource shall have a resourceType
attribute.

resourcelD This attribute is an identifier for resource that is used for don-hierarchical
URI methoddor dDs based methoddcases.

This attribute shall be provided by the hosting CSE when it accepts a
resource creation procedure. The hosting CSE shall assign a resourcelD
which is unique in the CSE.

parentID The system shall assign the value to this attribute according to the
parameters given in the CREATE Request.

It establishes the parent-child relationship by identification of the parent of
this child resource. Such identifier shall use the non-hierarchical URI
representation. For example, an AE resource with the identifier "myAE1"
which has been created under the resource

"é// exampl e. com/ oneM2M/ mpa€rBIE dttribute wille
contain "D/ / parent

accessControlPolicylDs The attribute contains a list of identifiers (either an ID or a URI depending if
it is a local resource or not) of an <accessControlPolicy> resource. The
privileges defined in the <accessControlPolicy> resource that are
referenced determine who is allowed to access the resource containing this
attribute for a specific purpose (e.g. Retrieve, Update, Delete, etc.).

If a resource type does not have an accessControlPolicylDs attribute
definition, then the accessControlPolicy for that resource is governed in a
different way, for example, the accessControlPolicy associated with the
parent may apply to a child resource that does not have an
accessControlPolicyIDs attribute definition, or the privileges for access are
fixed by the system. Refer to the corresponding resourceType and
procedures to see how permissions are handled in such cases.

If a resource type does have an accessControlPolicylDs attribute definition,
but the (optional) accessControlPolicylDs attribute is not set, or it is set to a
value that does not correspond to a valid, existing <accessControlPolicy>
resource, or it refers to an <accessControlPolicy> resource that is not
reachable (e.g. because it is located on a remote CSE that is offline or not
reachable), then the system default access permissions shall apply.

All resources are accessible only if the privileges from the Access Control
Policy grants it, therefore all resources shall have an associated
AccessControlPolicyIDs attribute, either explicitly (setting the attribute in the
resource itself) or implicitly (either by using the parent privileges or the
system defaults). Which means that the system shall provide a default
access privileges in case that the Originator does not provide a specific
AccessControlPolicylDs during the creation of the resource, Default access
grants the configured privileges to the originator (e.g. depending on the
prefix of URI of the resource).

This attribute is absent from the resource in some cases, especially if the
resource shall have the same privileges of the parent resource; such an
attribute is therefore not needed.

To update this attribute, a hosting CSE shall check whether an originator
has Update permission in any selfPrivileges of the <accessControlPolicy>
resources which this attribute originally indicates.

creationTime Time/date of creation of the resource.

This attribute is mandatory for all resources and the value is assigned by
the system at the time when the resource is locally created. Such an
attribute cannot be changed.
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Common Attribute Description

expirationTime Time/date after which the resource will be deleted by the hosting CSE. This
attribute can be provided by the originator, and in such a case it will be
regarded as a hint to the hosting CSE on the lifetime of the resource. The
hosting CSE can however decide on the real expirationTime. If the hosting
CSE decides to change the expirationTime attribute value, this is
communicated back to the originator.

The lifetime of the resource can be extended by providing a new value for
this attribute in an UPDATE operation. Or by deleting the attribute value,
e.g. by not providing the attribute when doing a full UPDATE, in which case
the hosting CSE can decide on a new value.

This attribute shall be mandatory. If the originator does not provide a value
in the CREATE operation the system shall assign an appropriate value
depending on its local policies and/or M2M service subscription
agreements.

lastModifiedTime Last modification time/date of the resource.

This attribute shall be mandatory and its value is assigned automatically by
the system each time that the addressed target resource is modified by
means of the UPDATE operation.

stateTag An incremental counter of modification on the resource. When a resource is
created, this counter is set to 0, and it will be incremented on every
modification of the resource.

NOTE 1: In order to enable detection of overflow, the counter needs to be
capable of expressing sufficiently long numbers. .

NOTE 2: This attribute has the scope to allow identifying changes in
resources within a time interval that is lower than the one supported by the
attribute lastModifiedTime (e.qg. less than a second or millisecond). This
attribute can also be used to avoid race conditions in case of competing
modifications.

Modifications (e.g. Update/Delete) can be made on the condition that this
attribute has a given value.
labels Tokens used as keys for discovering resources.

This attribute is optional and if not present it means that the resource
cannot be found by means of discovery procedure which uses labels as key
parameter of the discovery.

link This attribute shall be present only on the announced resource. This
attribute shall provide the link (URI) to the original resource.
announceTo This attribute may be included in a CREATE or UPDATE Request in which

case it contains a list of URIS/CSE-IDs which the resource being
created/updated shall be announced to.

This attribute shall only be present at the original resource if it has been
successfully announced to other CSEs. This attribute maintains the list of
URIs to the successfully announced resources. Updates on this attribute will
trigger new resource announcement or de-announcement.
announcedAttribute This attributes shall only be present at the original resource if some
Optional Announced (OA) type attributes have been announced to other
CSEs. This attribute maintains the list of the announced Optional Attributes
(OA type attributes) in the original resource. Updates to this attribute will
trigger new attribute announcement if a new attribute is added or de-
announcement if the existing attribute is removed.

9.6.2 Resource Type accessControlPolicy

The<accessControlPolicy resource is comprised gfrivilegesandselfPrivilegesattributes which represent a set of
access control rules defining which entities (definedcagessControlOriginatojshave the privilege to perform
certain operations (defined ascessContolOpationg within specified contexts (defined ascessControlContexts
and are used by the CSEs in making access decision to specific resources.
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Each access cowlrrule defines what is allowe&o for sets of Accesontrol rules an operation is permittédtiis
permitted by some/any of the access control rules in the set. As a consequence, a combination of access control rules
will never be conflicting.

For a resource that is not eaccessControlPolicy>esource type, the common attribateessControlBlicylDs for

such resourceglefined in table 9.6-1) contains a list of identifiers which link that resourceaocessControlPolicy>
resources. The CSE access decision for such a resource shall follow the evaluation of the set of access control rules
expressed by thprivilegesattributes defined in the identifiethccessControlPolicy>esources.

TheselfPrivilegesattribute represents the set of access control rules for the resagmessControlPolicystself.

The CSE access decision farccessContrii?olicy> resource shall follow the evaluation of the set of access control
rules expressed by tiselPrivilegesattributes defined in the identifiethccessControlPolicy>esource itself.

The Access Control Polici€aCPskhall be used by the CSE to amhiaccess to theesources as specified in this
documentand in TS0003[i-3].

The ACP is designed to fit different access control models, such as access control lists, role or attribute based access
control.

The ACP associasaccessControlOriginatorwith the privilege to perform certain operation within a given context,
that maps in the definition of a role. Multiple A€€anbeassociated to the same resource.

<accessControlPolicy>

1 -

7< privileges >
1

7< selfPrivileges )

0..n

<subscription>

Figure 9.6.2-1: Structure of <accessControlPolicy>resource
The<acces€ontrolPolicy> resource shall contain the child resouspecifiedin table9.6.21.

Table 9.6.2-1: Child resources of <accessControlPolicy> resource

(Sl (NESEUHEES <accessControlPo

<accestControI ChlIdTReseource Multiplicity Description licyAnnc> Child
Policy> yp Resource Types

[variable] <subscription> 0..n See clause 9.6.8 <subscription>

The <acces€ontrolPolicy> resource shall contain the attribuggecifiedin table9.6.2-2.
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Table 9.6.2-2: Attributes of <accessControlPolicy> resource

Attributes of S RW/ — <acc_essContro
<accessControlPolicy> Multiplicity RO/ Description IPollc_yAnnc>
WO Attributes

resourceType 1 RO See clause 9.6.1 where this common NA
attribute is described.

resourcelD 1 WO See clause 9.6.1 where this common MA
attribute is described.

parentID 1 RO See clause 9.6.1 where this common NA
attribute is described.

expirationTime 1 RW See clause 9.6.1 where this common MA
attribute is described.

labels 0.1 RW See clause 9.6.1 where this common MA
attribute is described.

creationTime 1 RO See clause 9.6.1 where this common NA
attribute is described.

lastModifiedTime 1 RO See clause 9.6.1 where this common NA
attribute is described.

announceTo 1 RW See clause 9.6.1 where this common NA
attribute is described.

announcedAttribute 1 RW See clause 9.6.1 where this common NA
attribute is described.

privileges 1 RW Represent a set of access control rules MA
that applies to resources referencing this
<accessControlPolicy> resource using
the accessControlPolicylD attribute.

selfPrivileges 1 RW Represent the Set of access control rules MA
that apply to the <accessControlPolicy>
resource itself.

The set of access control rules represent@diuilegesandselfPrivilegesattributes are comprised oft@ples
(accessControlOriginairs, accessControlContextaccessControlOperatns) with parameters shown iatile 9.6.23
which are further described in the following clauses.

If privilegesattribute contains no 3uples tha this represent an empty set of the access control rules
The selPrivilegesattributeshall contain at least onet@ples.

The CSE access granting mechanism shall follow the procedure describe@003[53] in clause 7.1 (Authorization
and access control).

Table 9.6.2-3: Parameters in access-control-rule-tuples

Name Description

accessControlOriginators |See 9.6.2.1
accessControlContexts  |See 9.6.2.2
accessControlOperations |See 9.6.2.3

9.6.2.1 accessControlOriginators

TheaccessControlOriginators a mandatory parameter in an acesmstrotrule-tuple It represents the set of
originatorsthatshall be allowedo use this access control rule. The sebafjinators is describedsa list of parameters,
where the types of the parameter can vary within the list. Table 916d&4cribes the supported types afgmeters in
accessControlOriginatorsThe following originator privilege types shall be considered for access control policy check.
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Table 9.6.2.1-1: Types of Parameters in accessControlOriginators

Name Description
domain A SP domain or SP sub-domain
originatorldentifier CSE-Id or AE-ID which represent a originator identity
all Any originators are allowed to access the resource
within the accessControlOriginators constraints

9.6.2.2 accessControlContexts

TheaccessControlContexis an optional paraeterin an accessontrotrule-tuple that contains a list, where each
element of the list, when presergpresents a context thafpisrmittedto use this access control rule. Each request
context is described by a set of parameters, where the typespdriimetearcan vary within the set. Table 9.6.2.2
describes the supported types of parametesisdassControlContexts

The following originatoraccessControlContexshall be considered for access control policy check by the CSE.

Table 9.6.2.2-1: Types of Parameters in accessControlContexts

Name Description

accessControlTimeWindow Represents a time window constraint which is compared
against the time that Authorization Decision is made.

accessControlLocationRegion Represents a location region constraint which is
compared against the location of the Originator of the
reguest

accessControllpAddress Represents an IP address constraint or IP address
block constraint which is compared against the IP
address of the Originator of the request

9.6.2.3 accessControlOperations

TheaccessControlOperations a mandatory paramet@ran accessontrolrule-tuple that represents the set of
operations that are authorized using this access control rule. Table-3.6e58ribes the supported set of operations
that are authorized bgccessControlOperations

The followingaccessControlOperatiorshall be considered for access control policy check by the CSE..

Table 9.6.2.3-1: Types of parameters in accessControlOperations

Name Description

RETRIEVE Privilege to retrieve the content of an addressed
resource

CREATE Privilege to create a child resource

UPDATE Privilege to update the content of an addressed
resource

DELETE Privilege to delete an addressed resource

DISCOVER Privilege to discover the resource

NOTIFY Privilege to receive a notification

9.6.3 Resource Type CSEBase

A <CSEBase>resource shall represent a CSEe ®¥RSEBase>resource shall be the root for all resources that are
residingin the CSE.

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TTA, TTC)
Page 93 of 297
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.



<CSEBase>

071< cseType )
1 C CSE-ID )
1[ supportedRsourceType )
0.1 (L)C pointOfAccess )
L{ nodeLink >
L(notificationCorIQEStionPOIiCy)
0..n <remoteCSE>
0..n <node>
0..n <AE>
0..n <container>
0..n <group>
0.n <accessControlPolicy>
0..n <subscription>
0..n <mgmtCmd>
0..n <locationPolicy>
0..n <statsConfig>
0..n <statsCollect>
0..n <request>
0..n <delivery>

Figure 9.6.3-1: Structure of <CSEBase> resource

The <CSEBase>resource shall contain the child resoursgscifiedin table 9.6.31.
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Table 9.6.3-1: Child resources of <CSEBase> resource

Cinile! | MEEETEES of Sl Multiplicity Description
<CSEBase>
[variable] <remoteCSE> 0..n See clause 9.6.4
[variable] <node> 0..n See clause 9.6.18
[variable] <AE> 0..n See clause 9.6.5
[variable] <container> 0..n See clause 9.6.6
[variable] <group> 0..n See clause 9.6.13
[variable] <accessControlPolicy> 0..n See clause 9.6.2
[variable] <subscription> 0..n See clause 9.6.8
[variable] <mgmtCmd> 0..n See clause 9.6.16
[variable] <locationPolicy> 0..n See clause 9.6.10
[variable] <statsConfig> 0..n See clause 9.6.22
[variable] <statsCollect> 0..n See clause 9.6.24
[variable] <reguest> 0..n See clause 9.6.12
[variable] <delivery> 0..n See clause 9.6.11

The<CSEBase>resource shall contain the #ttritesspecifiedin table 9.6.22.

Table 9.6.3-2: Attributes of <CSEBase> resource

. RWI/
'igrsllé%’t:geif Multiplicity SV% Description

resourceType 1 RO See clause 9.6.1 where this common attribute is described.

creationTime 1 RO See clause 9.6.1 where this common attribute is described.

lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described.

accessControlPolicylDs 0..1(L) RW See clause 9.6.1 where this common attribute is described.

labels 0.1 RW See clause 9.6.1 where this common attribute is described.

cseType 0.1 WO Indicates the type of CSE represented by the created
resource.

1  Mandatory for anN-CSE, hence multiplicity (1).
1 Its presence is subject to SP configuration in cag
of an ASNCSE or a MNCSE

CSE-ID 1 WO The globally unigue CSE identifier.

supportedResourceType 1 RO List of the resource types which are supported in the CSE.
This attribute contains subset of resource types listed in
clause 9.2. For each supported resourceType this attribute
indicates the supported optional attributes also.

pointOfAccess 0..1(L) RW Represents the list of physical addresses to be used by
remote CSEs to connect to this CSE (e.g. IP address,
FQDN). This attribute is used to announce its value to remote
CSEs.

nodelLink 0.1 RO A reference (URI) of a <node> resource that stores the node
specific information.

notificationCongestionPo 0.1 RO This attribute applies to CSEs generating subscription

licy notifications. It specifies the rule which is applied when the
storage of notifications for each subscriber (an AE or CSE)
reaches the maximum storage limit for notifications for that
subscriber. E.g. Delete stored notifications of lower
notificationStoragePriority to make space for new
notifications of higher naotificationStoragePriority, or delete
stored notifications of older creationTime to make space for
new notifications when all notifications are of the same
notificationStoragePriority.
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9.6.4 Resource Type remoteCSE

A <remoteCSE>resource shall represent a remote CSE that is registeredRedisratCSE.<remoteCSE> resources
shall be located directly under thk€SEBase>resource

Similarly each regitered CSE shall also be represented &seamoteCSE>resource in the registering CSE's
<CSEBase>

For example, when CSEL1 registers with CSE2, there will becteimote CSE>resources created: one in CSE1
<CSEBasel>/<remoteCSE2> and one in CSEXSEBase2<remoteCSE1>.

Note that the creation of the two resources does not imply mutual registration. The <CSEBasel>/<remate@SE2>
not mean CSE2 regsed with CSEL1 in the example above.

<remoteCSE>

1

7< cseType )

L(L)C pointOfAccess )
1

7< CSEBase )
1

7< CSE-ID )

0.1
4< M2M-Ext-ID )

0.1 . .
7< Trigger-Recipient-1D >

1
7< requestReachability >

0..1 -
7< nodeLink )

0..n <AE>
0..n .
<container>
0..n
<group>
0..n .
<accessControlPolicy>
0..n <subscription>
.n .
0 <pollingChannel>
il
0 <schedule>

Figure 9.6.4-1: Structure of <remoteCSE> resource
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The <remoteCSE>resource shall contain the child resoursescifiedin table 9.6.41.

Table 9.6.4-1: Child resources of <remoteCSE> resource

3 8 <remoteCSEAnnc>
th!:jeiist(e)gglzez ChlIdleltiereource Multiplicity Description Child Resource
Types
[variable] <AE> 0..n See clause 9.6.5 AE
<AEAnnc>
[variable] <container> 0..n See clause 9.6.6 <container>
<containerAnnc>
[variable] <group> 0..n See clause 9.6.13 <group>
<groupAnnc>
[variable] <accessControlP 0..n See clause 9.6.2 <accessControlPolicy
olicy> >
<accessControlPolicy
Annc>
[variable] <subscription> 0..n See clause 9.6.8 <subscription>
[variable] <pollingChannel> 0..n See clause 9.6.21. If requestReachability is <pollingChannel>
FALSE, the CSE that created this
<remoteCSE> resource should create a
<pollingChannel> resource and perform long
polling.
[variable] <schedule> 0.1 This resource defines the reachability schedule <scheduleAnnc>

information of the node. See clause 9.6.9 for

<schedule>.
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The <remoteCSE> resource shalhtain the attbutesspecifiedin table 9.6.42.

Table 9.6.4-2: Attributes of <remoteCSE> resource

RW/ <remoteCSEA
Multiplicity RO/ Description nnc>
WO Attributes
resourceType 1 RO See clause 9.6.1 where this common NA
attribute is described.
resourcelD 1 WO See clause 9.6.1 where this common MA
attribute is described.
parentID 1 RO See clause 9.6.1 where this common NA
attribute is described.
creationTime 1 RO See clause 9.6.1 where this common NA
attribute is described.
lastModifiedTime 1 RO See clause 9.6.1 where this common NA
attribute is described.
expirationTime 1 RW See clause 9.6.1 where this common MA
attribute is described.
accessControlPolicylDs 0..1 (L) RW See clause 9.6.1 where this common MA
attribute is described.
labels 0.1 RwW See clause 9.6.1 where this common MA
attribute is described.
announceTo 1 RW See clause 9.6.1 where this common NA
attribute is described.
announcedAttribute 1 RwW See clause 9.6.1 where this common NA
attribute is described.
cseType 0.1 WO Indicates the type of CSE represented by OA
the created resource.

bl Mandatory for an INCSE,

hence multiplicity (1).

Attributes of
<remoteCSE>

1  Its presence is subject to SP
configuration in case of an
ASN-CSE or a MNCSE.

pointOfAccess 0..1 (L) RW For request-reachable remote CSE it OA
represents the list of physical addresses
to be used to connect to it (e.g. IP
address, FQDN). The attribute is absent
if the remote CSE is not request-
reachable.

CSEBase 1 WO The URI of the CSEBase of the original OA
CSE represented by remote CSE.
CSE-ID 1 WO The globally unigue CSE identifier. OA
M2M-Ext-1D 0.1 RW Supported when Registrar is IN-CSE. NA
See clause 7.1.8 where this attribute is
described. This attribute is used only for
the case of dynamic association of
M2M-Ext-ID and CSE-ID.
Trigger-Recipient-1D 0.1 RW Supported when Reqistrar is IN-CSE.. NA
See clause 7.1.10 where this attribute is
described. This attribute is used only for
the case of dynamic association of
M2M-Ext-ID and CSE-ID.
requestReachability 1 RW If the CSE that created this OA
<remoteCSE> resource can receive a
request from other AE/CSE(S), this
attribute is set to "TRUE" otherwise
"FALSE".

NOTE: Even if this attribute is set to
"FALSE", it does not mean it AE/CSE is
always unreachable by all entities. E.g.
the requesting AE/CSE is behind the
same NAT, so it can communicate within
the same NAT.
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Attributes of RW/ <remoteCSEA

Multiplicity RO/ Description nnc>
i == WO Attributes
nodeLink 0..1 RO Reference URI of a <node> resource that OA

stores node specific information.

<remoteCSE>andtheannouncedremoteCSE resourceshall havalifferent resourceType coding.

9.6.5 Resource Type AE

An <AE> resource represents information about an Application Entity known to a@&En

<AE>
—(

— name
L ,< App-ID

1
7< AE-ID

0..1(L
7(( pointOfAccess

0.1
4< ontologyRef

N N N N N N

L( nodeLink
0.n <subscription>
0..n <container>
0..n <group>
0-n I <accessControlPolicy>
0..n <pollingChannel>

Figure 9.6.5-1: Structure of <AE> resource
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The <AE> resource shall contain the khresourcespecifiedin table 9.6.51.

Table 9.6.5-1: Child resources of <AE> resource

Child Resources

Child Resource

<AEAnnc> Child

of <AE> Type Multiplicity Description Resource Types
[variable] <subscription> 0..n See clause 9.6.8 <subscription>
[variable] <container> 0..n See clause 9.6.6 <container>
<containerAnnc>
[variable] <group> 0..n See clause 9.6.13 <group>
<groupAnnc>
[variable] <accessControlP 0..n See clause 9.6.2 <accessControlPoli
olicy> cy>
<accessControlPoli
cyAnnc>
[variable] <pollingChannel> 0..n See clause 9.6.21. <pollingChannel>

When the registrar CSE of this AE is
request-unreachable, the AE should
create this <pollingChannel> resource
and perform long polling.
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The<AE> resource shall contain the #@ftrtesspecifiedin table 96.5-2.

Table 9.6.5-2: Attributes of <AE> resource

. RWI/
Attrg“'éis o Multiplicity \ITV(())/ Description Z’?ﬁgﬁ?g;

resourceType 1 RO See clause 9.6.1 where this common NA
attribute is described.

parentID 1 RO See clause 9.6.1 where this common NA
attribute is described.

expirationTime 1 RW See clause 9.6.1 where this common MA
attribute is described.

accessControlPolicylDs 1(L) RW See clause 9.6.1 where this common MA
attribute is described.

creationTime 1 RW See clause 9.6.1 where this common NA
attribute is described.

lastModifiedTime 1 RO See clause 9.6.1 where this common NA
attribute is described.

labels 0.1 RO See clause 9.6.1 where this common MA
attribute is described.

announceTo 1 RW See clause 9.6.1 where this common NA
attribute is described.

announcedAttribute 1 RW See clause 9.6.1 where this common NA
attribute is described.

name 1 RO The (usually human readable) name of OA
the application, as declared by the
application
developer(e.g. "HeatingMonitoring")

App-ID 1 RO Application Identifier OA

AE-ID 1 RO The identifier of the Application Entity OA
(see clause 7.1.2).

pointOfAccess 0..1(L) RW The list of addresses for communicating OA
with the registered Application Entity over
Mca reference point via the transport
services provided by Underlying Network
(e.g. IP address, FQDN, URI). This
attribute shall be accessible only by the
AE and the hosting CSE.

ontologyRef 0.1 RW A reference (URI) of the ontology used to OA
represent the information that is
managed and understood by the AE; to
be passed to the AE.

nodeLink 0.1 RO A reference (URI) of a <node> resource OA
that stores the node specific information.
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9.6.6 Resource Type container

The <container>resource represents a container for data instancesisidstashare information witlother entities
and potentially to track the data.</container resource has no associated contiritasonly attributes and child
resources.

<container>

1
7< creator

0..1
7< maxNrOflnstances

0.1 .
7< maxByteSize

0.1

4< maxinstanceAge )
1

7< currentNrOflnstances )

1
7< currentByteSize

0..1
4C latest

0.1 .
7< locationID

0.1
7C ontologyRef

0..n <contentinstance>
0..n N
<subscription>
0..n .
<container>

Figure 9.6.6-1: Structure of <container> resource
The<container> resourceshall contain the child resourcggecifiedin table 9.66-1.

Table 9.6.6-1: Child resources of <container> resource

. . <containerAnnc>

Child Reso_urces St s Multiplicity Description Child Resource
of <container> Type
Types
[variable] <contentlnstance> 0..n See clause 9.6.7 <contentlnstance>
[variable] <subscription> 0..n See clause 9.6.8 <subscription>
[variable] <container> 0..n See clause 9.6.6 <container>
<containerAnnc>

The<container>resourceshall contain the attributespecifiedin table 9.66-2.
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Table 9.6.6-2: Attribute of <container> resource

Attributes of
<container>

Multiplicity

RW/
RO/
WO

Description

<containerAnn
c> Attributes

resourceType

1

RO

See clause 9.6.1 where this common
attribute is described.

NA

resourcelD

1

WO

See clause 9.6.1 where this common
attribute is described.

MA

parentlD

1

RO

See clause 9.6.1 where this common
attribute is described.

NA

expirationTime

1

RW

See clause 9.6.1 where this common
attribute is described.

MA

accessControlPolicylDs

0.1 (L)

RwW

See clause 9.6.1 where this common
attribute is described. If no
accessControlPolicylDs are provided at
the time of creation, the
accessControlPolicylDs of the parent
resource is linked to this attribute

MA

labels

0.1

RO

See clause 9.6.1 where this common
attribute is described.

MA

creationTime

RwW

See clause 9.6.1 where this common
attribute is described.

NA

lastModifiedTime

RO

See clause 9.6.1 where this common
attribute is described.

NA

stateTag

RO

See clause 9.6.1 where this common
attribute is described.

OA

announceTo

RwW

See clause 9.6.1 where this common
attribute is described.

NA

announcedAttribute

RW

See clause 9.6.1 where this common
attribute is described.

NA

creator

RW

The AE-ID or CSE-ID of the entity which
created the resource.

NA

maxNrOflnstances

0.1

RwW

Maximum number of instances of
<contentlnstance> child resources.

OA

maxByteSize

0.1

RW

Maximum number of bytes that are
allocated for a <container> resource for
all instances in the <container> resource.

OA

maxinstanceAge

0.1

RwW

Maximum age of the instances of
<contentlnstance> resources within the
<container>. The value is expressed in
seconds.

OA

currentNrOflnstances

RO

Current number of instances in a
<container> resource. It is limited by the
maxNrOflnstances.

OA

currentByteSize

RO

Current size in bytes of data stored in a
<container> resource. It is limited by the
maxNrOfBytes.

OA

latest

0.1

RO

Reference to latest <contentlnstance>
resource, when present.

OA

locationlD

RwW

URI of the resource where the
attributes/policies that define how
location information are obtained and
managed. This attribute is defined only
when the <container> resource is used
for containing location information.

OA

ontologyRef

0.1

RW

A reference (URI) of the ontology used to
represent the information that is stored in
the instances of the container.

NOTE: The access to this URI is out
of scope of oneM2M.

OA
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9.6.7 Resource Type contentlnstance

The<contenthstance>resource represents a data instance irtbataner> resourceThe content of the
contenthstancecanbe encrypted.

Unlike other resources, thecontenthstance>resourceshall notbe modified once createdn AE shall be able to
delete acontenthstanceresourceexplicitly or it may be deleted by thatform based on policies. If the platform has
policies forcontenthstanceretention these shall be represented by the attribotasByte SizanaxNrOflnstances
and/ormaxinstanceAgattributesin the<container>resource. If multiple policies are infeft, the strictest policy shall

apply.

The<contenthstance>resource inherits the same acosmstrol policiesof the parenkcontainer>resource, and does
not have its owmmccessControlPolidps attribute.

<contentlnstance>

C typeOfContent

0.1
1

7< contentSize

0.1
7< ontologyRef

1
4< content

0..n

NN N N

<subscription>

Figure 9.6.7-1: Structure of <contentinstance> resource
The <contentinstance>esource shall contain the child resosrsgecifiedin table 9.6.71.

Table 9.6.7-1: Child resources of <contentlnstance> resource

Child Resources of Child Resource Multiolicit Description
<contentinstance> Type phicity P
[variable] <subscription> 0..n See clause 9.6.8

The <contentinstanceresource shall contain the attribuggeecifiedin table 9.67-2.

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TTA, TTC)
Page 104 of 297
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.



Table 9.6.7-2: Attributes of <contentlnstance> resource

Attributes of - RW/ o <contentlnstan
<contentinstance> Multiplicity RO/ Description ceAnnc>
WO Attributes
resourceType 1 RO See clause 9.6.1 where this common NA
attribute is described.
resourcelD 1 WO See clause 9.6.1 where this common MA
attribute is described.
parentID 1 RO See clause 9.6.1 where this common NA
attribute is described.
labels 0..1 WO See clause 9.6.1 where this common MA
attribute is described.
creationTime 1 RO See clause 9.6.1 where this common NA
attribute is described.
lastModifiedTime 1 RO See clause 9.6.1 where this common NA
attribute is described.
stateTag 1 RO See clause 9.6.1 where this common OA

attribute is described.

The stateTag attribute of the parent
resource should be incremented first and
copied into this stateTag attribute when a
new instance is added to the parent

resource.

announceTo 1 RW See clause 9.6.1 where this common NA
attribute is described.

announcedAttribute 1 RwW See clause 9.6.1 where this common NA
attribute is described.

typeOfContent 0.1 WO Type of the content included in the OA

content attribute. This is media-type as
defined in [i.2].

contentSize 1 WO Size in bytes of the content attribute. OA
ontologyRef 0.1 WO A reference (URI) of the ontology used to OA
represent the information that is stored in
the contentinstances resources of the
<container> resource. If this attribute is
not present, the contentinstance
resource inherits the ontologyRef from
the parent <container> resource if
present

NOTE:  Access to this URI is out of
scope of oneM2M.

content 1 WO Actual opaque content of a OA

contentinstance. This may for example

be an image taken by a security camera,

or a temperature measurement taken by

a temperature sensor.

9.6.8 Resource Type subscription

The<subscription>resource containsibscription information for its subscribéd resourceThe subscribd-to
resource is the resource that hastbgbscription>resource ags child resource.

The<subscription>resource shall be representedthitd resourcef thesubscriedto resourceFor example,
<container>resource hassubscription>resource as a child resource (see clause 9.6 83uBscription>resource
shall be deleted whehe parent subscribetb resource is deleted.

The<subscription>resource shall represent a subscriptma subscribetb resource. Amriginator shall be able to
create a resource g@bubscription>resource type when the originator has RETRIEWViilegeto the subscriéto
resource. Theriginator of a<subscription>resource becomekeresource subscrip.

When a modification to the subscribrresource occurs, that modification is compared todliéicationCriteria
attribute to determine whether a notificatimeedgo be sent If it matchesa Notify request shall be sent to

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TTA, TTC)
Page 105 of 297
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.



notificationURI(s)in the <subscription>resourceWhen a<subscription>resource is deleted,Notify request shall be
sent to thesubscriberURIf it is provided by theoriginator.

<subscription>

W1(L . L
07()< notificationCriteria

L( expirationCounter >

1(L)
7< notificationURI

0.1 .
7< aggregationURI )

0.1
4< batchNotify )
0.1 .
7< rateLimit )

0.1
7< priorSubscriptionNotify )

LC pendingNotification )

L CnotificationStoragePriority)

0.1
7< latestNotify )

1
7< notificationStructure )

0.1
4CnotificationDeIiveryPriority)

0.1 L
7< notificationEventCat )

0.1 ]
7< subscriberURI )

0.1

<schedule>

Figure 9.6.8-1: Structure of <subscription>resource
The <subscrption> resource shall contain the child resoursgscifiedin table 9.63-1.

Table 9.6.8-1: Child resources of <subscription>resource

. Child Resource
Child Resources of s L.
<subscription> Type Multiplicity Description
notificationSchedule <schedule> 0..1 See clause 9.6.9

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TTA, TTC)
Page 106 of 297
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.



The<subscription>resource shall contain therdititesspecifiedin table 9.68-2.

Table 9.6.8-2: Attributes of <subscription> resource

. RW/
Attrlbu_tes_ o Multiplicity RO/ Description

<subscription> WO
resourceType 1 WO See clause 9.6.1 where this common attribute is described.
resourcelD 1 WO See clause 9.6.1 where this common attribute is described.
parentID 1 RO See clause 9.6.1 where this common attribute is described.
expirationTime 1 RW See clause 9.6.1 where this common attribute is described.
creationTime 1 RO See clause 9.6.1 where this common attribute is described.
lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described.
labels | RW See clause 9.6.1 where this common attribute is described.
accessControlPolicylDs 0..1(L) RW See clause 9.6.1 where this common attribute is described.

If no accessControlPolicyIDs is given at the time of
creation, the accesControlPolicies of the parent resource is
linked to this attribute.

notificationCriteria 0..1(L) RW When natification events happen on the subscribed-to
resource, the list of notification events that match the
notification criteria shall be sent as a Notify request.

expirationCounter 0.1 RW When the number of notifications becomes the same as
this counter, the <subscription> resource shall be deleted.
notificationURI 1(L) RW List of URI(s) where the resource subscriber will receive

notifications. This list of URI(s) may not represent the
resource subscriber entity.

aggregationURI 0.1 RW URI to aggregate notifications from group members of a
<group> resource.
batchNotify 0.1 RW Indicates that notifications should be batched for delivery.

When set, notification events are temporarily stored until
either a specified number is ready to send or until a
duration after the first notification event has expired.
rateLimit 0..1 RW Indicates that notifications should be rate-limited. When set,
notification events that exceed a specified number within a
specified time are temporarily stored then sent when the
number of events sent per specified time falls below the
limit.
priorSubscriptionNotify 0.1 WO Indicates that when this subscription is created, whether
notification events prior to subscription should be sent,
e.g. send prior "n" notifications, if available.
pendingNotification 0.1 RW Indicates the notification action to be taken following a
period of unreachability (according to the reachability
schedule). When set, pending notification(s) during an
unreachable period are processed according to
pendingNotification. The following provides the possible
values for pedingNotification:

T Asenmkedo

fAisendLatesto

1 A s e nRerdindo

The default behavior if this attribute is not set is to send no
notification (fisendNoneo) .

When sendLatest is selected, the ec of the corresponding
outgoing notification shall be set to latest.
notificationStoragePriority 0.1 RW Indicates a priority for this subscription relative to other
subscriptions belonging to this same subscriber for
retention of notification events when storage is congested.
The storage congestion policy which uses this attribute as
input is specified in clause 9.6.3.

latestNotify 0.1 RW Indicates if the subscriber wants only the latest notification.
If no notifications are buffered at the hosting CSE or transit
CSE, then all notifications will be received. If the
notifications are buffered, and if the value of this attribute is
set to true, then older notifications shall be discarded. The
attribute is mutual exclusive with batchNotify.
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Attributes of b

<subscription> Multiplicity \F;V%/ Description
notificationStructure 1 RW  |Type of information that shall be contained in notifications.

E.g. modified attribute only of a subscribed-to resource, a
whole subscribed-to resource, and/or URI of a
corresponding <subscription> resource.
notificationDeliveryPriority 0.1 RW Indicates a delivery priority for the notification. That is, this
attribute defines the how to handle sending of notifications
when notifications need to be sent.

notificationEventCat 0.1 RW Defines the Event Categories for the notification message
triggered by the <subscription> resource.
subscriberURI 0.1 \WYe] URI that the <subscription> created entity can get

notification from the <subscription> hosting CSE.
<subscription> deletion shall be natified if this URI is
provided.

ThenotificationCriteria attribute shall be configured a prioritime <subscription>resourcelf an event matches the
notificationCriteria conditions, then a notification shall be delivered.

Table9.6.83 describes thaotificationCriteria conditions.
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Table 9.6.8-3: notificationCriteria conditions

Condition tag

Multiplicity

Matching condition

createdBefore

0.1

The creationTime attribute of the resource is chronologically
before the specified value.

createdAfter

0.1

The creationTime attribute of the resource is chronologically after
the specified value.

modifiedSince

The lastModifiedTime attribute of the resource is chronologically
after the specified value.

unmodifiedSince

The lastModifiedTime attribute of the resource is chronologically
before the specified value.

stateTagSmaller

The stateTag attribute of the resource is smaller than the
specified value.

stateTagBigger

The stateTag attribute of the resource is bigger than the
specified value.

expireBefore

The expirationTime attribute of the resource is chronologically
before the specified value.

expireAfter

The expirationTime attribute of the resource is chronologically
after the specified value.

labels

The labels attributes of the resource matches the specified
value.

resourceType

The resourceType attribute of the child resource of the
subscribed-to resource is the same as the specified value. It
allows notification of child resource creation and deletion.

sizeAbove

The contentSize attribute of the <contentinstance> resource is
equal to or greater than the specified value.

sizeBelow

The contentSize attribute of the <contentinstance> resource is
smaller than the specified value.

contentType

The typeOfContent attribute of the <contentinstance> resource
matches the specified value

resourceStatus

When the subscribed-to resource is changed by the operations
or expiration, the resource status is the same as the specified
value. Possible values are: child created, updated, child deleted,
deleted.

operationMonitor

The operations accessing the subscribed-to resource matches
with the specified value. It allows monitoring which operation is
attempted to the subscribed-to resource regardless of whether
the operation is performed. This feature is useful when to find
malicious AEs. Possible string arguments are: create, retrieve,
update, delete.

attribute

This is an attribute of resource types (clause 9.6). Therefore, a
real tag name is variable depends on its usage. E.g., creator of
container resource type can be used as a filter criteria tag as
fcreator=Sama

9.6.9

Resource Type schedule

The<schedule>resource contains scheduling information

The<schedule>resource shall represethe scheduling information in the context of its parent resourceoriginator

shall have the same accessitrolprivilegesto the<schedule>resource as it has to its parent resource.

<schedule>

1(L)
7< scheduleElement )

0..n

<subscription>

Figure 9.6.9-1: Structure of <schedule> resource

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TTA, TTC)

Page 109 of 297

This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.




The <schedule>esource shall contain the child resouspecfied in table 9.6.91.

Table 9.6.9-1: Child resources of <schedule> resource

. . <scheduleAnnc>
il MEEEUEes | @il RESOTEe Multiplicity Description Child Resource
of <schedule> Type
Types
[variable] <subscription> 0..n See clause 9.6.8 None

The<scheduk> resource shall contathe attributespecifiedin table 9.69-2.

Table 9.6.9-2: Attributes of <schedule> resource

. RW/
A;ggﬁ:éifec;f Multiplicity 5\/%/ Description <SCR¢:.tcriiubI3gr;nc>

resourceType 1 RO See clause 9.6.1 where this common NA
attribute is described.

resourcelD 1 WO See clause 9.6.1 where this common MA
attribute is described.

parentID 1 RO See clause 9.6.1 where this common NA
attribute is described.

expirationTime 1 RW See clause 9.6.1 where this common MA
attribute is described.

creationTime 1 RO See clause 9.6.1 where this common NA
attribute is described.

lastModifiedTime 1 RO See clause 9.6.1 where this common NA
attribute is described.

labels 0.1 RO See clause 9.6.1 where this common MA
attribute is described.

announceTo 1 RW See clause 9.6.1 where this common NA
attribute is described.

announcedAttribute 1 RwW See clause 9.6.1 where this common NA
attribute is described.

scheduleElement 1(L) RW Expresses time periods defined by OA
second, minute, hour day of month,
month, and year. Supports repeating
periods, and wildcards expressed as a
list.

9.6.10 Resource Type locationPolicy

The<locationPolicy>resource represents the method for obtaining and managing geographical location information of
an M2M Node

The actual location information shall be stored #ncontenthstance>resourcewhich isa child resource dhe
<container>resource. The&container>resourcancludesthelocationldattribute which holds the URI of this
<locationPolicy>resourceA CSE can obtain location information based on the attributes defined under
<locationPolicy>resource, and store the location information in the targattainer>resource.

Based on théocationSourcettribute, thanethodfor obtaining location informationfan M2M Node can be
differentiated The methods for obtaining ldden informaion shall be as follows:

1  Network-basedmethod: where the CSE on behalf of the AE obtains the tavi¥l Node's location
information fromanUnderlying Network

1  Devicebasedmethod: where the ASN is equipped with any location capable modules or technologies
(e.qg.GPS) and is able to position itself

1  Sharing-basedmethod: where the ADN has no GR®ranUnderlying Network conneisfity . Its location
information can be retrieveddim eitherthe associatedSN ora MN.

NOTE: Geographical location informatiaouldincludemore than longitude and latitude.
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<locationPolicy>

1
7< locationSource )

LC locationUpdatePeriod )

0.1
7< locationTargetID >

0..1 .
7< locationServer )

0..1 i .
4< locationContainerlD >

0.1
7< locationContainerName )

1
7< locationStatus )

0..n

<subscription>

Figure 9.6.10-1: Structure of <locationPolicy> resource
The <locationPolicy>resource shall contathe child resourcespecifiedn table 9.6.161.

Table 9.6.10-1: Child resources of <locationPolicy> resource

Child Resources Child Resource <locationPolicyAn
of Tvpe Multiplicity Description nc> Child
<locationPolicy> yP Resource Types

[variable] <subscription> 0..n See clause 9.6.8 None
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The<locationPolicy>resource shall contain the attribuggecifiedin table 9.6.1€2.

Table 9.6.10-2: Attributes of <locationPolicy> resource

Attributes of - RW/ o <locationPolic
<locationPolicy> Multiplicity RO/ Description yAnnc>
WO Attributes

resourceType 1 RO See clause 9.6.1 where this common NA
attribute is described.

resourcelD 1 WO See clause 9.6.1 where this common MA
attribute is described.

parentID 1 RO See clause 9.6.1 where this common NA
attribute is described.

expirationTime 1 RW See clause 9.6.1 where this common MA
attribute is described.

accessControlPolicylDs 0..1(L) RW See clause 9.6.1 where this common MA
attribute is described.

creationTime 1 RO See clause 9.6.1 where this common NA
attribute is described.

lastModifiedTime 1 RO See clause 9.6.1 where this common NA
attribute is described.

labels 0.1 RwW See clause 9.6.1 where this common MA
attribute is described.

announceTo 1 RW See clause 9.6.1 where this common NA
attribute is described.

announcedAttribute 1 RW See clause 9.6.1 where this common NA
attribute is described.

locationSource 1 RwW Indicates the source of location OA
information

1  Network Based
 Device Based
1  Sharing Based
locationUpdatePeriod 0.1 RW Indicates the period for updating location OA
information. If the value is marked '0' or
not defined, location information is
updated only when a retrieval request is
triggered.

locationTargetld 0.1 RW The identifier to be used for retrieving the OA
location information of a remote Node
and this attribute is only used in the case
that location information is provided by a
location server.

locationServer 0.1 RW Indicates the identity of the location OA
server. This attribute is only used in that
case location information is provided by a
location server.

locationContainerID 0.1 RO A URI of the <container> resource where OA
the actual location information of a M2M
Node is stored.

locationContainerName 0.1 RW A Name of the <container> resource OA
where the actual location information of a
M2M Node is stored. If it is not assigned,
the hosting CSE automatically assigns a
name of the resource.

Note: The created <container> resource
related to this policy shall be stored only
in the hosting CSE.

locationStatus 1 RO Contains the information on the current OA
status of the location request. (e.g.,
location server fault)
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9.6.11 Resource Type delivery

When a CSE is requested to initiate an operation (CRUBrgeting resources on another CSE, then it needs to do
scheduling and execution oélivery of data from the source CSE to the target CSE in linetigtbrovisioned
policies. Itshall bein one of the followingvays:

1  Using delivery aggregatiomd information set taDN), or
1  Forwarding the original request as a separate request onctheefdrence point without changes.

In order to be able to initiate and manage the execution of data delivery in a rdmmedananner, resource type
<delivery> is defined. This resource tyghallbe used for forwarding requests from one CSE to an@8&r wherthe

da parametein the request is set ©N. If the da parameteis set toOFF, the original request shall be forwarded
without changéo the next CSH.e. without the use ofdelivery> resairce. If theda parameter is not present, the latter
method shall be used

Operations to Retrieve, Update or Deletedalivery> resourceshallallow authorized entities to inquire the status of a
delivery, change delivery attributes or cancel a delivery.

As defined in clause 10.2.4delivery>resource can dyibe created by a CSE. A request for the creation of a
<delivery>resource can only be issued tregistrar CSE<delivery> resource is deleted on successful delivery of the
data intheaggregatedRequeattribute to the next hop CSE.

The parent of &delivery> resource is theCSEBase>resource of the CSE that acceptedrwuest for the creation of
the<delivery>resource.

<delivery>
- C source )

1
C target )

1
[ lifespan >

1
4< eventCat )

1
7< deliveryMetaData )

1
7< aggregatedRequest )

0..n

<subscription>

Figure 9.6.11-1: Structure of <delivery>resource
The <delivery> resource shall contain the childsoaircespecifiedin table 9.6.111.

Table 9.6.11-1: Child resources of <delivery>resource

Child Resources of Child Resource Multiplicit Description
<delivery> Type phcity p
[variable] <subscription> 0..n See clause 9.6.8

The<delivery> resourceshall contairthe attributespecifiedin table 9.611-2.
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Table 9.6.11-2: Attributes of <delivery> resource

. RW/
Aitdr:akl)il\j/t;?ff Multiplicity RO/ Description
WO

resourceType 1 RO See clause 9.6.1 where this common attribute is described.

resourcelD 1 WO See clause 9.6.1 where this common attribute is described.

expirationTime 1 RW See clause 9.6.1 where this common attribute is described.

parentID 1 RO See clause 9.6.1 where this common attribute is described.

creationTime 1 RO See clause 9.6.1 where this common attribute is described.

lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described.

accessControlPolicylDs 0..1(L) RW See clause 9.6.1 where this common attribute is described.

labels 0.1 RO See clause 9.6.1 where this common attribute is described.

stateTag 1 RO See clause 9.6.1 where this common attribute is described.

source 1 WO The CSE-ID of the CSE that initiated the delivery process
represented by this <delivery> resource.

target 1 WO CSE-ID that defines the hosting CSE for delivering the data
contained in the aggregatedRequest attribute

lifespan 1 RW Defines the time limit when the delivery of the information in
the aggregatedRequest attribute needs to complete. If the
lifespan expires before successful delivery, no further
attempts to deliver the information in the aggregatedRequest
attribute need to be executed. If the delivery fails, a feedback
may be expected by the source CSE depending on options
reflected in the deliveryMetaData attribute. The lifespan
attribute of a <delivery> resource shall be set consistent with
the rget parameters of the set of original requests contained
in the aggregatedRequest attribute, i.e. lifespan shall not
extend beyond the earliest expiring rqet parameter in the set
of the original requests contained in the aggregatedRequest
attribute.

eventCat 1 RW Defines the category of the event that triggered the delivery
request represented by this <delivery> resource.

deliveryMetaData 1 RW Contains meta information on the delivery process
represented by this <delivery> resource, such as delivery
status, delivery options, tracing information, etc

aggregatedRequest 1 WO Attribute containing the request(s) to be delivered to the
hosting CSE. This represents one or more original requests
that were targeting the same hosting CSE.

9.6.12 Resource Type request
The use okrequest>resource type is optional depending on the configuration.

Creation of acrequest>resource can only be done oregistrar CSE implicitly when eegisteredAE or a regstered
CSEissues a requeti theregistrar CSHargetingany other resource tye requesting a notificatiorCreation of a
<request>resource instance is only permitted by ribgistrar CSE as a result of a request fesroriginator which
contains hert parameter in the request message and wherarameteis set tdnonBlockingReqeustSynair'
‘nonBlockingRequestAsynch'

When a CSE is requested to initiate an operation for which the result should be availabieigintter by reference
(rt information of the request set'tmnBlockingRegeustSynar'nonBlockingRequestAsynyitheregistrarCSE
which received theequest directly from theriginatorshallprovide a referencef the create&request>resourceback
to theoriginator so thattte originator can access attributes of #treequest at a later time for instance in order to
retrieve the result of an operation that was taking a longer ffittihe registrar CSE uses resources of typequest>to
keep such context information, treference that shall be given back to thrginator as part of the acknowledgment
thatis the address of therequest>resourceTheoriginator (or any other authorized entity depending on access
contro) can access the request status and the requestati@peesult through it.

The<request>resource mapedeleted by the CSE that is hostingvtien the expiration time of theequest>
resource is reached. So after the expiration time<oéquest>resource is reached it cannot be assumed that that
paricular <request>resource is still accessible. Depending on implementation of the CSE that is hosting it, a
<request>resource may also get deleted earlier than the expiration time, when the result of the requested operation (if
any result was requestedadl) has ben sent back to thariginator.
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For the purpose of providing a standardized structure for expressing and accessing the context of a previously issued
request, the resource tygeequest is defined.The parent resource okaequest>resource Isall be the<CSEBase>
resource of theosting CSE.

<request>

1 :

( operation
= ( target
1

C originator
1

( requestiD

metalnformation

I

=

content

requestStatus

=

operationResult

P N N N N N N

-
N N 7Y

0..n

<subscription>

Figure 9.6.12-1: Structure of <request> resource
The <request>resource shall contain the child resogrspecifiedn table 9.6.121.

Table 9.6.12-1: Child resources of <request> resource

Child Resources of Child Resource Multiolicit Description
<request> Type plicity P
[variable] <subscription> 0..n See clause 9.6.8

The<request>resourceshall contain the attributespecifiedin table 9.6.2-2.
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Table 9.6.12-2: Attributes of <request>resource

. RW/
Aitrgzldge:tff Multiplicity RO/ Description
WO

resourceType 1 RO See clause 9.6.1 where this common attribute is described.

resourcelD 1 WO See clause 9.6.1 where this common attribute is described.

expirationTime 1 RW See clause 9.6.1 where this common attribute is described.
The value of the expirationTime is chosen by the CSE
dependent on the rqet, rset, rp and oet parameters
associated with the original request.

parentID 1 RO See clause 9.6.1 where this common attribute is described.

creationTime 1 RO See clause 9.6.1 where this common attribute is described.

lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described.

accessControlPolicylDs 0..1(L) RO See clause 9.6.1 where this common attribute is described.

labels 0.1 RO See clause 9.6.1 where this common attribute is described.

stateTag 1 RO See clause 9.6.1 where this common attribute is described.

operation 1 RO It contains the value of the parameter op in the original
request message.

target 1 RO It contains the value of the parameter to in the original
request message.

originator 1 RO It contains the value of the parameter fr in the original
request message.

requestiD 1 RO It contains the value of the parameter ri in the original
request message.

metalnformation 1 RO Meta information about the request. The content of this
attribute is equivalent to information in any other optional
parameters described in clause 8.1.

content 1 RO Contains the content that is carried in the cn parameter of the
original request message.

requestStatus 1 RO Contains information on the current status of the Request,
e.g. "accepted and pending".

operationResult 1 RO Contains the result of the originally requested operation in

line with the rc parameter associated with the original
request.

All operations or<request>resources except fthhe CREATE operations which can only be triggered implicitly by a

request for which &request>resource shall capture the conteate controlled by thaccesscontrol policy.

9.6.13 Resource Type group

The<group> resource represents a group of resources of the same or mixed typegrollpe> resource can be used
to do bulk manipulations on the resources represented Inyaimberkist attribute The<group> resoure contains an
attribute that represents the members of the group and a virtual resourdarftbatPoint>) that allowsoperationdo

be applied to the resources represented by those members.

When used as one of the permission holders kaasessControlBlicy> resource, the group can be used to grant a
collection of AEs (represented by AE> resources) or CSEs (representeckbgmoteCSE resources) permissions for

accessingd.g.creating childresourcegretrieving, etc.) a resource.
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<group>

o
L x

1
7< currentNrOfMembers )

creator )

memberType )

1
7< maxNrOfMembers )

—

0.1 (L)

membersList )

membersAccesscontroIPolicylDs)

1
7< memberTypeValidated )

0.1 .
7< consistencyStrategy )

0..n

groupName )

<subscription>

<fanOutPoint>

Figure 9.6.13-1: Structure of <group>resource
The <group> resource shall contain the child resoursgscifiedin table 9.613-1.

Table 9.6.13-1: Child resources of <group> resource

3 . <groupAnnc>
Chg(f:i%ersc,’%t;r:es ChlIdTF;epseource Multiplicity Description Child Resource
Types
[variable] <subscription> 0..n See clause 9.6.8 none
fanOut <fanOutPoint> 1 See clause 9.6.14 none

This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.
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The<group> resource shall contain the attribusgecifiedin table 9.613-2

Table 9.6.13-2: Attributes of <group> resource

Attributes of
<group>

Multiplicity

RW/
RO/
\We)

Description

<groupAnnc>
Attributes

resourceType

1

RO

See clause 9.6.1 where this common
attribute is described.

NA

resourcelD

1

woO

See clause 9.6.1 where this common
attribute is described.

MA

parentlD

1

RO

See clause 9.6.1 where this common
attribute is described.

NA

expirationTime

1

RW

See clause 9.6.1 where this common
attribute is described.

MA

accessControlPolicylDs

0.1(0)

RW

See clause 9.6.1 where this common
attribute is described.

MA

labels

0.1

RO

See clause 9.6.1 where this common
attribute is described.

MA

creationTime

RO

See clause 9.6.1 where this common
attribute is described.

NA

lastModifiedTime

RO

See clause 9.6.1 where this common
attribute is described.

NA

announceTo

RW

See clause 9.6.1 where this common
attribute is described.

NA

announcedAttribute

RW

See clause 9.6.1 where this common
attribute is described.

NA

creator

0.1

RW

The AE-ID or CSE-ID of the entity which
created the resource.

NA

memberType

WO

It is the resource type of the members
resources of the group if all members
resources (including the members
resources in any sub-groups) are of the
same type. Otherwise, it's a type of
'mixed'.

OA

currentNrOfMembers

RO

Current number of members in a group. It
is limited by the maxNrOfMembers.

OA

maxNrOfMembers

RW

Maximum number of members in the
<group>.

OA

membersList

RW

List of zero or more member URIs
referred to in the remaining of this
specification as memberID. Each URI
(memberID) should refer to a members
resource or a (sub-) <group> resource of
the <group>.

OA

membersAccessControlPo
licylDs

0.1(0)

RW

List of URIs of the <accessControlPolicy>
resources defining who is allowed to
access the <fanOutPoint> resource.

OA

memberTypeValidated

RO

Denotes if memberType of all members
resources of the group has been
validated.

OA

consistencyStrategy

0.1

WO

This attribute determines how to deal
with the <group> resource if the
memberType validation fails. Which
means delete the inconsistent member if
the attribute is ABANDON_MEMBER;
delete the group if the attribute is
ABANDON_GROUP; set the
memberType to "mixed" if the attribute is
SET_MIXED.

OA

groupName

0.1

RW

Human readable name of the <group>.

OA
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9.6.14 Resource Type fanOutPoint

The<fanOuPoint> resource is a virtual resource because it does not have a representation. It is the child resource of a
<group> resource. Whenevarequest is sent to thefanOutPoint resource, the request is fanned out to each of the
members of thegroup> resairce indicated by thenembersLisattribute of thecgroup> resource. The responses (to

the request) from each member are then aggregated and returneorigirtiagor.

The<fanOutPoint resource does not have a resource representation by itself anduemtlgeitjdoes not have an
accessControlPoligdDs attribute. The<accessControlPolicy>fesource used for accesmtrol policyvalidation is
indicated by thenembersAcce€ontrolPolicylDs attribute in the parertgroup> resource.

9.6.15 Resource Type mgmtODbj

The<mgmtObjp resource contains management data which represents individual M2M management functions. It
represents a general structure to map to external management teclengl@dyA DM [i.5], BBF TR-069[i.4] and
LWM2M [i.6] data modelsEach instance afmgmtObj>resourceshall be mapped to single external management
technology.

<mgmtObj>

1
7< mgmtDefinition

LC objectlDs

L( objectPaths
0..1(L)

7< mgmtLink

0..1(L
7(( [objectAttribute]

0.1 o
4< description

0..n

NN N N N N

<subscription>

Figure 9.6.15-1: Structure of <mgmtObj> resource
The <mgmtObj>resource shall contain the child resowspecifiedin table 9.6.5-1.

Table 9.6.15-1: Child resources of <mgmtObj> resource

Child Resources of Child Resource Aot L
<mgmtObj> Type Multiplicity Description
[variable] <subscription> 0..n See clause 9.6.8

The<mgmtObj>resource shall contain the attribusgecifiedin table 9.6.5-2.

Table 9.6.15-2: Attributes of <mgmtObj> resource

. RW/
Attributes of o L.
. Multiplicity RO/ Description
<mgmtObj> WO
resourceType 1 WO See clause 9.6.1 where this common attribute is described
resourcelD 1 WO See clause 9.6.1 where this common attribute is described.
parentlD 1 RO See clause 9.6.1 where this common attribute is described.
expirationTime 1 RW See clause 9.6.1 where this common attribute is described
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Attributes of
<mgmtObj>

Multiplicity

RW/
RO/
\We)

Description

accessControlPolicylDs

1D

RW

See clause 9.6.1 where this common attribute is described

creationTime

1

RO

See clause 9.6.1 where this common attribute is described

lastModifiedTime

1

RO

See clause 9.6.1 where this common attribute is described

labels

0.1

RO

See clause 9.6.1 where this common attribute is described

mgmtDefinition

1

WO

Specifies the type of <mgmtObj> resource e.g. software,
firmware, memory. The list of the value of the attribute can be
seen in Annex D.

objectIDs

0.1

WO

Contains the list URNSs that uniquely identify the external
management technology data models used for this
<mgmtObj> resource as well as the managed function and
version it represents. This attribute shall be provided during
the creation of the <mgmtObj> resource and shall not be
modifiable afterwards.

If the <mgmtObj> resource is mapped to multiple external
management technology data models, this attribute shall list
all URNSs for each mapped external management technology
data model. This is mandatory for the <mgmtObj>, for which
the data model is not specified by oneM2M but mapped from
external management technology data model specified in
other device management protocols.

objectPaths

0.1

WO

Contains the list of local paths of the external management
object instances on the managed entity which is represented
by the <mgmtObj> resource in the hosting CSE.

This attribute shall be provided during the creation of the
<mgmtObj>, so that the hosting CSE can correlate the
created <mgmtObj> with the external management object
instance on the managed entity for further management
operations. It shall not be modifiable after creation.

The format of this attribute shall be a local external
management object path in the form as specified by existing
management protocols. (e.g. "./anyPath/Fw1" in OMA DM
[i.5], "Device.USBHosts.Host.3." in BBF TR-069 [i.4]).

The combination of the objectPath and the objectID attribute,
allows to address the external technology data models.

mgmtLink

0.1(L)

RW

This attribute contains reference to a list of other <mgmtObj>
resources in case a hierarchy of <mgmtObj> is needed

[objectAttribute]

0.1(0)

RW

Each [objectAttribute] is mapped from a leaf node of a
hierarchical structured management object (including
oneM2M data model and the existing management data
models) based on the mapping rules below the table.

description

0.1

RW

Text format description of <mgmtObj>.

When mapping resources from management technologies to a correspandm¢Obj>resource, the following rules
shall apply:

1 The root resource of external management objects maps<mtimatObj>resource
1  Forthechild resource of the rootseurce of specific technology:

- Rulel: If the child external management object cannot laaetherchild external management object,
the external management object maps tddabgctAttribute] attribute of thesmgmtObj>resource with
the same resource name

- Rule2: If the child external management object can have another child external management object, the
external management object mapa toew<mgmtObp resource The URI of the nevemgmtObj>
resource is stored am mgmtLinkattribute of thecmgmtObj>resource which is mapped from the parent
external management object.
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9.6.16 Resource Type mgmtCmd

The<mgmtCmd>resource represents a method to execute management procedures or to model commands and remote
procedure calls (RPC) required by existing managgmrotocols€.g.BBF TR-069]i.4]), and enables AEs to request
management procedures to be executed on a remote entity. It also enables cancellation of cancellable amat initiated
unfinished maagement procedures or commands.

<mgmtCmd>
0.1 .
( description )
- C cmdType )
0.1
C execRegArgs )
1
C execEnable )
1
4< execTarget )
0.1
( execMode >
0.1
C execFrequency )
0.1
( execDelay )
0.1
( execNumber )
0..n <subscription>
1
<execlnstance>

Figure 9.6.16-1: Structure of <mgmtCmd> resource

Each<mgmtCmd>corresponds to a specific type of management command, as defined by its atinidityge For
multiple requests of the same management commangmtCmd>may use thehild-resourcei(e. <execlnstance) to
contain all execution instances. The execution of the management procedure represemgrat@md>shall be
triggered using the UPDATE method to its attribexecEnable

The<mgmtCmd>resource shall contain the child resoursgscifed in table 9.6.6-1.

Table 9.6.16-1: Child resources of <mgmtCmd> resource

Child Resources of Child Resource S _—
<mgmtCmd> Type Multiplicity Description
[variable] <subscription> 0..n See clause 9.6.8
[variable] <execlnstance> 1 See clause 9.6.17
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The<mgmtCmd>resource shall contathe attributespecifiedin table 9.6.5-2.

Table 9.6.16-2: Attributes of <mgmtCmd> resource

. RW/
AETIBUEE o Multiplicity RO/ Description
<mgmtCmd> WO

resourceType 1 WO See clause 9.6.1 where this common attribute is described

resourcelD 1 Wwo See clause 9.6.1 where this common attribute is described.

parentID 1 RO See clause 9.6.1 where this common attribute is described.

expirationTime 1 RW See clause 9.6.1 where this common attribute is described

accessControlPolicylDs 0..1(L) RW See clause 9.6.1 where this common attribute is described

labels 0.1 RW See clause 9.6.1 where this common attribute is described

creationTime 1 RO See clause 9.6.1 where this common attribute is described

lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described

description 0.1 RW The text-format description of this resource.

cmdType 1 WO The type to identify the management operation
(e.g. download).

execReqArgs 0.1 RW Structured attribute (e.g. abstract type) to contain any
command-specific arguments of the request.

execEnable 1 RO The attribute can be blank without any value or it can contain
a URI that can be used to trigger execution of <mgmtCmd>
using UPDATE method.

execTarget 1 RW M2M-Node-ID of the target on which this <mgmtCmd> will be
executed.

execMode 0.1 RW The mode used to specify how the command will be
executed (e.g., Immediate Once, Immediate and Repeatedly,
Random Once, Random and Repeatedly). May be used
together with execFrequency, execDelay and execNumber to
provide the scheduling information.

execFrequency 0.1 RW The minimum interval between two executions, to be used in
conjunction with execMode. Modes involving random
execution can be used to add random values between
individual executions.

execDelay 0.1 RW The minimum delay before the instance should be executed.
Modes involving random execution can be used to increase
this delay randomly.

execNumber 0..1 RW The number of times the instance should be executed, to be
used when execMode indicates a repetition pattern.

[9.6.16.a] Editors Note: The types of management operatiers. ¢mdType) to be used by mgmtCmd are FFS.

[9.6.16b] Edi t or 6s Not e: It is FFS for how to use execTal

9.6.17 Resource Type execlinstance

The<execlnstancexesource represents a successful instaneengmtCmd>execution request, which had been
triggered by a M2M network application using the UPDATE method to the atteatEnablef <mgmtCmd>
resource
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<execlnstance>

1
( execStatus >
1
( execResult )
0.1
C execDisable )
1
( execTarget )
0.1
4< execMode )
0..1
( execFrequency >
0.1
C execDelay )
0.1
( execNumber )
0..1 (L)
7< execRegArgs )
0..n <subscription>

Figure 9.6.17-1: Structure of <execlnstance> resource
The <execlnstance>esource shall contain the child resosrspecifiedn table 9.6.171.

Table 9.6.17-1: Child resources of <execlnstance> resource

: Child Resource
Child Resources of L —
B e —— Type Multiplicity Description
[variable] <subscription> 0..n See clause 9.6.8
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The<execlnstancexesource shall contain the attribuggecifiedin table 9.6.Z-2.

Table 9.6.17-2: Attributes of <execlnstance> resource
. RW/
AETIBUIEE Multiplicity RO/ Description
<execlnstance> WO

resourceType 1 RO See clause 9.6.1 where this common attribute is described

resourcelD 1 Wwo See clause 9.6.1 where this common attribute is described.

expirationTime 1 RO See clause 9.6.1 where this common attribute is described

parentID 1 RO See clause 9.6.1 where this common attribute is described.

accessControlPolicylDs 1() RW See clause 9.6.1 where this common attribute is described

creationTime 1 RO See clause 9.6.1 where this common attribute is described

lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described

labels 0.1 RO See clause 9.6.1 where this common attribute is described

execStatus 1 RO The status of <execlnstance>. It can be Initiated, Started,
Finished, Cancelled, or Deleted.

execResult 1 RO The execution result of <execlnstance>.

execDisable 0.1 RW The attribute is used to cancel <execlnstance> using
UPDATE method.

execTarget 1 RO M2M-Node-ID of the target.

execMode 0.1 RO Modes used to specify how the command will be executed
(e.g. Immediate Once, Immediate and Repeatedly, Random
Once, Random and Repeatedly). May be used together with
execFrequency, execDelay and execNumber to provide the
scheduling information.

execFrequency 0.1 RO The minimum interval between two executions, to be used in
conjunction with execMode. Modes involving random
execution can be used to add random values between
individual executions.

execDelay 0.1 RO The minimum delay before the instance should be executed.
Modes involving random execution can be used to increase
this delay randomly.

execNumber 0.1 RO The number of times the instance should be executed, to be
used when execMode indicates a repetition pattern.

execReqArgs 0..1(L) RO Structured attribute (e.g. abstract type) to contain any
command-specific arguments (as a list) used to trigger this
<execlnstance>.

9.6.18 Resource Type node

The<node>resource represents specific informatibat provides propertiesf an M2M Node that can be utded by
other oneM2M operation§he<node>resource hasmgmtObj>as its child resources.h&@<mgmtObj>resources

represent thdlode'scontext information€.g.memory andattery), network topologydevice information, device
capability etcThe<mgmtObj>resources are also resoes b perform manageemtof the Nodes.

This node specific informatiostored in this resource tygech as memory arzhtterycan be obtained either by the
existing device management technologies (OMA DB, BBF TR-069[i.4]) or any other wayeg.g.JNI[i.21]). Since
<mgmtObj>resource type represents the management functions including both ways, $toé syjleresources are

<mgmtObj>resource type.

For the casevhenthe<node>resource belongs tn ADN, please see the descriptiomotieLinkattribute in the
<AE> resouce (clause 9.6.5).
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<node>

; ( nodelD >
L( hostedCSEID )
- 0.1 [memory]

0..n [battery]

0.1 [areaNwkInfo]

0.n [areaNwkDevicelnfo]

0.1 [firmware]

0.n [software]

0.n [devicelnfo]

0.n [deviceCapability]

0.1 [reboot]

0.1 [eventLog]

0..n <subscription>

Figure 9.6.18-1: Structure of <node> resource
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The <node>resource shall contain the child resoursgscifiedin table9.618-1.

Table 9.6.18-1: Child resources of <node> resource

el Sﬁsggices @ ChlldTF;%seource Multiplicity Description
[variable] <mgmtObj> with 0.1 This resource provides the memory (typically
mgmtDefinition of RAM) information of the node. (e.g. the
value "memory" amount of total volatile memory), See clause
D.4.
[variable] <mgmtObj> with 0..n The resource provides the power information
mgmtDefinition of of the node. (e.g. remaining battery charge).
value "battery" See clause D.7.
[variable] <mgmtObj> with 0.1 This resource describes the list of Nodes
mgmtDefinition of attached behind the MN node and its
value physical or underlying relation among the
"areaNwkInfo" nodes in the M2M Area Network. This
attribute is defined in case the Node is MN.
See clause D.5.
[variable] <mgmtObj> with 0..n This resource describes the information
mgmtDefinition of about the Node in the M2M Area Network.
value See clause D.6.
"areaNwkDevicelnf
o
[variable] <mgmtObj> with 0.1 This resource describes the information
mgmtDefinition of about the firmware of the Node include
value "firmware" name, version etc, See clause D.2.
[variable] <mgmtObj> with 0..n This resource describes the information
mgmtDefinition of about the software of the Node. See clause
value "software" D.3.
[variable] <mgmtObj> with 0..n The resource contains information about the
mgmtDefinition of identity, manufacturer and model number of
value "devicelnfo" the device. See clause D.8.
[variable] <mgmtObj> with 0..n The resource contains information about the
mgmtDefinition of capability supported by the Node. See
value clause D.9.
"deviceCapability"
[variable] <mgmtObj> with 0.1 The resource is the place to reboot or reset
mgmtDefinition of the Node. See clause D.10.
value "reboot"
[variable] <mgmtObj> with 0.1 The resource contains the information about
mgmtDefinition of the log of events of the Node. See clause
value "eventLog" D.11.
[variable] <subscription> 0..n See clause 9.6.8

The<node>resource shall contathe attributespecifiedin table9.618-2.

Table 9.6.18-2: Attributes of <node> resource

. RW/
AT S B Multiplicity RO/ Description
<node>
\We)
resourceType 1 RO See clause 9.6.1 where this common attribute is described.
resourcelD 1 WO See clause 9.6.1 where this common attribute is described.
parentlD 1 RO See clause 9.6.1 where this common attribute is described.
expirationTime 1 RW See clause 9.6.1 where this common attribute is described.
accessControlPolicylDs 0..1(L) RW See clause 9.6.1 where this common attribute is described.
creationTime 1 RO See clause 9.6.1 where this common attribute is described.
lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described.
labels 0.1 RW See clause 9.6.1 where this common attribute is described.
nodelD 1 RW The ID of the Node which is specified in the resource type.
This attribute is identical to M2M-Node-ID.
hostedCSEID 0.1 RW The ID of the CSEBase that is hosted on this node if type of
node is ASN/MN/IN.

This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.
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9.6.19 Resource Type m2mServiceSubscription

The <m2mServiceSubscriptionresource represents an M2M Service Subscription. It is used to represent all data
pertaining to the M2M Service Subscriptjore.,the technical part of the contract between an M2M Application
Service Poviderand an M2M Serge Provider.

<m2mServiceSubscription>

0.1 ]
7< serviceRoles >

L(L)C App-ID )

0..n

<subscription>

0..n

<nodelnfo>

Figure 9.6.19-1: Structure of <m2mServiceSubscription> resource
The <m2mServiceSubscriptionresource shall contain the child resoursgscifiedin table9.619-1.

Table 9.6.19-1: Child resources of <m2mServiceSubscription> resource

Child Resources of Child Resource o L
<m2mServiceSubscription> Type Multiplicity Description
[variable] <subscription> 0..n See clause 9.6.8
nodelnfo <nodelnfo> 0..n See clause 9.6.20

The<m2mServiceSubscriptionresource shall contathe attributespecifiedin table9.619-2.

Table 9.6.19-2: Attributes of <m2mServiceSubscription> resource

Attributes of o RW/ .

<m2mServiceSubscription> LAl ety \'7\/%/ LEsElE e

resourceType 1 RO See clause 9.6.1 where this common attribute is described.

resourcelD 1 (e See clause 9.6.1 where this common attribute is described.

parentlD 1 RO See clause 9.6.1 where this common attribute is described.

expirationTime 1 RW See clause 9.6.1 where this common attribute is described.

accessControlPolicylDs 0..1(L) RW See clause 9.6.1 where this common attribute is described.
If no accessControlPolicyIDs is given at the time of
creation, the accessControlPolicylDs of the parent resource
is linked to this attribute

creationTime 1 RW See clause 9.6.1 where this common attribute is described.

labels 0.1 RO See clause 9.6.1 where this common attribute is described

lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described.

serviceRoles 0.1 RW This attribute contains a list of Service Role IDs (S-
RolelDs) that are subscribed to in this service subscription.
If the multiplicity of this attribute is 0, the role does not
apply.

App-ID 0..1(L) RW The value of this attribute shall be set to a list of application
identifiers as defined in clause 7.1.3 pertaining to
applications of this M2M service subscription. It may
contain a wildcard, meaning that any App-ID is allowed.
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9.6.20 Resource Type nodelnfo

The <nodelnfo>resource represents M2Nbde information that is needed as part ofMt&M Service Subscription
resource. It shall contain information about #h2M Node as well as application identifierbthe Applicationsunning
onthatNode.

<nodelnfo>
1

7< nodelD )
0.1 (L)( App-ID ]

0..1
7< CSE-ID )

0..1
7< deviceldentifier )

0.n <subscription>

Figure 9.6.20-1: Structure of <nodelnfo> resource
The<nodelnfo>resource shall contain the child resouspecifiedin table9.6.201.

Table 9.6.20-1: Child resources of <nodelnfo> resource

Child Resources of Child Resource S N
e el Type Multiplicity Description
[variable] <subscription> 0..n See clause 9.6.8

The<nodelnfo>resource shall contain the attribusggecifiedin table9.620-2.
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Table 9.6.20-2: Attributes of <nodelnfo> resource

. RWI/
AETIBUIEE Multiplicity RO/ Description
<nodeinfo>
\We)

resourceType 1 RO See clause 9.6.1 where this common attribute is described.

resourcelD 1 WO See clause 9.6.1 where this common attribute is described.

parentlD 1 RO See clause 9.6.1 where this common attribute is described.

expirationTime 1 RW See clause 9.6.1 where this common attribute is described.

accessControlPolicylDs 0..1 (L) RW See clause 9.6.1 where this common attribute is described. If
no accessControlPolicylDs is given at the time of creation,
the accessControlPolicylDs of the parent resource is linked to
this attribute.

creationTime 1 RW See clause 9.6.1 where this common attribute is described.

labels 0.1 RW See clause 9.6.1 where this common attribute is described

lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described.

nodelD 1 RW Node identifier indicating where the M2M Service
Subscription applies. A wildcard may be used to allow all the
Nodes within a M2M Service Provider.

App-ID 0..1(L) RW See clause 7.1.3 for definition of App-Id. List of Application
IDs pertaining to the applications running on this node.

CSE-ID 0.1 RW CSE-ID pertaining to this node (for nodes that have a CSE).

The CSE-ID becomes know once the pre CSE registration
procedure is triggered.

deviceldentifier 0.1 RW A list of device identifiers. A deviceldentifier identifes a device
using a Universally Unique IDentifier (UUID). The UUID
specifies a valid, hex digit character string as defined in
[RFC4122]. The format of the URN is

UrN:UUIO: - T - -

1  OPS URN:Identify a device using the format
<OUI> "-" <ProductClass>-" <SerialNunber>as
defined in Section 3.4.4 of TB69 [i-4]. The
format of the URN is urn:dev:ops:<OUI>""
<ProductClass>-" <SerialNumber>.

1  OS URN:Identify a device using the format
<OUI> "-"<SerialNumber>as defined in Section
3.4.4 of TRO69 [i.4]. The formabf the URN is
urn:dev:os:<OUI> -"<SerialNumber>.

1 IMEI URN: Identify a device using an
International Mobile Equipment Identifiecd
3GPRTS_23.003i.26]. The IMEI URN specifies g
valid, 15 digit IMEI. The format of the URN is
urn:imei:HHHHHHHHHHHHET

1  ESNURN: Identify a device using an Electronic
Serial Number.The ESN specifies a valid, 8 digit
ESN.The format of the URN is urn:esn:####H##HH

T MEID URN: Identify a device using a Mobile
Equipment Identifier. The MEID URN specifies &
valid, 14 digit MEID. Tte format of the URN
IS urn:meid:#HHHHHHEHHHEHEH

9.6.21 Resource Type pollingChannel

The<pollingChannel>resource represent a channel that can be used for a raquesthable entity.é.an AE or a
CSE which is behind NAT so it cannot receive a regiest otherNode3. The requestinreachable entity creates a
<pollingChannel>resource on a requesachable CSE, arttenpolls any type of request(s) for itself from the
<pollingChannel>hosting CSE. For example, an AE can retrieve notifications bydoHigng on the channel when it
cannot receive notifications asynchronously from a subscription hosting CSE.
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This <pollingChannel>resource shall havengPollingURIvirtual attribute which is an input/output end point of the
channel. Afteman AE or CSE ceates this resource, it performs long polling mmgPollingURIof this resource with
RETRIEVE operation. The response to the long polling request isngaundtil there are any requests received on the
channel.

<pollingChannel>

0..1
7< creator )
1 .
7C longPollingURI )

Figure 9.5.21-1: Structure of <pollingChannel> resource

The <pollingChannel>resource shall contain the attribuggecifiedin table9.6.21-1.

Table 9.6.21-1: Attributes of <pollingChannel> resource

. RW/
Att.”bUteS i Multiplicity RO/ Description
<pollingChannel> WO
resourceType 1 RO See clause 9.6.1 where this common attribute is described.
resourcelD 1 WO See clause 9.6.1 where this common attribute is described.
parentiD 1 RO See clause 9.6.1 where this common attribute is described.
creationTime 1 RO See clause 9.6.1 where this common attribute is described.
lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described.
expirationTime 1 RW See clause 9.6.1 where this common attribute is described.
accessControlPolicylDs 0..1(L) RW See clause 9.6.1 where this common attribute is described.
labels 0.1 RW See clause 9.6.1 where this common attribute is described.
creator 0.1 WO The AE-ID of the entity which created the resource.
longPollingURI 1 WO A virtual attribute that represents a polling URI. This URI is
used for long polling. Accessing this attribute is intended to
store request(s) (clause 10.2.13.6) and retrieve the
request(s) (clause 10.2.13.7).

9.6.22 Resource Type statsConfig

The<statsConfig>resources used to store configuiiah of statistics foAEs. The<statsConfig>resourcanay be
established by thiN-CSEs or by AE#n IN-CSE The<statsConfig>resource shall be located directly under
<CSEBase><eventConfig>subresource shall be used to define events that triggestitattollection. Below are
some examples of events that cargbrerated

1  Collection based on a certain operation: collects any RETRIEVE operations on the data created by the
collecting entity

1  Collection based on storage size: collects the size of starhgn a<container>resource created by the
collecting entity exceexh quota

1  Combined configuration: collects all RETRIEVE operations on the data created by the codiatitinduring
a period of time
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<statsConfig>

1
7< creator >

0..n

<eventConfig>

0..n

<subscription>

Figure 9.6.22-1: Structure of <statsConfig> resource
The <statsConfig>resource shall contain the child resoursgscifiedin table9.622-1.

Table 9.6.22-1: Child resources of <statsConfig> resource

Child Resources of Child Resource Multiolicit Descrintion
<statsConfig> Type plicity P
[variable] <eventConfig> 0..n See clause 9.6.23. This resource configures
an event for statistics collection.
[variable] <subscription> 0..n See clause 9.6.8 where the type of this
resource is described.

The<statsConfig>resource shall contaihé attributespecifiedin table9.622-2.

Table 9.6.22-2: Attributes of <statsConfig> resource

. RW/

Hilstzs .Of Multiplicity RO/ Description

<statsConfig> WO
resourceType 1 RO See clause 9.6.1 where this common attribute is described
resourcelD 1 WO See clause 9.6.1 where this common attribute is described.
parentID 1 RO See clause 9.6.1 where this common attribute is described.
accessControlPolicylDs 1 (L) RW See clause 9.6.1 where this common attribute is described
creationTime 1 RO See clause 9.6.1 where this common attribute is described
expirationTime 1 RW See clause 9.6.1 where this common attribute is described
lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described
labels 0.1 RW See clause 9.6.1 where this common attribute is described
creator 1 RW The AE-ID or CSE-ID of the entity which created the

resource.

9.6.23 Resource Type eventConfig
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<eventConfig>

1
( creator >
! ( eventlD )
1
C eventType )
1
C CSE-ID )
0.1
4< eventStart )
0..1
eventEnd >

transactionType >

=
i

=
i
TN N Y

dataSize )

o
5

<subscription>

Figure 9.6.23-1: Structure of <eventConfig> resource
The <eventConfig>resource shall contaithe child resourcepecifiedin table9.6.231.

Table 9.6.23-1: Child resources of <eventConfig> resource

Child Resources of Child Resource Multiolicit Descrintion
<eventConfig> Type plcity P
[variable] <subscription> 0..n See clause 9.6.8 where this type of resource
is described.
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The<eventConfig> resource shall contain the attribusgcifiedin table9.623-2.

Table 9.6.23-2: Attributes of <eventConfig> resource

. RWI/
Attributes .Of Multiplicity RO/ Description
<eventConfig> WO

resourceType 1 RO See clause 9.6.1 where this common attribute is described

resourcelD 1 Wwo See clause 9.6.1 where this common attribute is described.

parentID 1 RO See clause 9.6.1 where this common attribute is described.

accessControlPolicylDs 1(L) RW See clause 9.6.1 where this common attribute is described

creationTime 1 RO See clause 9.6.1 where this common attribute is described

expirationTime 1 RW See clause 9.6.1 where this common attribute is described

lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described

labels 0.1 RW See clause 9.6.1 where this common attribute is described

creator 1 RW The AE-ID or CSE-ID of the entity which created the
resource.

eventlD 1 RO This attribute uniquely identifies the event to be collected for
statistics for AEs.

eventType 1 RW This attribute indicates the type of the event, such as timer
based, data operation, storage based, etc.

eventStart 0.1 RW This attribute indicates the start time of the event.

eventEnd 0.1 RW This attribute indicates the end time of the event

transactionType 0.1 RW This attribute defines the type of the operation to be collected
by statistics, such as CREATE, RETRIEVE.

dataSize 0.1 RW This attribute defines the data size if an event is triggered
when the stored data exceeds a certain size.

9.6.24 Resource Type statsCollect

The <statsCollect>resourceshall be used toollect information for AEs using theeventConfig>resource as the
triggers for the INCSE The IN-CSEmay setup multiplériggers. Eachtrigger may bectivated or dectivated
independently of otherdhe<statsCollect>resource shall be located directly under <CSEBase>-GIH.
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<statsCollect>

creator

o
Y

statsCollectID

-
Y

collectingEntitylD

=
Y

collectedEntitylD

=
Y

1
4< status
1
statModel
1
M2M-Sub-I1D

CollectPeriod

©
N

eventlD

N N N N N NI N N N

©
i
N N N Y

0..n

<subscription>

Figure 9.6.24-1: Structure of <statsCollect> resource
The <statsCollect>resource shall contathe child resourcepecifiedin table9.6.241.

Table 9.6.24-1: Child resources of <statsCollect> resource

Child Resources of Child Resource Multiolicit Descrintion
<statsCollect> Type plcity P
[variable] <subscription> 0..n See clause 9.6.8 where the type of this
resource is described.
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The<statsCollect>resource shall contain the attribuggecifiedin table9.624-2.

Table 9.6.24-2: Attributes of <statsCollect> resource

. RWI/
<§:gt|§(l:jglelseg:> Multiplicity \Ijv(())/ Description

resourceType 1 RO See clause 9.6.1 where this common attribute is described

resourcelD 1 WO See clause 9.6.1 where this common attribute is described.

parentID 1 RO See clause 9.6.1 where this common attribute is described.

accessControlPolicylDs 1() RW See clause 9.6.1 where this common attribute is described

creationTime 1 RO See clause 9.6.1 where this common attribute is described

expirationTime 1 RW See clause 9.6.1 where this common attribute is described

lastModifiedTime 1 RO See clause 9.6.1 where this common attribute is described

labels 0.1 RW See clause 9.6.1 where this common attribute is described

creator 1 RW The AE-ID or CSE-ID of the entity which created the
resource.

statsCollectID 1 RO This is the unique ID to identify a specific statistics collection
scenario. It is created by the IN-CSE when the <statsCollect>
resource is first created.

collectingEntitylD 1 WO This is the unique ID of the entity that requests the collection
of statistics. For example, it can be an AE-ID or CSE-ID.

collectedEntitylD 1 WO This is the unique ID of the entity whose operations at IN-
CSE will be collected. For example, it can be an AE-ID or
CSE-ID. If no specific value is provided for this attribute, the
IN-CSE interprets it as "any entity".

status 1 RwW This attribute indicates whether the rule is "active" or
"inactive".

statModel 1 RW This attribute indicates the collection model, such as
"Subscriber based", "event based", etc.

M2M-Sub-ID 1 WO This attribute indicates the service subscription Identifier
(M2M-Sub-ID) being recorded.

collectPeriod 0.1 RW This attribute defines the duration to collect service statistics
information.

eventlD 0.1 RW This attribute refers to the <eventConfig> resource that
defines the events that can be collected by the IN-CSE. It is
mandatory if the statmodel attribute is set to "event based".

9.6.25 Resource Announcement

A resource can be announced to one or more remote CSEs to inform the remote CSEs of the existence of the original
resource. An announced resouce®@ hae a limited set of attributes and a limited set of child resources from the

original resource The announced resourgeludesa link to the original resource hosted by thiginal resource

hosting CSE.

In case that the original resource is deletechratibunced resources for the original resource shall be deleted. If the
announced resource is not deleted promptly.the announced resource is not reachable), the announced resource can
be deleted later either by the original resource hosting CSEtbelgxpiration of the announced resource itself. The
original resource shall store the list of lgfhr the announced resources for those purposes.

Synchronization between tlag¢tributes announced by theginal resource and the announced resource is the
responsibility of the original resource hosting C$keaccess control policy for the announced resource shall
synchronize with the one from the original resource. In case that the atadlcesControlPolicylBis not present in
the original resourcit is the responsibility of the original resource hosting CSE to choose the appropriate value
depending on the policy for the original resoureg ftake the parerdccessControlPolicylBvalue).

The original resource shall haseleastannounceTattribute present if the resource itself has been annourticady

of theOptionalAnnounced OA) attributes are also announced, tl@mouncedAttribte attribute shall also be present.
An AE or other CSE can request the original resource hosting CSE for amgpthe original resource to thist of
CSEIDs or theURI(s) listed in theannounceTattributein the announcing reque#n Update to th@nnounceTo
attribute will trigger new resource announcement(s) or thendeuncement(s) of the announced resiter a

© oneM2M Partners Type 1 (ARIB, ATIS, CCSA, ETSI, TIA, TTA, TTC)
Page 135 of 297
This is a draft oneM2M document and should not be relied upon; the final version, if any, will be made available by oneM2h&Ralype 1.



successful announcement procedure the attrimuteunceTa@ontains only the list of URI(s) of the announced
resources.

In order b announce the attribute marked®& (seeclause9.5.1.1) they shall be included itheannouncedAttribute
attribute at the original resourc&he attributsincluded in theannouncedAttributattribute areannounced to the
announced resourc®n successful announcement of the resource, atributes shall be createdtthe announced
resource; otherwistheyshallnot be present in the announced resource. Update amtiseincedAttributattribute in
the original resource will trigger new attribute announcement or tamaeuncement of the announced attribute(s).
Theannouncedhttributes shall have the same valug the original resource, and synchronization betweewdue of
the announced attributes at tiréginal resource and the announced resource is the responsibility of the original
resource hosting CSE.

An announced resource may have child resources. fitlieresources shall be of the same type of the original child
resources otheir associated Announce type.

Child resources of the original resource can be announced independently as needed. In this case, the child resources at
the announced resource shal of the child resource Announced Type. When a child resource at the announced
resource is created locally at the remote CSE, the child resource shiatidyenal child resource type.

9.6.25.1 Common Attributes for Announced Resources

Table 9.6.251 lists the common attributes for the announced resources.

Table 9.6.25-1: Common Attributes for Announced Resources

Common Attributes Mand_atory Description
/Optional

resourceType Mandatory Resource Type.
As specified in clause 9.2, a suffix of "Annc" to the name of the
original resource type shall be used to indicate the name for the
associated announced resource type.

resourcelD Mandatory Resource Identifier
See clause 9.6.1 for further information on this attribute.

parentID Mandatory Identifies the parent resource.

accessControlPolicylDs Mandatory The list of identifiers (either an ID or a URI) of an
<accessControlPolicy> resource announced by the original resource
See clause 9.6.1 for further information on this attribute.
If this attribute was not present in the original resource, the original
resource shall include this attribute by providing the
accessControlPolicylDs from the original resource's parent resource
or from the local policy according at the original resource.

creationTime Mandatory See clause 9.6.1 for information on this attribute.

expirationTime Mandatory See clause 9.6.1 for information on this attribute.
This attribute is limited by the value received from the original
resource but it can be overridden by the policies of the remote CSE
hosting the announced resource.

lastModifiedTime Mandatory See clause 9.6.1 for information on this attribute.

labels Conditionally Tokens used as keys for discovering resources as announced by the

Mandatory original resource. See clause 9.6.1 for further information on this

attribute.
The attribute is conditionally mandatory, which means that the
attribute shall exist in the announced resource if it is present in the
original resource.

link Mandatory Provides the URI to the original resource.
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10 Information Flows

10.1 Basic Procedures

As a precondition to the execution of the following procedures, M2M operational security procedures as specified in
clauss 11.31 through 11.3.3hall have beeperformed. Ircase of failure, the error shalkkreportedas specified in
[i.2].

The procedures in the followirdause assume blocking requests as describediirsel8.2.2.

10.1.1 CREATE (C)

The CREATE procedure shall be used by an Originator @SEBE to create a resource on a Receiver C8&o¢alled
thehosting CSE)Thedescription ofCREATE proceduréhas beemlivided in twoseparate clausgsince there is a need
to distinguish betweeRegistration relate@€reateandNon-Registration relate@reateprocedures.

The Registration relate@reateprocedure is applicable for the following resource typdg.
1 <AE>;and
1 <remoteCSE>

Whereasionregistration relate@€reateprocedure is applicable for all other resource types descritmalised.6.

10.1.1.1 Non-registration related CREATE procedure
This procedure is valid for all resources which are not related to registration.

Originator requests to create a resource by utief_REATE method. Sedlause8.1.2for the parameterso be
included inthe Request message.

Receiver If the request is aliwed by the given privilegethe Reeiver shall createhe resource.

Originator

(CSE or AE) Receiver CSE

001: CREATE Request

Originator requests creation of a Resource
P

002: Receiver
Processing

003: CREATE Response
Receiver responds to creation Request

Figure 10.1.1.1-1: Procedure for CREATEiIng a Resource

Step 001:The Originator shall send the followipgrameterin the CREATE Rquesmessage
op: C (Create)
to:  URI of the target resouraghere the new resource should be created (parent resource)

fr:  ID of theOriginator (either the AE or CSE)
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[10.1.1.1.b]Editor's Note: AE or CSE may not have the ID upon its registration request. Alternativeaitiborifor

ty:

fr is FFS.

Type of resotceto be created

nm: optionalname of the resource to be provided by the Originator, where permitted by the resource type as

specified inclause9.6.

NOTE: Some of the resources definectlause9.6 have a predefidename. For these resources the parameter

cn:

nm is not applicable.

attributesof theresourceo be provided by the Originatodf particular importance for the CREATE Request
message is the common attribtesourceTypéclause 9.6.1yhich identifies he type otheresourcdo be
Created

[10.1.1.1.c]Editors Note: which parameters are deducted to be mandatory/optional in the request is @labses.

8.1 should provide a generic mechanism to identify mandatory params for a request by lookinthat how
resource is definedk.qg.If the attribute in the resource definition is identified as mandatory and it is of
type RW, then it is also intended as mandatory in the request.

[10.1.1.1.d]Editors Note: references to elements defined in sect 8 haveausld here. They may be removed if

we decide to move sect 8.1420 stage 3 doc. In this case, these references will be removed and sect 1 of
this document would replace sect 8:4.th the TS0001.

Step 002:TheReceiver shall:

1)

Check if the @iginator ha the appropriate privileges for performing the request. Privileges are part of the
attributeacces€ontrolPolicyDs of the targeted resource. In case that such an attribute does not exist, the
Receiver shall check trecces€ontrolPolicyDs of the parentesource.

[10.1.1.1.eEditors Note: how far should the Receiver go back to a parent to look faocaés€ontrolPolicyDsis

2)

3)

4)

5)

6)

FFS

Verify that thesuggesteaim, if provided by the Originatdn the Create Request messady@es not already
exist among chill resources of the target resourcearifis not provided by the Originator, assigm.

Assignaresourcadentifier (seeresourcelDattribuie in common attrite table 9.6.41) to the resourcéo be
created

Assign/modify default values faertainmandaory attributes of the resource, where allowed by the resource
itself andif not provided by the Originataiself.

the Receiver shall assign a value to the following common attribpéeesfied inclause9.6.1:
a) parentlD;
b) creationTime

c) expiratimTime if not provided by the Originator, the Receiver shall assign the maximum value possible
(within the restriction of the Receiver policies). If the value provided by the Originator cannot be
supported, due to either policy or subscription restrictitresReceiver will assign a new value.

d) lastModifiedTimewhich is equals to the creationTime
e) Any other RO (Read Only) attributes within the resioictof the Receiver policies.

Onsuccessful validation of the Create RequestRibeeiver shall ciae the requested resource.

Step 003:The Receiveshall respond with Responsenessage thahall containthe followingparameters

to:

fr:

cn:

Optional. ID of the Originator. In case this is a response carrying the result of an operation triggered by a non
blocking requestrd information can be used.

Optional. ID of the Receiver.

URI andoptionally thecontent of the created resour@be Receiver shall provide the content if the created
resource contains attributes which were modified by the Redaigézp 002.
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Seeclauses8.1.3 and 8.1.4 fahe parameter$o be included inthe Response message.
General Exceptions:

1) The Originatodoesnothave the privilegeto create a resource on the Receiver. The Receiver responds with
anerror.

2) The resource wlit the specified name (if provided) already exists at the Receiver. The Receiver responds with
anerror.

3) The provided information ion is not accepted by the Receiverg. missing mandatory parameter). The
Receiver responds with aror.

10.1.1.2 Registration related CREATE procedure

This clausedescribe the CREATE procedure foremoteCSE> and {AE> resource type.

10.1.1.2.1 CSE Registration procedure

The procedure for CSEegistration follows the procedure describedlausel0.1.1.1, but with somadeviations
Below is the detailed description on how to perform the 8gistration and which part of the procedure deviates
from the one described glausel0.1.1.1.

TheRegistration procedure requires the creation of two resources (a <remoteCSE> areitierRESE and a
<remoteCSE> on the Originator CSE) rather than one resourc&elfigration procedure is always initiated by a CSE
in the field domairexcept in the intedomain case described in clause 6.3.

Originator: The Originator shall be the retgsng CSE.

Receiver: The Receiver shatireatethe <remoteCSE> resoutce
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Originator Receiver
(CSE) (CSE)

001: CREATE Request

Originator requests creation of a Resource
P>

002: Receiver
Processing

003: CREATE Response

< Receiver responds to creation Request

004: Originator
Processing

005: RETRIEVE Request
Originator requests information from ReceiverESE

006: Receiver
Processing

007: RETRIEVE Response
Receiver responds to retrieve Request

008: Originator
Processing

Figure 10.1.1.2.1-1: Procedure for CREATEing a <remoteCSE> Resource

Rappoterur Nte: The picture designed for CSE is referenced alsdBan 10.1.1.2put for AE is ncorrect. Duplicate
and correctitin 10.1.1.2 ?

Rapporteur Observatioithe above stated RapportéNwte added via contribution AR20141427. We need to have a
contribution tocorrectthe picture for clause 10.1.1.Bix the associatedescriptions as well.

All the parameters of the request and steps that are not indicated do not deviatadsai0.1.1.1.
Step 001:The Originator shall send the following information in the CREATE Request message:
fr: CSEID.

cn: Attributes of the reource to be provided by the Originator. Of particular importance for the CREATE Request
message is the common attribtesourceTypdérom claused.6.1, which identifies the type of resouraad
the attributs CSE-1D andCSEBaseThe CSEBasehall contairthe absolute URI of the <CSEBase> resource
atthe Receiver.

Step 002:The Receiver shall:
1) This step from 10.1.1.1 cannot be performed for the creation of <remoteCSE> resource.

All the other steps:-B, from step 002 fronslausel0.1.1.1 are still applicdda
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NOTE: Optionally, if the M2M Service Provider supports intkirmain communication, the Receivauld
perform this step if the attribu@SEBasépart of thecn parameter of the request) contains the public
domain of the CSE. The Receiwmuldconstrict the domain as describeddiause6.4 and 6.5The
Receivercouldadd an AAA or AAAA record in DNS with the public domain name of the Originator
CSE and the IP address of the@$E associated with the Originator

Step 003:Seeclausel0.1.1.1

Step 004 The Originator, upon receipt of the CREATE response message, shall create a <remoteCSE> resource locally
under its <CSEBase> resource. This resource is representing the Receiver CSE. The Originator shall provide the
appropriate values to all mandatorygraeters as describeddlause9.64.

Step 005:The Originator may issue a RETRIE\Request towards the Receiver (samas for the CREATE request
message) to obtain the optional parameters of the <remoteCSE> resourceatitbatétbceiveas for $ep 004
(e.g.labels, accessControlPolid{ps attribute3. The RETRIEVE procedure is describectiausel0.1.2.

Seeclauss 8.1.2 for the information to be included in the Request message.

Step 006:The Receiver verifies that the Originator has the appropratiteges to access the information.

Step 007:The Receiver sends a RETRIEVE response message, according to the procedure deskritsed0nl. 2.
Seeclausas 8.1.3 and 8.1.4 for the information to be included in the Response message.

Step 008:The Oiginator shall update the created <remoteCSE> resource for the Receiver with the information
obtained in step 007.

General Exceptions:
All exceptions frontlausel0.1.1.1 are applicable; in addition the following exception may occur:
1) The Originator does ndvave the privileges to retrieve the attributes of the Receiver CSE. The Receiver
responds with aerror.
10.1.1.2.2 Application Entity Registration procedure
The procedure foAE registration follows the procedure describedlausel0.1.1.1 with the ftowing exception:
Originator: The Originator shall be the registering AE.

Receiver The Receiver shall allow the creation of theE> resource according to tlaecesscontrol policy The
Receiver shall use, if present, the suggested name from the inforrpatametenm in the request. If the suggested
name of the resource cannot bedsge. a resource with that name already exists) the Receiver shall reject the
CREATERequest. If the request does not provide the optiomathen the Receiver shall ette the resource and
assign a name to it.

Step 001:The Originator shall send the following information in the CREATE Request message:
fr:  AE-ID.
Step 002:for the <AE> resource the Receiver cannot perform the action described in tistefpst clausel0.1.1.1.

All the other parameters of the request and the sitggp$ollow do not deviate fronslausel0.1.1.1.

10.1.2 RETRIEVE (R)

The RETRIEVE operation shall be used for retrieving the information stoedny of the attributefor a resourceat
theReceiverCSE The OriginatotCSE or AEmayrequest to retrieve a specific attribbtgincluding thenameof such
attribute in theen parameter in theequest message

Originator requests retrieal of all attributesor a specific attributeof the target reource by using RETRIEVE
RequestSeeclause8.1.2 for the information to be included in the Request message. amigspecific attribute
need to be retrieved, timameof such attributeshall be included in then parametepf the Request message.
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ReceiverThe Receiveperforms local processirtg verify the existence of requested resource and ch@okiegesfor
retrieving theinformation related to theesource. After successful verificatiaghe Receiver shall return the requested
information otherwisean error indication shall be returned

Originator

(CSE or AE) Receiver CSE

001: RETRIEVE Request

Originator requests retrieval of a Resource
P

002: Receiver
Processing

003: RETRIEVE Response
Receiver responds to retrieval Request

Figure 10.1.2-1: Procedure for RETRIEVing a Resource

Step 001:The Originatorshallrequest t(RETRIEVE a resourc®r a specific attribute within a resourcelas
Receiver.

op: R (Retrieve)

to: URI of the target resouraw the target attribute

fr: D of theOriginator (either the AE or GE).

cn: Optional. If includeden includes the name of the attributes that need to be retrieved.

Step 002:The Receiver shall verify the istence of théargetresourceor the attributeand check if the Originatdras
appropriate privilege® retrieveinformation stored itheresourcéattribute

Step 003:The Receiveshallrespondvith a Response message that shall contain the followfogmation:
to: Optional. ID of the Originator.
fr:  Optional. ID of the Receiver.
cn: content of resourdcattributeretrieved
General Exceptions:
1) The targeted resourfetributein to parametedoes not exist. The Receiver responds witereor.

2) The Orginator does not have privileges to retriav®rmation stored ithe resource on the Receiver. The
Receiver responds with aror.

10.1.3 UPDATE (V)

The UPDATE operation shall be used for updating the information stinedny ofthe attributest atarget resource.
Especially important is thexpirationTime since a failure in refreshing this attribute may result in the deletion of the
resourceThe Originator CSE or AEcan request to updatereate or deletspecific attributés) at the target resouedy
including the name of such attribute(s) and its esin the request message

Originator requests update any of the attribudethe target resource by using UPDAREquest messag€he
Originator shall send new (proposed) values for the attriuteds need to be updatethe UPDATE operation allows
to modify the attributes (defined alause9.6) and that are indicated '&®W" (Read Write) for the specific resource

type.
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TheOriginator requests to create attributes at the target resource llyWBIDATE Request message. The Originator
shall send the name of the attributes to be created (defined in clause 9.6) that are indicated as "RW" (Read Write) for
the specific resource type and their associated values in the Request message,

TheOriginator requests to delete attributes at the target resource by using UPDATE Request message. The Originator
shall send the name of the attributes to be deleted (defined in clause 9.6) for the specific resource type with their value
set to NULL, in the Request nwxge,

Seeclause8.1.2 for the information to be included in the Request message.

NOTE: Update operation can also be used for Execute operation. Such use of the Update operation does not use
cn parameter.

ReceiverThe Receiveverifiesthe existence of thaddressed resource, the validity of the attribptegidedand the
privilegesto modify them, shall update the attribupgevidedand shalfreturn a Rsporse messag® theOriginator
with theoperation resultas specified irtlause8.13.

If the attibutes provided do not exist, after verifying the existence of the addressed resource, the Receiver validates the
attributes provided and the privileges to create them. On successful validation, the Receiver shall create the attributes
provided with theiassociated values and shall return a Response message to the Originator with the operation results as
specified in clause 8.1.3.

If the attributes provided have their value set to NULL, after verifying the existence of the addressed resource, the
Receivewalidates the attributes provided and the privileges to delete them. On successful validation, the Receiver shall
delete such attributes and shall return a Response message to the Originator with the operation results as specified in
clause 8.1.3.

Originator

(CSE or AE) Receiver CSE

001: UPDATE Request
Originator requests update of a Resource
or create/delete attributes of a Resource

002: Receiver
Processing

003: UPDATE Response
Receiver responds to update request

Figure 10.1.3-1: Procedure for UPDATIing a Resource

Step 001:The Originator shall send the followipgrameterin the UPDATE Rquesimessage
op: U (Update)
to: URIto the target resource
fr:  ID of theOriginator (either the AE 0 CSE)

cn: Informationrelated to the attribute(8) be updatedcreated or deleteat the target resourc&he name of such
attribute(s) and associated update@dssjnedvaues in thech parameterf-or the Update operation used for
Executedevice maagemenbperationcn parameter does not exist.

Step 002:The Receiver shallalidateif the Originatorhas appropriate privilegeés perform the modification to the

target resourcédn successful validatiomhé Receiver shallpdatethe resourcas regested.If the attributes provided

do not exist, the Receiver shall validate if the Originator has appropriate privileges to create the attributes at the target
resource. On successful validation, the Receiver shall create the attributes with their dssalcieseat the resource as
requestedlf the attributes provided have their value set to NULL, the Receiver shall validate if the Originator has
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appropriate privileges to delete the attributes at the target resource. On successful validatiorjuhesRait delete
such attrilotes.

Step 003:The Receiveshallrespondvith a Response message thiall contain the followingarameters
to: Optional. ID of the Originator.
fr:  Optional. ID of the Receiver.
cn: Optional. Content replaced, created or thzle
rs: Operation result
General Exceptions:
1) The targeted resource timparametedoes not exist. The Receiver responds witkreor.

2) The Originator does not have the privilege to modify the respareate attributes or delete attribubesthe
Recever. The Receiver responds wétor.

3) The provided information in then is not accepted by the Receiver. The Receiver respondsvath

10.1.4 DELETE (D)

The DELETEoperatiornshall be used by an Originator CSE or AE to delete a resource on a R&&#véalso called
thehosting CSE)The description of DELETE procedure has been divided in two separate clauses, since there is a need
to distinguish between Deregistration related Delete andDépRgistration related Delete procedures.

The Deregistrationelated Delete procedure is applicable for the following resource types only:
i <AE>, and

q <remoteCSE>

10.1.4.1 Non-deregistration related DELETE procedure
This procedure is valid for all resources which are not related to deregistration.

The DELETE operaton shall be used by an Originator C&EAE to delete a resour@ a Receiver CSH:or such
operation, e DELETE procedure shall consief the deletion of all related infmation of the target resource.

Originator requests del&tn of a resource by usina DELETERequest messagseeclauseB.1.2 for the information
to be included in the Request message.

ReceiverThe Receiveverifiesthe existence of the requested resouandthe privilegesfor deleting the resource

Originator

(CSE or AE) Receiver CSE

001: DELETE Request

Originator requests deletion of a Resource
P

002: Receiver
Processing

003: DELETE Response
Receiver responds to deletion Request

Figure 10.1.4-1: Procedure for DELETING a Resource
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Step 001:The Originator shall send a DELETHequesimessagéo the Receiver.
op: D (Delete)
to:  URI of the target resource
fr:  ID of theOriginator (either the AE or CSE)

Step 002:The Receiver shall vidy the existence of the requested resourceifaheé Originatorhas the appropriate
privilegeto delete the resourc®n successful validatiorhé Receiver shatlheck for child resources and delete all
child resources and the associated referencemré@mpresources and it shall remove the resource itself

Step 003:The Receiveshallrespondvith a Response message that shall contain the following information:

to:  Optional. ID of the Originator. In case this is a response carrying the result ofratiapgiggered by a
non-blocking requestd information can be used.

fr:  Optional. ID of the Receiver.
rs: Operation result
General Exceptions:
1) The targeted resourcetiminformation d@snot exist. The Receiver responds witheator.

2) The Originatordoes not have the privileges to delete the resource on the Receiver. The Receiver responds with
anerror.

10.1.4.2 Deregistration related DELETE procedure

This clause describes the CREATE procedure for <remoteCSE> and <AE> resource type.

10.1.4.2.1 CSE Deregistration procedure

The procedure for CSE Deregistration follows the procedure described in clause 10.1.4.1, but with some exceptions.
Below is the detailed description on how to perform the CSE Deregistration and which part of the procedure deviates
from the one described in clause 10.1.4.1.

The Deregistration proceduagcompanies the deletion of two resources (a <remoteCSE> bostiteg CSE and a
<remoteCSE> on the Originator CSE) rather than one resource. The Deregistration procedure caadbyreither
Registree CSE or Registrar CSE.

Originator

(CSE) Receiver CSE

001: DELETE Request
Originator requests deletion of a Resource

>

002: Receiver
Processing

003: DELETE Response
Receiver responds to deletion request

004: Originator
Processing
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Figure 10.1.4.2.1-1: Procedure for DELETING a <remoteCSE> Resource

Step 001:See clause 10.1.4.1.
Step 002:See clause 10.1.4.1.
Step 003:See clause 10.1.4.1.

Step 004:The Origirator, upon receipt of the DELETE response, shall delete a <remoteCSE> resource locally under its
<CSEBase> resource.

General Exceptions:

All exceptions from 10.1.4.1 are applicable; in addition the following exception may occur:

1) If the Receiver rejects hDELETE request and responds with an error in the DELETE response, the
Originator cannot perform the action described in the Step 004.

10.1.4.2.2 Application Entity Deregistration procedure

The procedure for AE Deregistration follows the procedure destin clause 10.1.4.1.

10.1.5 NOTIFY (N)

The NOTIFY operation shall be used for notifying information.

Originator: The Originator requests to notién entityby using NOTIFY method. SedauseB.1.2 for the information
to beincluded in a Request message

Receiver: The Receiver responds to the Originator with the operaésults as specified olauses.1.3.

Originator Receiver
(CSE) (CSE or AE)

001: Local Processing
(Notification Triggered)

002: NOTIFY Request

003: NOTIFY Response
-

Figure 10.1.5-1: Procedure for NOTIFYing Information

[10.1.5.a]Editors Note: not sure how to align this procedurthwthe other one The Receiver should also have a
local processing, but if the address of the resource in the to is not one of the defined resource types what
the receiver does is out of scope. However if the NOTIFY will corresoral create instantben the
procedures descriden the create should apply. This operation needs more refining.

Step 001:A notification to be sent to the Receiver is triggeretheOriginator.

Step 002:The Originator shall send the followipgrameterin the NOTIFY Regest message:
op. N (Notify).
to:  URI where the notification should be sent to
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fr:  ID of the Originator(only a CSE)
cn: Noatification data and/or Notification reference
Step 003:The Receiver responds with a Response message that shall contairthiaedathformation:
rs: operation result
General Exceptions:
1) None identified.

[10.1.5.b]Editors note: General exceptions are FFS in particular for notification failures.

10.2 Resource Type-Specific Procedures

Thebasic procedurdor the corrgponding ogrations aspecifiedin clause 10.5hall be performedith the
modifications speific to the resourcéype proceduress described in clause 10.2

For resources withowtefined resaorce typespecific operations, the basic operations in clause 10.1agidyl.

NOTE: Where the procedures iraake 10.2 conflict with the procedures in clause 10.2. the procedures in
clausel0.2 take precedence.

10.2.1 <AE> Resource

10.2.1.1 Create <AE>, aka Application Registration

This flow is used for creating arAE> resairce. This operation is part of the registration procedure for AEs on the
RegistrarCSE (which is also thkeosting GSE), as described iclause10.1.1.2.2

The Create procedure shall be accordingide10.2.1.11.

Table 10.2.1.1-1 <AE> CREATE

<AE> CREATE

Associated Reference Mca only
Point
Information on Request |All parameters defined in table 8.1.2.1-1 apply with the specific details for:
message fr: AE only

cn: The resource content shall provide the information as defined in clause 9.6.5.
Pre-Processing at According to clause 10.1.1.2.2
Originator
Processing at Receiver |According to clause 10.1.1.2.2
Information on All parameters defined in table 8.1.2.1-1 apply with the specific details for:
Response message cn: URI of the created <AE> resourcaccording to clause 10.1.1
Post-Processing at According to clause 10.1.1.2.2
Originator
Exceptions According to clausé0.1.1.2.2

10.2.1.2 Retrieve <AE>

This flow is used for retrieving the representation of tA&Ex resource with its attributes.
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Table 10.2.1.2-1 <AE> RETRIEVE

<AE> RETRIEVE

Associated Reference
Point

Mc a , Mc c , Mc c 6

Information on Request
message

All parameters defined in table 8.1.2.1-1 apply with the specific details for:
cn: void

Pre-Processing at
Originator

According to claus 10.1.2

Processing at Receiver

According to clause 10.1.2

Information on
Response message

All parameters defined in table 8.1.2.1-1 apply with the specific details for:
cn: attributes of the <AE> resource as defined in clause 9.6.5.

Post-Processing at

According to clause 10.1.2

Originator
Exceptions According to clause 10.1.2
10.2.1.3 Update <AE>

This flow is used for updating the attributes and the actual data @& resource.

Table 10.2.1.3-1 <AE> UPDATE

<AE> UPDATE

Associated Reference
Point

Mc a , Mc c , Mc c 6

Information on Request
message

All parameters defined in table 8.1.2.1-1 apply with the specific details for:

cn: attributes of the <AE> resource as defined in 9.6.5 which need be updated,

Pre-Processing at
Originator

According to claus 10.1.3

Processing at Receiver

According to clause 10.1.3

Information on
Response message

According to clause 10.1.3

Post-Processing at

According to clause 10.1.3

Originator
Exceptions According to clause 10.1.3
10.2.1.4 Delete <AE>

This flow is usd for deleting the AE> resource with all related information.
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