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1. Introduction
At oneM2M TP#6, WG2 agreed to define some generic call flows and provide a template for call flow definitions. The purpose is to reduce repetitions in the TS.  
This contribution consists of three parts: 

1st Part: Provided generic call flow figures and texts for basic CRUD operations. It includes common procedures that apply to all CSFs. If agreed, this part should be integrated in the TS. 
2nd Part: Provided a template and guidelines on how other sections for CSFs should define CSF specific call flow information. 
For the call flows of each CSF, take Table x.y “CSF Specific Call Flow Template” and fill in the CSF specific information. The highlighted texts in Yellow are to be filled for each CSF. 

Common operations already included in the 1st Part should be not repeated. Call flow figures do not need to be created for each CSF. 

3rd Part: Provided an example about how to apply the template for the Access Right management procedure. 

Editor’s Note: It is FFS about how to illustrate multi-hop operations with intermediate nodes. 

2. Proposal
===== Start of 1st Part: Proposed generic call flow figures and descriptions =====
10 
Information Flows
Editor’s Note: It is FFS about the suitable section for the proposed generic call flows and potential re-org of the sections due to the correlation of current section 8 and 10 in Rev 0.0.6. 
10.1

General Concepts

x.x.1

Basic Procedures
x.x.1.1

CREATE (C)
This procedure shall be used by an Originator CSE to create a resource on a Receiver CSE (or called hosting CSE). 
Originator: requests to create a resource by using a CREATE method. See clause [Request] in [General Communication Flow Scheme] for the information to be included in a Request message. 
Receiver: after ensuring that the Originator has been authenticated, the Receiver creates the resource. The creation of a resource shall always be allowed if the Originator has been authenticated. This is due to the fact that the requested resource is not known prior to the creation, therefore the accessRights resource in the Receiver does not contain a priori the permission for resource that is being created.
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Figure 0‑1: Basic procedures for resource creation
Step 001: The Originator shall send the following request:

Op=C; to: receiver CSE-ID; fr: originator CSE-ID; cn: content of resource created and one of the following identifier: 
Editor’s note: references to elements defined in sect 8 have been added here. They may be removed if we decide to move sect 8.1.2-4 to stage 3 doc. In this case, these references will be removed and sect 1 of this document would replace sect 8.1.2-4 in the TS-0001.
1. a globally unique identifier (see clause 7.1 for details) for the resource to be created (Note: how the uniqueness is achieved is out of scope); or 
2. no identifier for the resource to be created. In this case, the hosting CSE shall provide a globally unique identifier for the resource. 
Step 002:  The Receiver shall: 

1. verify that the provided identifier does not already exist in its resource structure. This is only needed in case that the Originator has provided the identifier in the Request. 

2. create an identifier and assign it to the created resource. The identifier of the resource shall be globally unique (Note: how the uniqueness is achieved is out of scope). 

The Receiver shall validate the received Request and shall create the requested resource. 

Step 003: The Receiver’s Response shall contain the URI of the created resource.
Op=C; to: receiver CSE-ID; fr: originator CSE-ID; cn: content of resource created and its URI

See clauses 8.1.3 [Successful Operation] and 8.1.4 [Unsuccessful Operation] in Section 8.1 [General Communication Flow Scheme] for information to be included in a Response message. 
Generic Exceptions: 

1. The Originator is not registered with the Receiver CSE. The Receiver CSE responds with an error.
2. The provided identifier already exists. The Receiver CSE responds with an error.

3. The Originator is not authorised to create a resource on the Receiver CSE . The Receiver CSE responds with an error.

x.x.1.2

RETRIEVE (R) 
This operation shall be used for retrieving any of the existing information stored in any of the attributes that compose a target resource. This operation shall work in the same manner as the retrieval of any other resource. In some cases, the Originator can request to retrieve only a specific attribute or part of an attribute.  
Originator: requests to retrieve any of the attributes of the target resource by using RETRIEVE. The request shall address the specific resource of the target CSE. 

Receiver: performs local processing that verifies the existence of requested resource and checks permissions for retrieving the resource. After the successful verification and checking process, Receiver shall return the requested information. 
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Figure 0‑2: Basic procedures for resource retrieve
Step 001:
The Originator requests to retrieve a resource from the Receiver.
Op=R; to: receiver CSE-ID; fr: originator CSE-ID; cn: URI of resource to retrieve 
Step 002:
The Receiver shall verify the existence of the resource and check if the Originator is authorised to retrieve the resource. 
Step 003:
The Receiver responds positively to the request with the representation of the resource.
Op=C; to: receiver CSE-ID; fr: originator CSE-ID; cn: content of resource retrieved and its URI
Generic exceptions:

Step 002:
The Originator is not authorised to retrieve the resource. The Receiver responds with an error.
Step 002:
Resource doesn’t exist
x.x.1.3

UPDATE (U) 
This operation shall be used for updating any of the existing information stored in any of the attributes stored in a target resource. Especially important is the "expirationTime", since a failure in refreshing this attribute may result in the deletion of the resource. Alternatively, the originator can request to update only a specific attribute or part of an attribute,
Originator: requests to update any of the attributes of the target resource by using UPDATE. The originator shall send new (proposed) values for the attribute(s) that needs to be updated. 

Receiver: after it verified the existence of the addressed resource, the validity of the provided attributes and the permissions to modify them, the receiver shall update the attributes and shall respond to the originator with the appropriate generic responses as specified in clause 8.1.
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Figure 0‑3: Basic procedures for resource update
Step 001:
The Originator shall send the following requests to the receiver CSE: 

Op=U; to: receiver CSE-ID; fr: originator CSE-ID; cn: updated information of the target resource 
Step 002:
The Receiver shall check if the Originator is authorised to perform the modification to the target resource. The Receiver shall perform the changes to the resource. 

Step 003:
The Receiver responds positively to the request.

Generic exceptions:

Step 002:
The Originator is not authorised to update the resource. The Receiver responds with an error.
Step 002:
Resource doesn’t exist
x.x.1.4

DELETE (D) 
This operation shall be used by an Originator CSE to delete (or de-register) a resource from a Receiver CSE. The delete (or de-registration) procedure shall consist in the deletion of all related information of the target resource. 
Originator: requests to delete a resource by using a DELETE method. 
Receiver: performs local processing that verifies the existence of the requested resource and validates permissions for deleting the resource. After the successful verification and checking process, the Receiver shall remove the resource from the repository and shall respond to the Originator with the appropriate generic responses as indicated in clause 8.1.
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Figure 0‑4: Basic procedures for resource delete
Step 001:
The Originator shall send a DELETE request to the Receiver.
Op=D; to: receiver CSE-ID; fr: originator CSE-ID; cn: URI of resource to delete 
Step 002:
The Receiver shall verify if the Originator is authorised to delete the resource. The Receiver shall remove the resource.

Step 003:
The Receiver responds positively to the request.

Generic exceptions:
Step 002:
The Originator is not authorised to delete the resource. The Receiver responds with an error and the flow terminates here. 
Step 002:
Resource doesn’t exist
====== ================ == end of 1st Part  ========================

============== == Start of  2nd Part: Proposed template ==================
Not to be included in the TS
Call Flow Template
The highlighted part should be replaced with flow specific information.
<Name of the call flow>
Brief introductory text explaining what the flow is about, specify if originator can be an AE, Middle Node, Infra-Node etc 
Originator: <text describing anything specific to the Originator in this call flow (if applicable)>

Receiver: <text describing anything specific to the Receiver in this call flow (if applicable)>
Table

This table should be used as a template to generate  specific call flow descriptions. What already covered by the generic call flow and descriptions in the 1st part should not be repeated. 
Editor’s note: this call flow template will be evolving as we handle more examples.. 
Table x.y Call Flow Template
	
	Description

	Call flow type
	CREATE/RETRIEVE/UPDATE/DELETE

	Pre-conditions 
	<Pre-conditions>

	Information on Request message
	<Cn: resource content to be Created/Retrieved/Updated/Deleted > 

<specific information elements to be included in the Request message>


	Local processing on Receiver CSE
	< specific local processing on Receiver CSE>

	Generic Information on Response message
	<URI of the Created/Retrieved/Updated/Deleted resource>
<information elements to be included in the Response message>

	Post-conditions 
	< Post-condition>

	Exceptions
	< exceptions if different from generic Exceptions, specify in which row the Exceptions apply to>




======================= End of  2nd Part =======================
============== == Start of  3rd Part: an Example ==================
The following section gives an example of how the template can be used. Final text to be inserted in the TS for the flows described below may vary. As a starting point, we have used contribution ARC-2013-0342 and applied the template against the access right management procedures. You may refer to the original contribution to see the differences.
Access Right management
1. Introduction
This clause describes different procedures for managing the creation, retrieval, update and deletion of information associated with an <accessRight> resource.

2. Create <accessRight>
Originator: The originator can be an application or a CSE.

Receiver or Hosting CSE: the hosting CSE shall validate whether the URIs of the permissionHolders in the permissions attribute can potentially refer to an < CSEBase> resource, an <application> resource or a <group> resource. 

The hosting CSE may modify some of the provided attributes before creating the <accessRight> resource. 

	
	Description

	Call flow type
	CREATE

	Pre-conditions 
	Originator needs to create a resource

	Information on Request message
	shall include authentication data and may include the attributes of the resource to be created, like the expiration time. 


	Local processing on Hosting CSE
	No change from the generic procedure

	Information on Response message
	No change from the generic procedure 

	Post-condition 
	None

	Exceptions
	Local processing on Hosting CSE: 
- The provided attributes are not acceptable to the Hosting CSE.


3. Retrieve <accessRight>
This procedure shall be used for retrieving the representation of an existing <accessRight> resource, i.e. by retrieving the values of all attributes of its structure and references to all its child resources.

Originator: The Originator can be an application or a CSE.

Receiver or Hosting CSE: The CSE shall read the values of all attributes belonging to the addressed resource structure and the references of all sub-resources and it shall build a representation of these. 
	
	Description

	Call flow type
	RETRIEVE

	Pre-conditions 
	Originator needs to retrieve a resource

	Information on Request message
	URI of the <accessRight> resource

	Local processing on Hosting CSE
	No change from the generic procedure

	Information on Response message
	No change from the generic procedure

	Post-condition 
	None

	Exceptions
	Local processing on Hosting CSE:  

- The requesting application or CSE is not registered.




4. Update <accessRight>

This procedure shall be used to update/modify an existing <accessRight> resource.

Originator: 
The Originator may send new (proposed) values for all mandatory read-write attributes and may send values for the optional read-write attributes. The Originator can be an application or a CSE.
Receiver or Hosting CSE: the hosting CSE may modify some of the provided attribute values as in the create procedure. 

	
	Description

	Call flow type
	Update 

	Pre-conditions 
	Originator needs to Update a resource

	Information on Request message
	shall include the new resource representation for the resource and URI

	Local processing on Hosting CSE
	No change from the generic procedure

	Information on Response message
	No change from the generic procedure

	Post-condition
	None

	Exceptions
	Local processing on Hosting CSE:  

- The requesting application or CSE is not registered.

- The provided attributes are not acceptable to the Hosting CSE.


5. Delete <accessRight>

This procedure shall be used to delete an existing <accessRight> resource.

Originator: shall request to delete an existing <accessRight> resource by using a DELETE verb. The request shall address an <accessRight> resource.

The Originator can be an application or a CSE.
Hosting CSE: 

Once the access right resource has been deleted, all other resources referencing to the now non-existing URI in their accessRightID attribute shall automatically revert to a default or system permissions.

	
	Description

	Call flow type
	Delete 

	Pre-conditions 
	Originator needs to delete a resource

	Information on Request message
	No change from the generic procedure

	Local processing on Hosting CSE
	No change from the generic procedure

	Information on Response message
	No change from the generic procedure

	Post-condition
	None

	Exceptions
	Local processing on Hosting CSE:  

- The requesting application or CSE is not registered.




======================= End of  3rd  Part =======================
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