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1 Introduction

In TP#6, the issue related authorization on use M2M system was raised.

This contribution explains possible use case, and asks the experts’ comments.

2 Discussion
2.1
Analysing Requirements related to authorization issue
Following Requirements can be potentially met by authorization mechanism of M2M platform system.
	Requirement ID
	Description
	Release

	SER-008

	The M2M system shall support countermeasures against unauthorized access toM2M services and M2M application services.
	

	SER-009

	The M2M system shall be able to support mutual authentication for interaction with underlying networks, M2M services and M2M application services.
	

	SER-010

	The M2M System shall be able to support mechanisms for protection against misuse, cloning, replacement or theft of security credentials.
	

	SER-011

	 The M2M System shall protect the use of the identity of a stakeholder within the M2M system against discovery and misuse by other stakeholders.
	

	SER-014

	The M2M System shall  be able to provide configuration data to an authenticated and authorized M2M Application in the M2M Gateway/Device.
	

	SER-015

	The M2M System shall be able to support mechanisms to provide User identity to authorized and authenticated M2M Applications (e.g., police center) when the M2M System has the User’s consent.

Editor’s Note: Definition of User needs to be more clarified to avoid possible misunderstanding of User identification data report.
	

	SER-016

	The M2M System shall be able to support non repudiation within the M2M service layer and in its authorized interactions with the network and application layers.
	

	SER-017

	The M2M System shall be able to mitigate  identified threats pertaining to the M2M Service layer. 

Editor’s note: This will be refined after the Security Analysis.
	

	SER-018

	The M2M system shall enable a stakeholder to use a resource or service and be accountable for that use without exposing its identity to other stakeholders.

Editor’s note: “Stakeholder” needs to be defined.
	

	SER-019

	The M2M system shall be able to use service-level credentials present inside the M2M device for establishing the M2M services and applications level security.
	

	SER-020

	The M2M system shall enable legitimate M2M Service Providers to provision their own credentials into the M2M devices/gateways.
	

	SER-021

	The M2M System shall be able to remotely and securely provision M2M security credentials in M2M Devices and/or M2M Gateways. 
	

	SER-022

	The M2M System shall enable M2M Application Service Providers to authorize interactions involving their M2M applications on supporting entities (e.g. Devices/ Gateways/ Service infrastructure).

Editor’s note: Whether other stakeholders need to be involved is FFS.
	

	SER-025

	The M2M system shall be able to prevent stakeholders to identify and/or observe the actions of other stakeholders in the M2M system, e.g. access to resources and services.

Note: The above requirement does not cover whatever is outside of the M2M system,  e.g. underlying networks.
Editor’s note: “Stakeholder” needs to be defined or replaced by a more accurate term.
	

	SER-026

	The M2M system shall be able to provide mechanism for the protection of confidentiality of the geographical location information.

Note: Geographical location information can be more than simply longitude and latitude.
	


Even many requirements are addressed, those are mainly regarding Data Management and Device Management. Following section tried to clarify the permission to grant considering above requirements.
2.1.1
Access to Data 
The data on M2M platform may have the ownership as its attribute. If the data is not belongs to M2M service provider, any application which runs on the M2M platform and accesses the data must be granted permission to use it.
	Permission
	Description
	Note

	Create
	Set the value of data, even if the value was not set
	Allocation of the resource to store all mandatory data values

	Read
	Read the value of data
	

	Update
	Set the value of data, only when the value was set before
	

	Delete
	Unset the value of data, and delete resource if it is necessary
	


2.1.2
Access to Device

The physical devices should be remotely managed for maintenance purpose.

Unlike data management case, the device managed by the platform shall allow any operation from the M2M platform.

However, application runs on the M2M platform may work with delegation of end-users which does not own those devices.

	Permission
	Description
	Note

	Attach
	Install device to be managed by M2M platform.
	Attach/Detach must be treated as privileged permission. 

	Read
	Retrieve the current setting values.
	

	Update
	Replace the setting value and/or Application (firmware/application) which runs on the device
	

	Detach
	Uninstall device 
	

	Trigger Event
	Trigger event to invoke internal processing on the device.
	


2.2
Authorization Patterns

2.2.1
ACL

In this authorization pattern, the entities to access the resource is authenticated first, then the ACL(Access Control List) is checked whether authenticated entity is included in white list or not included in black list.
2.2.2
Role

In this authorization pattern, the entity to access the resource is categorized by ‘Role’. The Roles are usually predefined for typical use depends on resource types. The Role based access control allows to minimize complexity to setup the rules on resources, because each Role contains the implicit access control rules.
3 Conclusion
Even access control is identified as critical issues, there are not many chances to be discussed in past oneM2M meetings.

Authorization patterns shown above are just some of solutions, and it seems better to discuss continuously as part of architecture design.
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