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6.2.4
Device Management

6.2.4.1
General Concepts

The Device Management (DMG) CSF is responsible for providing management of device capabilities on Middle (M2M Gateways) and Device nodes (M2M Devices) as well as devices that reside within an M2M Area network.

· 
· 
· 
· 
· 
· 

6.2.4.2
Detailed Descriptions

The DMG CSF shall provide functions for the purpose of managing M2M Devices/Gateways as well as devices in M2M Area Networks. 
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Figure1: Device Management Entities and Functions
Such functions shall include:

· 
· Configuration Function (DCF): This function includes the configuration of the capabilities and features of the M2M Device, M2M Gateway or device in the M2M Area Network.

· Diagnostics and Monitoring Function (DDMF): This function includes the troubleshooting through the use of diagnostic tests, alert generation and retrieval of operational status and statistics of associated with the M2M Device, M2M Gateway or device in the M2M Area Network.

· Firmware Management Function (DFMF): This function provides the software lifecycle management for firmware components and associated artifacts for the M2M Device, M2M Gateway or device in the M2M Area Network.

· Topology Management Function (DTMF): This function provides the management of the topology of the M2M Area Network.  A M2M Area Network is comprised of Application Dedicated Nodes and other devices in the M2M Area Network

· 
· 
· 
· 
· 
Note: Such device management capabilities are assigned to one or more Execution Environments and access to such Execution Environments is controlled through Role based permissions.

The DMG CSF shall be able to interact with a Device Management Server for managing M2M Devices/Gateways as well as with devices in the M2M Area Networks that are provisioned with Management Clients.

Editor's Note:  Need to provide definition of Device Management Server in order to describe the interaction with the Device Management Server.

Editor's Note:  Need to provide definition of Execution Environment, Device Management Server, Management Clients, Role based permissions.
Editor's Note:  The CSF must document the management functions that cause impacts to the underlying network and document they must utilize access rights that are delegated from the network operator.

6.2.4.2.1
Device Management Server Interaction

<This section would describe the scenarios and processing rules, resources and flows where the Service Layer interactions with the Device Management Servers (ms) interface>

6.2.4.2.2
Device Configuration Function

<This section should describe the function and point to the procedures and resources necessary for the function. Note some of these procedures will point to performing operations with or without attributions in a synchronous and asynchronous fashion>
6.2.4.2.3
Device Diagnostics and Monitoring Function

<This section should describe the function and point to the procedures and resources necessary for the function. Note some of these procedures will point to performing operations with or without attributions in a synchronous and asynchronous fashion>
6.2.4.2.4
Device Firmware Management Function
<This section should describe the function and point to the procedures and resources necessary for the function – also included in this function is a description of the firmware lifecycle maintenance if the maintenance is for a firmware lifecycle is held in the Service Layer>
6.2.4.2.5
Device Topology Management Function

<This section should describe the function and point to the procedures and resources necessary for the function>
6.2.x
Application and Service Layer Management

6.2.x.1
General Concepts

The Application and Service Layer Management (ASM) CSF is responsible for providing management of AEs and CSEs on the Application, Device, Middle and Infrastructure nodes. This includes functions to configure, troubleshoot and upgrade the functions of the CSE as well as upgrade the AEs.

6.2.1.2
Detailed Descriptions
The ASM CSF provides management capabilities for functions of a CSE. These management capabilities are aligned to management functions provided by the CSE. 
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Figure1: Management Layers and Functions

Note: The ASM CSF capabilities on Device and Middle nodes should utilize the functions provided by the DMG CSF for interaction with the Device Management Server.

Editor's Note:  Specific management capabilities for functions are FFS.

Editor's Note:  The CSF must document the management functions that cause impacts to the underlying network and document they must utilize access rights that are delegated from the network operator.

Editor's Note:  Once more work has been completed on the DMG CSF and this CSF – these CSFs should be reviewed to determine if they should be merged or kept separate.

The management functions include:

· Configuration Function (CF): This function includes the configuration of the capabilities and features of the CSE.

· Diagnostics and Monitoring Function (DMF): This function includes the troubleshooting of the CSE through the use of diagnostic tests, alert generation and retrieval of operational status (e.g., local context) and statistics of associated with the CSE capabilities and features.

· Software Management Function (SMF): This function provides the lifecycle management for software components and associated artifacts for different components such as CSE and AE.

The ASM CSF shall provide capabilities to manage the CSE’s configuration capabilities on Infrastructure, Intermediate and Device nodes.

The ASM CSF shall provide capabilities to manage the CSE’s troubleshooting capabilities on Infrastructure, Intermediate and Device nodes.

The ASM CSF shall provide capabilities to manage the lifecycle for software components and associated artifacts that comprise the CSE on Infrastructure, Intermediate and End nodes.

The ASM CSF should provide capabilities to manage the lifecycle for software components and associated artifacts that comprise an AE on Application, Intermediate and End nodes.

Note: Management functions for the AE and CSE are controlled through Role based permissions.

6.2.1.2.1
Configuration Function
The ASM CSF’s configuration function provides the interface(s) to configure the capabilities CSE provided by the following CSF’s:

· Xxxxx:

· Yyyyy:

The Configuration Function is exposed through a set of resources defined in section 9.4 Resource Structure.

These information exchange of the resources for the Configuration Function is exposed through the X and Y reference points using the procedures defined in section 8.1 General Communication Flow Scheme.

6.2.1.2.2
Diagnostic and Monitoring Function

The ASM CSF’s Diagnostic and Monitoring function provides the interface(s) to:

· Execute requested diagnostics for specified CSE capabilities

· Retrieve logs, statistics and status of resources associated with CSE capabilities.

6.2.1.2.2.1
CSE Diagnostics
CSE Diagnostics are tests or measurements that are performed to troubleshoot and monitor capabilities within the CSE. Depending on the test or measurement, a test shall be performed using a synchronous and/or asynchronous communication scheme. 

CSE test and measurements for the synchronous communication scheme are exposed through the X and Y reference points using the procedures defined in section 8.1 General Communication Flow.

CSE  tests and measurements for the asynchronous communication scheme are exposed through the X and Y reference points using the procedures defined in section 8.x YYYYYY.
In addition to the type of communication scheme, CSE test and measurements shall define a recurrence pattern or schedule (e.g., daily, once, every 4 hours). CSE tests shall define a test repetition to be executed within the schedule.

CSE tests and measurements are provided by the following CSF’s:

· Xxxxx:

· Yyyyy:

CSE tests and measurements are exposed through a set of resources defined in section 9.4 Resource Structure.

6.2.1.2.2.2
CSE Monitoring


CSE Monitoring provides operating characteristics of the CSE capabilities. These operating characteristics include attributes for operational status, configuration and statistics as well as management of alerts.

CSE Monitoring is provided by the following CSF’s:

· Xxxxx:

· Yyyyy:

CSE Monitoring is exposed through a set of resources defined in section 9.4 Resource Structure.
A CSE’s operational characteristics information exchange shall be provided to an Application by the CSE as a result of a retrieval request, alert generation or bulk transfer operations. 

The information exchange of the resources for the CSE Monitoring using the retrieval operation is exposed through the X and Y reference points using the procedures defined in section 8.1 General Communication Flow Scheme.

The information exchange of the resources for the CSE Monitoring using the bulk transfer request operation is exposed through the X and Y reference points using the procedures defined in section 8.x YYYYYYY.

The information exchange of the resources for the CSE Monitoring using the alert generation operation is exposed through the X and Y reference points using the procedures defined in section 8.x YYYYYYY.

6.2.1.2.3
Software Management Function

The CSE is comprised of software modules and artifacts (e.g., configuration files) that are associated with a deployable release package. The ASM CSF provides the capability to manage the lifecycle of the release package.

Editor's Note:  Details for the software lifecycle and integration in the Services extension enabler are FFS.
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