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10.
Information Flows

Editor’s Note: It is FFS about the suitable section for the proposed generic call flows and potential re-org of the sections due to the correlation of current section 8 and 10.

10.1
Basic Procedures

10.1.1

CREATE (C)

CREATE procedure shall be used by an Originator CSE to create a resource on a Receiver CSE (also called the hosting CSE). 

Originator requests to create a resource by using the CREATE method. See clause 8.1.2  for the information to be included in the Request message. 

Receiver, after ensuring that the Originator has been authenticated, creates the resource. The creation of a resource shall always be allowed if the Originator has been authenticated. This is due to the fact that the requested resource is not known prior to the creation by the Originator, therefore the accessRights resource in the Receiver does not contain a priori the permission for the resource that is being created.
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Figure 10.1.1-1: Procedure for CREATEing a Resource

Step 001: The Originator shall send the following information in the CREATE Request message:

op: 
C (Create) 

to: 
address of the target resource
fr: 
address of the resource representing the Originator
cn: 
content of the resource to be created 
Editor’s Note: references to elements defined in sect 8 have been added here. They may be removed if we decide to move sect 8.1.2-4 to stage 3 doc. In this case, these references will be removed and sect 1 of this document would replace sect 8.1.2-4 in the TS-0001.



Note: If to does not contain the identifier of the target resource, the hosting CSE shall provide a globally unique identifier for the resource. 

Step 002:  The Receiver shall: 

1.
Verify that the identifier, if provided by the Originator in the Create Request message, does not already exist in its resource structure. 

2.
Assign a globally unique identifier to the resource to be created if not provided by the Originator.
3.  Assign default values for mandatory attributes of the resource if not provided by the Originator.
Note: How the uniqueness of the identifier is achieved is FFS. <??>.

On successful validation of the Create Request, the Receiver shall create the requested resource. 

Step 003: The Receiver shall respond with a Response message that may contain the following information:




cn:
URI and/or content of the created resource.
See clauses 8.1.3 and 8.1.4 for the information to be included in the Response message. 

General Exceptions: 

1.
The Originator is not registered with the Receiver CSE. The Receiver responds with an Error.

2.
The identifier provided by the Originator already exists at the Receiver. The Receiver responds with an Error.

3.
The Originator is not authorised to Create a resource on the Receiver. The Receiver responds with an Error.

Editor's Note: The Error-Codes for various error scenarios: do we need to assign them in the Architecture TS? Rapporteur suggestion:  Yes.
10.1.2
RETRIEVE (R) 

RETRIEVE operation shall be used for retrieving the information stored for any/all <??> of the attributes for a resource at the Receiver CSE. This operation shall work in the same manner as the retrieval of any other resource. <do we need this sentence?>. The Originator CSE or AE may also request to retrieve only a specific attribute or part of an attribute by including the identity of such attribute in the Request message.

Editor's Note: The statement in the para above is not clear. Is this operation targeted for retrieving ALL attributes for a resource together or for specific attributes only? Depending on the answer, the text above needs to be updated. The following text assumes that this operation is for retrieving all attributes for a resource. If the Request is for retrieving only a specific attribute, then the identity of such attribute is included in the Request message. 

Originator requests to retrieve all attributes of the target resource by using RETRIEVE Request.  See clause 8.1.2 for the information to be included in the Request message. If only specific attribute(s) or part of an attribute needs to be retrieved, the address of such attribute (e.g., the URI) shall also be included in the Request message.

Receiver performs local processing to verify the existence of requested resource and checks permissions for retrieving the information related to the resource. After the successful verification, the Receiver shall return the requested information. 
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Figure 10.1.2-1: 
Procedure for RETRIEVing a Resource

Step 001:
The Originator shall request to RETRIEVE a resource from the Receiver.

op:
R (Retrieve)

to: 
address of the target resource
fr:
address of the resource representing the Originator

Note: If a specific attribute(s) or part of an attribute needs to be retrieved, the address of such attribute(s) (e.g., URI) shall also be included in the cn information. Details are FFS, possibly for WG3 to specify (WG2 to confirm this text).

Step 002:
The Receiver shall verify the existence of the resource and check if the Originator is authorised to retrieve the resource. 

Step 003:
The Receiver shall respond with a Response message that shall contain the representation of the resource, and the following information:




cn: 
content of resource retrieved
General Exceptions:

1.
The Originator is not authorized to retrieve the resource. The Receiver responds with an Error.

2.
The resource does not exist. The Receiver responds with an Error.

Editor's Note: The Error-Codes for various error scenarios: do we need to assign them in the Architecture TS? Rapporteur suggestion:  Yes.

10.1.3
UPDATE (U) 

UPDATE operation shall be used for updating the information stored for any of the attributes at a target resource. Especially important is the "expirationTime", since a failure in refreshing this attribute may result in the deletion of the resource. Alternatively, the Originator CSE or AE can request to update only a specific attribute or part of an attribute at the target resource.

Originator requests to update any of the attributes at the target resource by using UPDATE Request message. The Originator shall send new (proposed) values for the attribute(s) that need to be updated.  See clause 8.1.2 for the information to be included in the Request message.

Receiver after verifying the existence of the addressed resource, the validity of the attributes provided and the permissions to modify them, shall update the attributes provided and shall return a Response message to the Originator with the operation results as specified in clause 8.1.3.


[image: image3.emf]001: UPDATE Request

Originator requests to update a Resource

003: Response

Originator Receiver

002: Local Processing

Resource Updated


Figure 10.1.3-1: 
Procedure for UPDATing a Resource

Step 001:
The Originator shall send the following information in the UPDATE Request message: 

op:
U (Update)

to: 
address of the target resource
fr: 
address of the resource representing the Originator
cn: 
Information to be updated at the target resource 

Step 002:
The Receiver shall validate if the Originator is authorised to perform the modification to the target resource. On successful validation, the Receiver shall update the resource as reqested. 

Step 003:
The Receiver shall respond with a Response message that  shall contain the following information:




rs: 
Operation result

General Exceptions:

1.
The Originator is not authorized to update the resource. The Receiver responds with an Error.

2.
The resource does not exist. The Receiver responds with an Error.

Editor's Note: The Error-Codes for various error scenarios: do we need to assign them in the Architecture TS? Rapporteur suggestion:  Yes.

10.1.4
DELETE (D) 

DELETE operation shall be used by an Originator CSE or AE to delete a resource at a Receiver CSE. The delete procedure shall consist of the deletion of all related information of the target resource. 

Originator requests to delete a resource by using a DELETE Request message. See clause 8.1.2 for the information to be included in the Request message.

Receiver shall verify the existence of the requested resource, and the permissions for deleting the resource. The Receiver shall remove the target resource and shall return a Response message to the Originator with the appropriate operation results as specified in clause 8.1.3.
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Figure 10.1.4-1:  Procedures for DELETING a Resource

Step 001:
The Originator shall send a DELETE Request message to the Receiver.

op:
D (Delete)

to: 
address of the target resource
fr: 
address of the resource representing the Originator 


Step 002:
The Receiver shall verify the existence of the requested resource and if the Originator is authorised to delete the resource. On successful validation, the Receiver shall remove the resource.

Step 003:
The Receiver shall respond with a Response message that shall contain the following information:




rs: 
Operation result

General Exceptions:

1.
The Originator is not authorized to update the resource. The Receiver responds with an Error.

2.
The resource does not exist. The Receiver responds with an Error.

Editor's Note: The Error-Codes for various error scenarios: do we need to assign them in the Architecture TS? Rapporteur suggestion:  Yes.
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