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6.2.4.2.2
Device Configuration Function

The Device Configuration Function (DCF) provides the configuration of device capabilities and features that are necessary to support M2M Services and AE in M2M Devices, M2M Gateways or devices in a M2M Area Network. 
These device configuration capabilities and features include:

· Discovery of a device’s management objects and attributes
· Ability to enable or disable a device capability
· Provisioning configuration parameters of a device
Editor's Note:  Handling of Security configuration parameters and the interaction with SEC CSF is for FFS.
6.2.4.2.3
Device Diagnostics and Monitoring Function

The Device Diagnostics and Monitoring Function (DDMF) allows the troubleshooting of device features that are necessary to support M2M Services and AE in M2M Devices, M2M Gateways or devices in a M2M Area Network. 
These device diagnostic and monitoring features include:

· Configuration of diagnostics and monitoring parameters on the device

· Retrieval of device information that identifies a device and its model and manufacturer
· Retrieval of device information for the software and firmware installed on the device
· Retrieval of information related to a battery within the device

· Retrieval of information associated with the memory in use by a device
· Retrieval of the event logs from a device
· Device reboot diagnostic operation
· Device factory reset diagnostic operation
6.2.4.2.4
Device Firmware Management Function
The Device Firmware Management Function (DFMF) provides lifecycle management for firmware associated with a Device. 
Device firmware is comprised of firmware modules and artifacts (e.g., configuration files) that are maintained on a Device. A Device may maintain more than one firmware image and the capability to manage individual firmware images shall be provided. The firmware lifecycle includes actions to download, update or remove a firmware image. In addition firmware could be downloaded and updated within the same action.
6.2.4.2.5
Device Topology Management Function

The Device Topology Management Function (DTMF) is a function that is specific to M2M Gateways where a M2M Gateway maintains zero or more M2M Area Networks.
These device topology management features include:

· Configuration of the topology of the M2M Area Network

· Retrieval of information related to the devices attached to the M2M Area Network
· Retrieval of information that describes the transport protocol associated with the M2M Area Network
· Retrieval of information that describes the characteristics associated with online/offline status of devices in the M2M Area Network
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