	Doc# oneM2M-ARC-2013-0400-Introduction_to_security_in_ARC_TS-0001 
Input Contribution
	[image: image1.png]






	INPUT CONTRIBUTION

	Group Name:*
	ARC 7.0 ( F2F Meeting during TP#7)

	Title:*
	Contribution to Section 6.3 of Architecture TS “Security Aspects” 

	Source:*
	Gemalto, Oberthur Technologies

	Contact:
	Francois Ennesser (francois.ennesser@gemalto.com)
Dragan Vujcic (v.dragan@oberthur.com)

	Date:*
	2013-10-03

	Abstract:*
	This contribution provides initial text for Section 6.3 of the ARC TS introducing security aspects. 


	Agenda Item:*
	TBD

	Work item(s):
	WI 0002 - oneM2M Architecture

	Document(s) 

Impacted*
	oneM2M-TS-0001 Technical Specification - M2M Architecture (v0.1.2)

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Agree to include in the Architecture TS the text proposed in Section 2 of this input contribution


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
1 Background
The Security WG TR-0008 identifies different trust scenarios and threats that may affect the M2M system. This contribution to the Architecture TS introduces a reference to this work and attempts to highlight security aspects of the oneM2M architecture.  
2 Text proposal for oneM2M-TS-0001
============= Text changes proposed for TS-0001=======
1- In the Informative Reference section, addition of Reference to WG4 TR-0008 Security Analysis (deliverable of WI-0007) – Referred as [i.x] below.
2- Proposed text for Section 6.3:
6.3
Security Aspects

The oneM2M Security Analysis Technical Report [i.x] differentiates security domains related to the transport layer (underlying network), service layer (M2M common services) and application layer. It also considers possible trust scenarios involving these different domains, and investigates countermeasures to potential threats that may affect the security of the M2M system. 
Each of the security domains may provide their own security capabilities. To minimize the constraints arising from the support of security on M2M devices and nodes, the oneM2M security solution shall provide configurable security services through the API for other domains to leverage on, or enable the use of the exposed security features of other domains when appropriate.

As a result, beyond providing security solutions that protect the integrity of the M2M service layer, the oneM2M architecture exposes, through its API, further security services that are made available to M2M applications. This enables M2M applications to benefit from security solutions deployed in the M2M service architecture, without adding the burden of possibly redundant and proprietary security solutions on applicative nodes and devices. 
Note: It remains the responsibility of M2M application providers to perform their own risk assessment process to identify the specific threats affecting them and derive their actual security needs. This process is always necessary to identify the security services that are required or not at the applicative level. 
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