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10.2.X
External management command management through <mgmtCmd>
10.2.X.1 Introduction
This clause describes RESTful operations on an <mgmtCmd> resource over X and Y reference points. Different RESTful requests addressing an mgmtCmd resource (or its attributes or sub-resources) may be translated into existing management commands and procedures performed on the remote entity, based on the converting mechanism described in the following clauses.

10.2.X.2 Create <mgmtCmd>
The procedure is used to create a specific <mgmtCmd> resource in the hosting CSE, which can be exposed at run-time over X reference point about the management commands supported in the remote entities (i.e. D/G CSE). The created <mgmtCmd> will be mapping from non-RESTful command in existing management protocols (e.g. BBF TR-069). 
Originator: shall request to create a new mgmtCmd type resource to be named as "<mgmtCmd>" by using a CREATE verb. The request shall address baseURI resource of the hosting CSE. The request may also provide the attributes of the <mgmtCmd> to be created as described in clause 9.X.1 such as "cmdType".
The originator may be:

· An AE registered to the N-CSE.

· The local CSE on the managable entity: In this case, the local CSE transforms supported management command into the <mgmtCmd> resource representation, then requests the hosting CSE to create the corresponding <mgmtCmd> resource.

NOTE 1:
The hosting CSE in the network domain may also create the <mgmtCmd> resource locally by itself. The details are out of scope. Then an AE can discover the created <mgmtCmd> and manipulate it.

NOTE 2:
The <mgmtCmd> resource may also be created in the hosting CSE by other offline provisioning means which are out of scope.

Hosting CSE: shall check if the originator has the CREATE permission on the addressed baseURI resource (or the parent <mgmtCmd> in the case of child resource creation). The hosting CSE shall also check the validity of provided attributes. Upon successful validation,, a new <mgmtCmd> resource with name "<mgmtCmd>" shall be created in the hosting CSE with the provided attributes. The hosting CSE shall maintain the mapping between the created <mgmtCmd> and corresponding nonRESTful commands represented by the <cmdType> attribute of <mgmtCmd> resource. The hosting CSE shall respond to the originator with the appropriate generic. It shall also provide in the response the URL of the created new resource.
The hosting CSE shall be:

· An N-CSE.
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Figure 10.2.X.1: Illustration of procedures to create
an <mgmtCmd> resource by D/G-CSE
Step 001:
This step is needed if and only if the originator is D/G-CSE. The D/G-CSE shall first collect local management command to be exposed by the <mgmtCmd> resource.
Step 002:
To create an <mgmtCmd> resource, the originator shall issue a CREATE request with the collected MO data to the N-CSE.

Step 003:
If the creation is allowed, an <mgmtCmd> resource shall be created in the N-CSE with the provided attributes.

Step 004:
A response shall be returned to the originator.

List of procedure specific exceptions:

Step 003:
If the creation is not allowed, the <mgmtCmd> resource shall not be created, and a proper error code shall be returned to the originator in step 004.

10.2.X.3 Retrieve <mgmtCmd>
The procedure is used to retrieve all or part information from an existing <mgmtCmd> resource. Alternatively, the originator can request to retrieve only a specific attribute or part of an attribute.
Originator: shall request to retrieve all or part of information from an existing <mgmtCmd> resource by using a RETRIEVE verb. The request shall address a specific "<mgmtCmd>" resource to retrieve all attributes and the references to the sub-resources of the <mgmtCmd> resource. Or the request shall address the individual attribute of the specific "<mgmtCmd>" resource to retrieve the corresponding attribute value.

The originator may be:

· An AE.

· A D/G-CSE.

Hosting CSE: shall check if the originator has the READ permission on the addressed <mgmtCmd> resource. Upon successful validation, the hosting CSE shall retrieve the corresponding attributes the <mgmtCmd> resource and the references to the sub-resources from its repository and shall respond to the originator with the appropriate generic responses.
The hosting CSE shall be:

· An N-CSE.
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Figure 10.2.X.2: Illustration of procedures to retrieve an <mgmtCmd> resource
Step 001:
AE (or D/G-CSE) shall issue a RETRIEVE request to the N-CSE to retrieve an <mgmtCmd> resource.

Step 002:
If the retrieval is allowed, the addressed attributes of the <mgmtCmd> resource and the references to the sub-resources shall be retrieved from the repository of the N-CSE.
Step 003
A response shall be returned to AE (or D/G-CSE).

List of procedure specific exceptions:

Step 002:
If the retrieval is not allowed or the specific <mgmtCmd> resource does not exist in the N-CSE, a proper error code shall be returned to AE (or D/G-CSE) in step 003.
10.2.X.4 Update <mgmtCmd>
The procedure is used to update all or part information of an existing <mgmtCmd> resource with new attributes. Alternatively, the originator can request to update only a specific attribute or part of an attribute.
Originator: shall request to update all or part information of an existing <mgmtCmd> resource by using a UPDATE verb. The request shall address a specific "<mgmtCmd>" resource of a CSE to update all attributes of the <mgmtCmd> resource with the provided new value. Or the request shall address the individual attribute of the specific "<mgmtCmd>" resource to update the corresponding attribute with the provided new value.

The originator may be:

· An AE.

· A D/G-CSE.

Hosting CSE: shall check if the originator has the WRITE permission on the address <mgmtCmd> resource. The hosting CSE shall also check the validity of provided attributes if any. Upon successful validation, the hosting CSE shall overwrite the corresponding attributes of the <mgmtCmd> resource with the provided new data. The CSE shall respond to the originator with the appropriate generic responses.
The hosting CSE shall be:

· An N-CSE.
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Figure 10.2.X.3: Illustration of procedures to update an <mgmtCmd> resource
Step 001:
The AE (or D/G-CSE) shall issue an UPDATE request to the N-CSE to update the corresponding <mgmtCmd> resource.
Step 002:
If the update is allowed, the addressed attributes of the <mgmtCmd> resource or its sub-resource shall be overridden with the provided new data.
Step 003:
A response shall be returned to AE (or D/G-CSE).

List of procedure specific exceptions:

Step 002:
If the update is not allowed or the specific <mgmtCmd> resource (or its sub-resource) does not exist in the N-CSE, steps 002 shall be skipped and a proper error code shall be returned to AE (or D/G-CSE) in step 003.
10.2.X.5 Delete <mgmtCmd>
This procedure is used to delete an existing <mgmtCmd> resource. An AE may also use this procedure to cancel all initiated <execInstance> of an <mgmtCmd> if applicable.

Originator: shall request to delete an existing <mgmtCmd> resource by using a DELETE verb. The request shall address the specific "<mgmtCmd>" resource on the hosting CSE.
The originator may be:

· The D/G-CSE on the manageable entity: In this case, the local D/G-CSE issues the request to the hosting CSE to hide the corresponding management command from being exposed by the <mgmtCmd> resource.

· An AE: In this case, the AE requests the hosting CSE to delete the <mgmtCmd> resource from the hosting CSE and cancel all initiated <execInstance> of an <mgmtCmd> if applicable.

NOTE 1:
The hosting CSE in the network domain may also delete an <mgmtCmd> resource locally by itself. This internal procedure is out of scope.

NOTE 2:
The <mgmtCmd> resource may also be deleted in the hosting CSE by other offline provisioning means which are out of scope.

Hosting CSE: shall check if the originator has the DELETE permission on the address <mgmtCmd> resource. Upon successful validation, the hosting CSE shall remove the resource from its repository. If the originator is an AE and there is any initiated <execInstance> under the <mgmtCmd>that can be cancelled by a corresponding management command. The hosting CSE shall also issue the management command to the remote entity to cancel those initiated <execInstance> based on existing management protocol (i.e. BBF TR-069). Then the CSE shall respond to the originator with the appropriate generic responses.
The hosting CSE shall be:

· An N-CSE.
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Figure 10.2.X.4: Illustration of procedures to delete an <mgmtCmd> resource by D/G-CSE
Step 001:
To delete an <mgmtCmd> resource, D/G-CSE shall issue a DELETE request to the N-CSE. Before this step, the D/G-CSE may perform cancelling of the corresponding management command locally.

Step 002:
If the deletion is allowed, the <mgmtCmd> resource shall be totally removed from the repository of N-CSE.

Step 003:
A response shall be returned to D/G-CSE.

List of procedure specific exceptions:

Step 002:
If the deletion is not allowed or the specific <mgmtCmd> resource does not exist in the N-CSE, the deletion shall be failed and a proper error code shall be returned to D/G-CSE in step 003.
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Figure 10.2.X.5: Illustration of procedures to delete an <mgmtCmd> resource by AE
Step 001:
AE shall issue a DELETE request to the N-CSE to delete an <mgmtCmd> resource.
Step 002:
If there is any initiated <execInstance> under <mgmtCmd> and it is cancellable, N-CSE shall cancel those initiated <execInstance> from the remote entity using corresponding management procedures in existing management protocol (i.e. CancelTransfer RPC in BBF TR-069).

Step 003:
The <mgmtCmd> resource shall be deleted from the repository of the N-CSE.

Step 004:
A response shall be returned to AE.

List of procedure specific exceptions:

Step 002:
If the deletion is not allowed or the specific <mgmtCmd> resource does not exist in the N-CSE, steps 002-003 shall be skipped and a proper error code shall be returned to AE in step 004.
Step002:
If the corresponding initiated commands cannot be deleted from remote entity due to some reason (e.g. not found), step 003 shall still be performed and a successful response with the proper indication shall be returned to AE in step 004.
NOTE:
In the case that asynchronous response mechanism is used, a provisioning response confirming the request is being processed may be returned to the originator before step 002.

10.2.X.6 Execute <mgmtCmd>
The procedure is used for executing a specific management command on a remote entity through an existing <mgmtCmd> resource on the hosting CSE.

Originator: shall request to execute a specific management command which is represented by an existing <mgmtCmd> resource by using an UPDATE verb. The UPDATE request shall address the execEnable attribute of the <mgmtCmd> resource without any payload. Alternatively, the UPDATE request shall address the URI provided as the value of the execEnable attribute of the <mgmtCmd> resource.

After issuing the execution request, the originator may request to retrieve the execution result or status from an <execInstance> sub-resource of the <mgmtCmd>by using a RETRIEVE method as described in clause 10.2.X.8.

The originator shall be:

· An AE.

Hosting CSE: shall check if the originator has the WRITE permission on the addressed <mgmtCmd> resource. Upon successful validation, the hosting CSE shall perform command conversion and mapping, and send the converted management command over mId reference point to execute the corresponding management command with the provided arguments on the remote entity based on existing device management protocol (i.e. BBF TR-069). Then the hosting CSE shall create a corresponding <execInstance> resource under <mgmtCmd> for this command execution. And the hosting CSE shall respond to the originator with the appropriate generic responses. It shall also provide in the response the URL of the created <execInstance> resource.
Upon receiving from the remote entity a management notification (i.e. BBF TR-069 "Inform" message) regarding the execution result or status, the hosting CSE may actively send the management request over Y reference point to retrieve the execution result or status from the remote entity using existing management protocol (such as GetQueuedTransfers and GetAllQueuedTransfers RPCs in BBF TR-069), and update the corresponding <execInstance> sub-resource locally.
The hosting CSE shall be:

· An N-CSE.
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Figure 10.2.X.6: Illustration of procedures to execute a management command on a remote entity

Step 001:
To execute a management command on a remote entity (D/G-CSE), AE shall issue an UPDATE request to the N-CSE to execute <mgmtCmd>. The UPDATE request shall address to "<mgmtCmd>/execEnable" without any payload.

Step 002:
If the execution is allowed, N-CSE will do command conversion and mapping.

Step 003:
The N-CSE shall trigger existing device management procedures (i.e. BBF TR-069) to execute the corresponding management command on the remote entity.

Step 004:
The N-CSE shall perform local processing: if Step 3 is successful, the N-CSE shall create an <execInstance> resource under the triggered <mgmtCmd> to maintain status and results for this execution.

Step 005:
A response shall be returned to the AE.

The following steps are optional depending on the type of the command and execution status:

Step 006:
After the command execution is finished, the remote entity sends response including execution results to the N-CSE. The N-CSE will store the execution results in corresponding <execInstance> resource. Note that this step can happen anytime after Step 5 such as after Step 007.

Step 007:
The AE may use normal RETRIEVE procedure to retrieve the execution results or status of an <execInstance>.
Step 008:
After receiving the RETRIEVE request from the AE, the N-CSE can retrieve the execution status or results on the remote entity using existing management protocol. If step 006 occurs before step 007, step 008 may not be needed.

Step 009:
A response shall be returned to the AE.
List of procedure specific exceptions:

Step 002:
If the execution is not allowed or the specified <mgmtCmd> resource or its attribute/sub-resource does not exist in the N-CSE, step 003 and step 004 shall be skipped and a proper error code shall be returned to AE in step 005.
Step 003:
If the corresponding management command cannot be executed in remote entity due to some reason, step 004 shall be skipped and a proper error code shall be returned to AE in step 005.

10.2.X.7 Retrieve <execInstance>
The procedure is used to retrieve an existing <execInstance> resource including individual attributes. Alternatively, the originator can request to retrieve only a specific attribute or part of an attribute.
Originator: shall request to retrieve all or part of information from an existing <execInstance> resource by using a RETRIEVE verb. The request shall address a specific "<execInstance>" resource of a hosting CSE to retrieve all attributes of the <execInstance> resource. Or the request shall address the individual attribute of the specific "<execInstance>" resource to retrieve the corresponding attribute value.

The originator shall be:

· An AE.

Hosting CSE: shall check if the originator has the READ permission on the addressed <mgmtCmd> resource. Upon successful validation, the CSE shall retrieve the corresponding attributes of the <execInstance> resource and the references to the sub-resources from its repository and shall respond to the originator with the appropriate generic responses.
The hosting CSE may be:

· An N-CSE.
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Figure 10.2.X.7: Illustration of procedures to retrieve an <execInstance> resource
Step 001:
AE shall issue a RETRIEVE request to the N-CSE to retrieve an <execInstance> resource.

Step 002:
If the retrieval is allowed, the N-CSE can retrieve the execution status or results on the remote entity using existing management protocol (i.e. BBF TR-069).
Step 003:
If the retrieval is allowed, the addressed attributes of the <execInstance> resource shall be retrieved from the repository of the N-CSE.
Step 004
A response shall be returned to AE.

List of procedure specific exceptions:

Step 002:
If the retrieval is not allowed or the specific <execInstance> resource does not exist in the N-CSE, Step 003 shall be skipped and a proper error code shall be returned to AE in Step 004.
10.2.X.8 Delete <execInstance>
The AE uses this procedure to delete an existing <execInstance> resource.

Originator: shall request to delete an existing <execInstance> resource by using a DELETE verb. The request shall address the specific "<execInstance>" resource of an <mgmtCmd> on the hosting CSE.

The originator shall be:

· An AE.

NOTE 1:
The hosting CSE in the network domain may also delete an <execInstance> resource locally by itself. This internal procedure is out of scope.

NOTE 2:
The <execInstance> resource may also be deleted in the hosting CSE by other offline provisioning means which are out of scope.

Hosting CSE: shall check if the originator has the DELETE permission on the addressed <execInstance> resource. Upon successful validation, the hosting CSE shall remove the resource from its repository. If the <execInstance> is not finished on the remote entity and it is cancellable, the hosting CSE shall also use existing management protocols 
(i.e. BBF TR-069 CancelTransfer RPC) to cancel the corresponding management currently initiated at the remote entity. Then the CSE shall respond to the originator with the appropriate generic responses.
The hosting CSE shall be:

· An N-CSE.
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Figure 10.2.X.8: Illustration of procedures to delete an <execInstance> resource by an AE
Step 001:
An AE shall issue a DELETE request to the N-CSE to delete an <execInstance> resource.
Step 002:
If the <execInstance> is not finished yet and it is cancellable, the N-CSE shall cancel the <execInstance> from the remote entity using corresponding management procedures in existing management protocol (i.e. CancelTransfer RPC in BBF TR-069 [10]). If the <execInstance> is already complete or it is not cancellable, Step 002 shall be skipped.

Step 003:
The <execInstance> resource shall be deleted from the repository of the N-CSE.

Step 004:
A response shall be returned to AE.

List of procedure specific exceptions:

Step 001:
If the deletion is not allowed or the specific <execInstance> resource does not exist in the N-CSE, steps 002-003 shall be skipped and a proper error code shall be returned to AE in step 004.
Step 002:
If the corresponding initiated commands cannot be deleted from remote entity due to some reason (e.g. not found), step 003 shall still be performed and a successful response with the proper indication shall be returned to AE in step 004.
10.2.x.9 Cancel <execInstance>
The AE uses this procedure to disable/stop/cancel an initiated management command execution on the remote entity through an existing <execInstance> resource on the hosting CSE.

Originator: shall request to disable/stop/cancel an initiated management command execution which is represented by an existing <execInstance> resource by using an UPDATE verb. The UPDATE request shall address the execDisable attribute without any payload.

The originator shall be:

· An AE.

Hosting CSE: shall check if the originator has the WRITE permission on the addressed <mgmtCmd> resource. Upon successful validation, the hosting CSE shall perform command conversion and mapping, then use existing management protocol (i.e. BBF TR-069) to cancel the corresponding management command execution initiated on the remote entity over mId reference point. And the hosting CSE shall respond to the originator with the appropriate generic responses. The response may also contain command cancellation results.

The hosting CSE shall be:

· An N-CSE.
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Figure 10.2.X.9: Illustration of procedures to cancel a management command
execution instance on a remote entity

Step 001:
To cancel a management command initiated on a remote entity (D/G-CSE), an AE shall issue an UPDATE request to the N-CSE to trigger to cancel a <execInstance>. The UPDATE request shall address to "<execInstance>/execDisable" without any payload.

Step 002:
If the cancellation is allowed, N-CSE will do command conversion and mapping.

Step 003:
The N-CSE shall cancel the <execInstance> from the remote entity using corresponding management procedures in existing management protocol (i.e. CancelTransfer RPC in
BBF TR-069).

Step 004:
The N-CSE shall delete the corresponding <execInstance> resource.

Step 005:
A response shall be returned to AE.
List of procedure specific exceptions:

Step 002:
If the execution is not allowed or the specified <execInstance> resource does not exist in the
N-CSE or the <execInstance> is finished, step 003 and step 004 shall be skipped and a proper error code shall be returned to AE in step 003.
Step 003:
If the corresponding management command cannot be executed in remote entity due to some reason, step 004 will still be performed.

10.2.x.2
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