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1. Introduction

This contribution proposes message flows of AE Resource management. 

2. Proposal
X.X.X.X 

AE Resource Management
X.X.X.X.1

Introduction

This clause describes different procedures for managing registrations, de-registrations, updates and retrievals of the registration information associated with a M2M application. It is assumed that prior to any of the procedures described below; the AE that performs the request has been properly Authenticated and Authorized.

NOTE:
The mechanisms for authenticating and authorizing the AE are out of scope of the present document.

X.X.X.X.2

Create <AE> (AE Registration)
This procedure shall be used for registering and creating an <AE> resource on the Local CSE, which is also the Hosting CSE. 

Originator: requests to register an <AE> by using a CREATE. The Originator shall:

1)
either provide an APP-ID. The Identifier shall be globally unique; or

2)
no identifier at all.


Note: Assuring the uniqueness of the Identifier is out of scope. 

The request shall address the location to be stored under <startBase>. 

Hosting CSE: after ensuring that the Originator has been authenticated, it shall:

1)
Check that the provided identifier does not already exist under <startBase>. This is only needed in case that the Originator has provided the identifier in the request. If there is a resource having the same identifier, the Hosting CSE must reject the request returning an error.
2)
Create an identifier, APP-ID and assign it to the Originator AE. The Identifier shall be globally unique.

Note: Assuring the uniqueness of the Identifier is out of scope.

Then the Hosting CSE shall validate the received request and it shall create an <AE> resource with the specified attributes.

The creation of the <AE> resource shall always be allowed if the Originator has been authenticated. This is due to the fact that the application is not known prior to registration, therefore the accessRights associated to the parent resource does not contain a priori the permission for application that is being registered.

The Hosting CSE may also provide default values for not provided optional attributes; these are inferred from the CSE policies. For example, the Hosting CSE may reduce the expiration time suggested by the issuer.
The hosting CSE shall enforce the expiration time of the <AE> resource. The Originator or any other party allowed to modify the AE resource may extend the lifetime of the resource by modifying the expiration time attribute. When the expiration time is reached, the Hosting CSE shall remove the <AE> resource together with all child resources.

After creation of the <AE> resource, the Hosting CSE shall return a generic response. A successful response shall include the URI of newly created <AE> resource. The URI shall contain the Identifier provided by the issuer and the URI is globally unique.

	
	Description

	Call flow type
	CREATE

	Pre-conditions 
	None

	Information on Request message
	· May include APP-ID
· May indicate where to create <AE> resource

	Local processing on Hosting CSE
	· Checks the existence of the resource having same name.
· Add characteristics such as expiration time of the <AE> resource to be created.  
· Create <AE> resource.
· If APP-ID is not provided, assign globally unique identifier to the Originator <AE> resource.

	Information on Response message
	· Assigned APP-ID (if not provided by the Originator)
· The URI of the created <AE> resource. 

	Post-condition 
	None

	Exceptions
	Local processing on Hosting CSE:  

- The Originator-CSE is not authorised to create the resource.  

- The provided characteristics are not acceptable to the Hosting CSE. 


X.X.X.X.2

Retrieve <AE>
This procedure shall be used for retrieving the content of an <AE> resource. It can either be the whole <AE> resource representation or a specific attribute or part of an attribute. 

Originator: requests to retrieve the information of an <AE> resource by using the RETRIEVE. The request may address the specific <APP-ID> resource of the Hosting CSE.
Hosting CSE: shall validate the received request. Retrieval shall only be allowed if the Originator is authorized to retrieve the <AE> resource, according to the accessRight permission defined for the resource itself. The Hosting CSE shall provide the requested information. 
	
	Description

	Call flow type
	RETRIEVE

	Pre-conditions 
	None

	Information on Request message
	· APP-ID

	Local processing on Hosting CSE
	· Checks if the Originator is authorized to retrieve <AE> resource. 

· Checks the existence of the resource having same name. 

	Information on Response message
	· Contains attributes of the requested resource

	Post-condition 
	None

	Exceptions
	Local processing on Hosting CSE:  

- The Originator-CSE is not authorised to retrieve the resource.  


X.X.X.X.3

Update <AE>
This procedure shall be used for updating an <AE> resource. Alternatively, the issuer can request to update only a specific attribute or part of an attribute. 
Originator: requests to update an <AE> resource by means of the UPDATE. The Originator shall send new (proposed) values for all mandatory read-write attributes and may send values for the optional read-write attributes.

Hosting CSE: shall validate the received request. Update shall only be allowed if the Originator is authorized to write the <AE> resource, according to the accessRight permissions defined for the <AE> resource itself. The hosting CSE shall then modify the resource representation according to the request. The hosting CSE may modify some of the attributes, e.g. expiration time, in accordance with CSE policies. In case the issuer requested to delete one of the optional attributes, the hosting CSE shall provide default values for attributes that are required by the CSE.

A modification of the <AE> resource may trigger an announce or de-announce the application.

The hosting CSE returns a generic response.

	
	Description

	Call flow type
	UPDATE

	Pre-conditions 
	None

	Information on Request message
	· APP-ID

· New (proposed) values for all mandatory attributes

	Local processing on Hosting CSE
	· Checks if the Originator is authorized to perform modification to the <AE> resource. 
· Checks the existence of the resource having same name. 
· Checks missing attributes
· Performs the changes to the resource

	Information on Response message
	Same

	Post-condition 
	None

	Exceptions
	Local processing on Hosting CSE:  

- The Originator-CSE is not authorised to update the resource.  


X.X.X.X.4

Delete <AE>
This procedure shall be used for de-registering and deleting all information related to the application.

Originator: requests to delete the <AE> resource by using a DELETE. The Originator shall be either an application or a CSE.
Hosting CSE: shall validate the received request. Delete shall only be allowed if the Originator is authorized to delete the <AE> resource, according to the accessRights defined for the <AE> resource where the request is targeted.

The hosting CSE shall de-announce the application from all CSEs where the application was previously announced. Then the hosting CSE deletes the addressed resource, including all the children resources.

The hosting CSE returns a generic response.

NOTE:
The Application does not get notified by a de-registration performed by other entities (e.g. other AE or CSE) which are authorized to perform such action, unless specifically requested to be notified by means of subscriptions.

	
	Description

	Call flow type
	DELETE

	Pre-conditions 
	None

	Information on Request message
	· CSE-ID to be deleted

	Local processing on Hosting CSE
	· Checks the existence of the resource having same name. 
· Checks the authorisation of the Originator CSE
· Performs deletion of the resource

	Information on Response message
	Same

	Post-condition 
	· Deletes the local resource representing the Hosting CSE

	Exceptions
	Local processing on Hosting CSE:  

- The Originator-CSE is not authorised to delete the resource.  
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