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1. Introduction

This contribution proposes message flows of CSE Resource management. 

2. Proposal
X.X.X.X 

CSE Resource Management
X.X.X.X.1

Introduction

This clause describes different procedures for managing registrations, de-registrations, updates and retrievals of the registration information associated with CSEs.

X.X.X.X.2

Create <CSE> (CSE Registration)
This procedure shall be used to register a CSE (Originator-CSE) to another CSE (Receiver-CSE) in order to be able to interact with it. When a CSE registers to another CSE, two <CSE> resources are created, one in the Originator-CSE and one in the Receiver-CSE storing the information that each CSE needs to know about the other one. The creation of these two resources is the result of a successful registration of the Originator-CSE to the Receiver-CSE.

The following provides the list of possible registrations:

· A CSE on a device registers to a CSE on a Middle Node.

· A CSE on a gateway registers to a CSE on an Infrastructure Node.

The CSE-ID of the Originator-CSE shall be used as a name for the resource to be created. The CSE-ID and the startBase of the Originator-CSE have 1 to 1 relationship. If an Originator-CSE requests to register more than once to the same Receiver-CSE, the request will be rejected.

The registration procedure consists of the following steps:
Step 1. Originator-CSE: shall request a registration to the Receiver-CSE by requesting the creation of a new <CSE> resource using a CREATE verb. The Originator-CSE shall provide a CSE-ID as a name of the new resource that will be created in the Receiver-CSE, it shall also provide the URI of the <startBase> of the Originator in the "link" attribute and it may also provide the values of the attributes associated to the resource.

Step 2. Receiver-CSE: after ensuring that the Originator-CSE has been authenticated, it shall verify that the CSE-ID does not already exist in the existing resources under <startBase>. If it exists, it shall reject the request returning an error. After ensuring the validity of the request and the attributes provided, a new <CSE> resource structure with the CSE-ID shall be generated. The creation of the CSE resource shall always be allowed if the issuer was successfully authenticated. This is due to the fact that the CSE is not known prior to registration, therefore the accessRights located under the <startBase> does not contain a priori the permission for application that is being registered. 

Initially, all the sub-resources defined as child of the <CSE> Resource specified in clause XXX (containers, groups, applications, accessRights) shall be created, in addition to initializing the resource attributes with the information initially provided by the Originator CSE. In the case of a successful response, the Receiver CSE shall provide inside the response body the URI of the newly created resource.

Step 3. Originator-CSE: In the case it receives a successful response; it shall create a new local <CSE> resource, using the CSE-ID of the Receiver-CSE. The values of the attributes for the local <CSE> resource shall be assigned using default values or requesting them to the Receiver-CSE. The "expirationTime" attribute, by default, shall be assigned to an infinite timer.

Step 4. Originator-CSE: may request the value of "searchStrings" and “accessRightID” attributes from the Receiver-CSE by using RETRIEVE on the <startBase> resource of the Receiver CSE. The values of this attributes is stored in the Receiver-CSE under the "searchStrings" and “accessRightID” attribute of the <startBase> resource.
Step 5. Receiver-CSE: after ensuring that the Originator has the access rights to read the attributes of the <startBase> resource, the Receiver-CSE shall respond to the Issuer providing the values of the requested attributes.

Step 6. Originator-CSE: In the case it receives a successful response; it shall update the values of the attributes of the local <CSE> resource representing the Receiver CSE.
In order to keep the values of the "searchStrings" and “accessRightID” attributes synchronised, the Originator-CSE may subscribe to changes in the values of these attributes in the <startBase> resource of the Receiver-CSE.

The following figure shows a high-level information flow of CSE Registration.  
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Figure 5.2: Procedures for CSE registration
Step 001: 
The Originator-CSE sends a registration message to the Receiver-CSE. The message includes the identifier of the Originator CSE (CSE-ID) as a name of the new resource that will be created in the Receiver-CSE and the URI of the root resource of the Originator-CSE. 
Step 002: 
The Receiver-CSE checks that if the Originator-CSE is allowed to create the resource for the registration. The Receiver-CSE shall create a resource representing the Originator-CSE. 
Step 003: 
The Receiver-CSE sends a response message containing information required for the registration to the Originator-CSE. The message includes the identifier of the Receiver-CSE (CSE-ID) as a name of the new resource that will be created in the Originator-CSE and the URI of the root resource of the Receiver-CSE.
Step 004: 
The Originator-CSE checks that if the Receiver-CSE is allowed to create the resource for the registration. The Originator-CSE shall create a resource representing the Receiver-CSE. 
Step 005: 
The Originator-CSE shall RETRIEVE the <startBase> resource, in order to read the values for the attribute "searchStrings" and “accessRightID” as indicated in Step 5 above.
Step 006: 
The Receiver-CSE shall check if the Originator is allowed to RETRIEVE the attribute "searchStrings" as indicated in Step 6 above in the procedure text.
Step 007: 
The Receiver-CSE responds positively to the request. 

Step 008: 
The Originator-CSE shall UPDATE the local resource representing the Receiver-CSE with the values for the attribute "searchStrings" and “accessRightID” as indicated in Step 7 above.
List of main procedure specific exceptions:

Step 002:
The provided name already exists. The Receiver-CSE responds with an error.

Step 002:
The provided characteristics are not acceptable by the Receiver-CSE. The Receiver-CSE responds with an error. The flow start all over with step 001, if the Originator-CSE provides new characteristics, otherwise the flow terminates here.

Step 006:
The Originator is not allowed to retrieve the attributes. The Receiver-CSE responds with an error.

X.X.X.X.2

Retrieve <CSE>
This procedure shall be used for retrieving any of the existing information stored in any of the attributes that compose a CSE resource. This procedure shall work in the same manner as the retrieval of any other resource. Alternatively, the originator can request to retrieve only a specific attribute or part of an attribute, as described in partial addressing.
Originator: requests to retrieve any of the attributes of the existing CSE resource by using RETRIEVE. The request shall address the specific <CSE-ID> resource of the Receiver CSE.

The request addresses an <CSE> resource as defined in clause 9.5.x.x (resource structure).
Receiver CSE: after it checked the existence of the addressed <CSE> resource and the permissions for retrieving the resource, the CSE shall return the requested information.
	
	Description

	Call flow type
	RETRIEVE

	Pre-conditions 
	None

	Information on Request message
	· CSE-ID

	Local processing on Hosting CSE
	· Checks the existence of the resource having same name. 

	Information on Response message
	· Contains attributes of the requested resource

	Post-condition 
	None

	Exceptions
	Local processing on Hosting CSE:  

- The Originator-CSE is not authorised to retrieve the resource.  


X.X.X.X.3

Update <CSE>
This procedure shall be used for updating any of the existing CSE registration attributes stored in the Hosting CSE. Especially important is the "expirationTime", since a failure in refreshing this attribute may result in the deletion of the resource. Alternatively, the issuer can request to update only a specific attribute or part of an attribute.
Originator: requests to update the <CSE> resource as defined in clause x.x.x.x (resource structure). The Originator shall send new (proposed) values for all mandatory read-write attributes and may send values for the optional read-write attributes.

Hosting CSE: after it checked the existence of the addressed <CSE> resource, the validity of the provided attributes and the permissions to modify them, the Hosting CSE shall update the attributes and shall respond to the issuer with the appropriate generic responses.
	
	Description

	Call flow type
	UPDATE

	Pre-conditions 
	None

	Information on Request message
	· CSE-ID

· New (proposed) values for all mandatory attributes

	Local processing on Hosting CSE
	· Checks the existence of the resource having same name. 
· Checks missing attributes
· Performs the changes to the resource

	Information on Response message
	Same

	Post-condition 
	None

	Exceptions
	Local processing on Hosting CSE:  

- The Originator-CSE is not authorised to update the resource.  


X.X.X.X.4

Delete <CSE>
This procedure shall be used by the Originator-CSE to de-register from the Hosting-CSE. When a CSE registers to another CSE, two resources are created, one in the Originator CSE and another in the Hosting CSE. The de-registration process shall consist in the deletion of both resources previously created.

Step 1. Originator: requests a de-registration from the Hosting CSE by requesting the deletion of the <CSE> resource named as CSE-ID using DELETE. 
Step 2. Hosting SCL: after it checked the existence of the addressed CSE-ID resource and the validity of permissions for deleting the resource, then the Hosting CSE shall remove the resource from the repository and shall respond to the Originator with the appropriate generic responses.

Step 3. Originator: After receiving the successful response, the Originator CSE shall delete the <CSE> resource representing the registered-to CSE (Hosting CSE).
	
	Description

	Call flow type
	DELETE

	Pre-conditions 
	None

	Information on Request message
	· CSE-ID to be deleted

	Local processing on Hosting CSE
	· Checks the existence of the resource having same name. 
· Checks the authorisation of the Originator CSE
· Performs deletion of the resource

	Information on Response message
	Same

	Post-condition 
	· Deletes the local resource representing the Hosting CSE

	Exceptions
	Local processing on Hosting CSE:  

- The Originator-CSE is not authorised to delete the resource.  
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