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10.2.X.6
Create bulk

This procedure shall be used for creating the content of all member resources belonging to an existing <group> resource.

Originator: shall request to create the content in all member resources belonging to an existing <group> resource by using a CREATE verb. The request may address the virtual child resource bulk of the specific <group> resource of a group hosting CSE to create the same content under all member resources. The request may also address the URI that results from appending a relative URI to the bulk URI in order to create the same content (e.g. attribute or child resource) under the corresponding attributes or child resources represented by the relative URI with respect to all member resources. The originator may be an AE or CSE.
Group Hosting CSE: shall check if the originator has WRITE permission in the accessRight resource referenced by the bulkAccessRightID in the group resource. In the case bulkAccessRightID is not provided the access right defined for the group resource shall be used. Upon successful validation, the group hosting CSE shall obtain the URIs of all member resources from the attribute members of the addressed <group> resource and fan out requests addressing the obtained URIs (appended with the relative URI if any) to the member hosting CSEs as indicated in Figure 10.2.x. In the case that the member resources contains a sub-group resource, the group hosting CSE shall generate a unique request identifier, include the request identifier in all the requests to be fanned out and locally store the request identifier. If the group hosting CSE determines that multiple member resources belong to one CSE according to the URIs of the member resources, it may converge the requests accordingly before sending out. This may be accomplished by the group hosting CSE creating a <group> resource on the member hosting CSE to collect all the members on that member hosting CSE. After receiving the responses from the member hosting CSEs, the group hosting CSE shall then respond to the originator with the aggregated results and the associated <memberId>s.

Member Hosting CSEs: shall treat the request received from the group hosting CSE as a normal CREATE request on the addressed resource as if it comes from the original originator. The member hosting CSE shall check if the request has a request identifier. The member hosting CSE shall then check if the request identifier is contained in the requested identifiers stored locally. If match is found, the member hosting CSE shall ignore the current request and respond an error. If no match is found, the member hosting CSE shall locally store the request identifier. The member hosting CSE shall check if the original originator has the CREATE permission on the addressed resource. Upon successful validation, the member hosting CSE shall perform the create procedures for the corresponding type of addressed resource as described in other subclauses of clause 10.2 and shall send the corresponding response to the group hosting CSE.
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Figure 10.2.x: Group content management procedures

The procedures illustrated in Figure 10.2.x apply to clauses 10.2.x.1 to 10.2.x.6:

Step 001:
To access the content of member resources belonging to an existing <group> resource, the originator shall send a request to a CSE.

Step 002:
If the operation is allowed by group hosting CSE, the requests shall be fanned out to the member hosting CSEs for each member resource. If member resources belonging to multiple Application Entities located in the same gateway, the requests may be converged accordingly before sending out to the member hosting CSEs.

Step 003:
The requests are fanned out to the member hosting CSEs.

Step 004:
If the request identifier is found in the locally stored request identifiers. The member hosting CSEs shall deny the access request. If the operation is allowed by the member hosting CSEs and the request identifier is new to the member hosting CSEs, the member resources shall be accessed according to the requested operation (C/R/U/D).

Step 005:
The member hosting CSEs shall respond to the group hosting CSE with the appropriate generic responses including any information to be returned according to the requested operation (C/R/U/D).

Step 006:
The group hosting CSE shall converge the responses from all the member hosting CSEs.

Step 007:
The group hosting CSE shall respond to the originator with the appropriate responses.

List of main procedure specific exceptions:

Step 002:
Originator is not registered.

Step 002:
Originator does not have the authorization to access the resource.

Step 002:
Group resource does not exist.

Step 004:
Originator does not have the authorization to access the member resources.

Step 004:
Member resource does not exist.

Step 004: 
Member hosting CSE finds a same identifier as the request identifier in the locally stored request identifiers.
Table 10.2.x.6: bulk Create

	
	Description

	Call flow type
	CREATE

	Pre-conditions 
	none

	Information on Request message
	op: C

fr: Identifier of the AE or CSE that intiates the request.

to: The URI of the bulk resource.

cn: The representation of the resource the originator intend to create on each member of the group.

	Local processing on Hosting CSE
	Fan out requests to each member hosting CSE addressing the obtained URI from the attribute members of the group resource appended with relative URI if any.
Generate request identifier and include the identifier in the fanned out requests in the case of sub groups.

	Information on Response message
	Converged responses from member hosting CSEs.

	Post-condition 
	none

	Exceptions
	Same request with identical request identifier received.
Originator does not have the access right to access the bulk resource.


10.2.x.7
Retrieve bulk

This procedure shall be used for retrieving the content of all member resources belonging to an existing <group> resource.

Originator: shall request to obtaining the content or specific information (e.g. attributes) of all member resources belonging an existing <group> resource by using a RETRIEVE verb. The request may address the virtual child resource bulk of the specific <group> resource of a group hosting CSE for retrieving the content of all member resources. The request may also address the URI that results from appending a relative URI to the bulk URI in order to retrieve the corresponding attributes or child resources represented by the relative URI with respect to all member resources. The originator may be an AE or CSE.
Group Hosting CSE: shall check if the originator has READ permission in the accessRight resource referenced by the bulkAccessRightID in the addressed <group> resource. In the case bulkAccessRightID is not provided the access right defined for the group resource shall be used.Upon successful validation, the group hosting CSE shall obtain the URIs of all member resources from the members attribute of the addressed <group> resource and fan out requests addressing the obtained URIs (appended with the relative URI if any) to the member hosting CSEs as indicated in Figure 10.2.x. In the case that the member resources contains a sub-group resource, the group hosting CSE shall also generate a unique request identifier, include it in all the requests to be fanned out and locally store the request identifier. If the group hosting CSE determines that multiple member resources belong to one CSE according to the URIs of the member resources, it may converged the requests accordingly before sending out. This may be accomplished by the group hosting CSE creating a <group> resource on the member hosting CSE to collect all the members on that member hosting CSE. After receiving the responses from the member hosting CSEs, the group hosting CSE shall then respond to the originator with the aggregated results and the associated <memberId>s.

Member Hosting CSEs: shall treat the request received from the group hosting CSE as a normal RETRIEVE request on the addressed resource as if it comes from the original originator. The member hosting CSE shall check if the request has a request identifier.The member hosting CSE shall then check if the request identifier is contained in the requested identifier stored locally. If match is found, the member hosting CSE shall ignore the current request and respond an error. If no match is found, the member hosting CSE shall locally store the request identifier. The member hosting CSE shall check if the original originator has the READ permission on the addressed resource. Upon successful validation, the member hosting CSE shall perform the retrieve procedures for the corresponding type of addressed resource as described in other subclauses of clause 10.2 and shall send the corresponding response to the group hosting CSE.
Table 10.2.x.7: bulk Retrieve
	
	Description

	Call flow type
	RETRIEVE

	Pre-conditions 
	none

	Information on Request message
	op: R
fr: Identifier of the AE or CSE that intiates the request.

to: The URI of the bulk resource.

	Local processing on Hosting CSE
	Fan out requests to each member hosting CSE addressing the obtained URI from the attribute members of the group resource appended with relative URI if any.

Generate request identifier and include the identifier in the fanned out requests in the case of sub groups.

	Information on Response message
	Converged responses from member hosting CSEs.

	Post-condition 
	none

	Exceptions
	Same request with identical request identifier received.

Originator does not have the access right to access the bulk resource.


10.2.x.8
Update bulk

This procedure shall be used for updating the content of all member resources belonging to an existing <group> resource.

Originator: shall request to update the content of all member resources belonging to an existing <group> resource with the same new data by using a UPDATE verb. The request may address the virtual child resource bulk of the specific <group> resource of a group hosting CSE to update all member resources. The request may also address the URI that results from appending a relative URI to the "bulk" in order to update only the corresponding attributes or child resources represented by the relative URI with respect to all member resources. The originator may be an application or CSE.

Group Hosting CSE: shall check if the originator has WRITE permission in the accessRight resource referenced by the bulkAccessRightID in the group resource. In the case bulkAccessRightID is not provided the access right defined for the group resource shall be used.Upon successful validation, the group hosting CSE shall obtain the URIs of all member resources from the attribute members of the addressed <group> resource and fan out requests addressing the obtained URIs (appended with the relative URI if any) to the member hosting CSEs as indicated in Figure 10.2.x. In the case that the member resources contains a sub-group resource, the group hosting CSE shall also generate a unique request identifier, include it in all the requests to be fanned out and locally store the request identifier. If the group hosting CSE determines that multiple member resources belong to one CSE according to the URIs of the member resources, it may converged the requests accordingly before sending out. This may be accomplished by the group hosting CSE creating a <group> resource on the member hosting CSE to collect all the members on that member hosting CSE. After receiving the responses from the member hosting CSEs, the group hosting CSE shall then respond to the originator with the aggregated results and the associated <memberId>s.

Member Hosting CSEs: shall treat the request received from the group hosting CSE as a normal UPDATE request on the addressed resource as if it comes from the original originator. The member hosting CSE shall check if the request has a request identifier. The member hosting CSE shall then check if the request identifier is contained in the requested identifier stored locally. If match is found, the member hosting CSE shall ignore the current request and respond an error. If no match is found, the member hosting CSE shall locally store the request identifier. The member hosting CSE shall check if the original originator has the UPDATE permission on the addressed resource. Upon successful validation, the member hosting CSE shall perform the update procedures for the corresponding type of addressed resource as described in other subclauses of clause 10.2 and shall send the corresponding response to the group hosting CSE.
Table 10.2.x.8: bulk Update
	
	Description

	Call flow type
	UPDATE

	Pre-conditions 
	none

	Information on Request message
	op: U

fr: Identifier of the AE or CSE that intiates the request.

to: The URI of the bulk resource.

cn: The representation of the resource the originator intend to create on each member of the group.

	Local processing on Hosting CSE
	Fan out requests to each member hosting CSE addressing the obtained URI from the attribute members of the group resource appended with relative URI if any.

Generate request identifier and include the identifier in the fanned out requests in the case of sub groups.

	Information on Response message
	Converged responses from member hosting CSEs.

	Post-condition 
	none

	Exceptions
	Same request with identical request identifier received.

Originator does not have the access right to access the bulk resource.


10.2.x.9
Delete bulk

This procedure shall be used for deleting the content of all member resources belonging to an existing <group> resource.

Originator: shall request to delete the content of all member resources belonging to an existing <group> resource by using a DELETE verb. The request may address the virtual child resource bulk of the specific <group> resource of a group hosting CSE to delete all member resources. The request may also address the URI that results from appending a relative URI to the "bulk" in order to delete only the corresponding attributes or child resources represented by the relative URI with respect to all member resources. The originator may be an AE or a CSE.

Group Hosting CSE: shall check if the originator has WRITE permission in the accessRight resource referenced by the bulkAccessRightID in the <group> resource. In the case bulkAccessRightID is not provided the access right defined for the group resource shall be used.Upon successful validation, the group hosting CSE shall obtain the URIs of all member resources from the attribute members of the addressed <group> resource and fan out requests addressing the obtained URIs (appended with the relative URI if any) to the member hosting CSEs as indicated in Figure 10.2.x. In the case that the member resources contains a sub-group resource, the group hosting CSE shall also generate a unique request identifier, include it in all the requests to be fanned out and locally store the request identifier. If the group hosting CSE determines that multiple member resources belong to one CSE according to the URIs of the member resources, it may converged the requests accordingly before sending out. This may be accomplished by the group hosting CSE creating a <group> resource on the member hosting CSE to collect all the members on that member hosting CSE. After receiving the responses from the member hosting CSEs, the group hosting CSE shall then respond to the originator with the aggregated results and the associated <memberId>s.

Member Hosting CSEs: shall treat the request received from the group hosting CSE as a normal DELETE request on the addressed resource as if it comes from the original originator. The member hosting CSE shall check if the request has a request identifier.The member hosting CSE shall then check if the request identifier is contained in the requested identifier stored locally. If match is found, the member hosting CSE shall ignore the current request and respond an error. If no match is found, the member hosting CSE shall locally store the request identifier. The member hosting CSE shall check if the original originator has the DELETE permission on the addressed resource. Upon successful validation, the member hosting CSE shall perform the delete procedures for the corresponding type of addressed resource as described in other subclauses of clause 10.2 and shall send the corresponding response to the group hosting CSE.
Table 10.2.x.9: bulk Delete
	
	Description

	Call flow type
	DELETE

	Pre-conditions 
	none

	Information on Request message
	op: D
fr: Identifier of the AE or CSE that intiates the request.

to: The URI of the bulk resource.

	Local processing on Hosting CSE
	Fan out requests to each member hosting CSE addressing the obtained URI from the attribute members of the group resource appended with relative URI if any.

Generate request identifier and include the identifier in the fanned out requests in the case of sub groups.

	Information on Response message
	Converged responses from member hosting CSEs.

	Post-condition 
	none

	Exceptions
	Same request with identical request identifier received.

Originator does not have the access right to access the bulk resource.


10.2.x.10
Subscribe/Un-Subscribe bulk

This procedure shall be used for receiving information about modifications of all member resources belonging to an existing <group> resource.

Originator: shall request to create a subscription resource under all member resources belonging to an existing <group> resource by using a CREATE verb. The request shall address the subscriptions child resource of the virtual child resource bulk of the specific <group> resource of a group hosting CSE to subscribe to the modifications of all member resources. The request shall include an empty aggregateURI attribute if the originator wants the group hosting CSE to aggregate the notifications. The request shall include the required information and may include the optional information as described in subscription management clause 10.2.y. The originator may be an AE or a CSE.
Editor’s note: AggregateURI is to be specified.

Group Hosting CSE: shall check if the originator has WRITE permission in the accessRight resource referenced by the bulkAccessRightID in the group resource. In the case bulkAccessRightID is not provided the access right defined for the group resource shall be used.Upon successful validation, the group hosting CSE shall obtain the URIs of all member resources from the attribute members of the addressed <group> resource and fan out requests addressing the obtained URIs appended with "/subscriptions" to the member hosting CSEs as indicated in Figure 10.2.x. Before fanning out the requests, the group hosting CSE shall check if the subscription resource in the request conatins an aggregateURI attribute. If so, the group hosting CSE shall assign an URI to the aggregateURI of the subscription. The group hosting CSE shall locally maintain the mapping of the generated aggregateURI and the former aggregateURI in the case the former aggregateURI exists. If the group hosting CSE determines that multiple member resources belong to one CSE according to the URIs of the member resources, it may converge the requests accordingly before sending out. This may be accomplished by the group hosting CSE creating a <group> resource on the member hosting CSE to collect all the members on that member hosting CSE. After receiving the responses from the member hosting CSEs, the group hosting CSE shall then respond to the originator with the aggregated results and the associated <memberId>s.

Member Hosting CSEs: shall treat the request received from the group hosting CSE as a normal SUBSCRIBE request on the addressed member resource as if it comes from the original originator. Therefore the member hosting CSE shall check if the original originator has the READ permission on the member resource and the CREATE permission on the subscriptions child resource of the member resource. Upon successful validation, the member hosting CSE shall perform the subscribe procedures for the corresponding type of member resource as described in other subclauses of clause 10.2 and shall send the corresponding response to the group hosting CSE.
Table 10.2.x.10: bulk Subscribe/Un-subscribe
	
	Description

	Call flow type
	CREATE

	Pre-conditions 
	none

	Information on Request message
	op: C
fr: Identifier of the AE or CSE that intiates the request.

to: The URI of the bulk resource appended with “/subscriptions”.

	Local processing on Hosting CSE
	Fan out requests to each member hosting CSE addressing the obtained URI from the attribute members of the group resource appended with relative URI if any.

Generate request identifier and include the identifier in the fanned out requests in the case of sub groups.

	Information on Response message
	Converged responses from member hosting CSEs.

	Post-condition 
	none

	Exceptions
	Same request with identical request identifier received.

Originator does not have the access right to access the bulk resource.


10.2.x.11
Aggregate the notifications from subscribed bulk

This procedure is used for the group hosting CSE to aggregate the notifications from member hosting CSEs and forward the aggregated notification to the subscriber.

Member Hosting CSEs: Whenever the resource that is subscribed-to is modified in a way that matches the filterCriteria attribute, the member hosting CSE shall notify the subscriber at the aggregateURI if the subscription resource contains the aggregateURI and shall also include the contact in the notification. Otherwise, the member hosting CSE shall notify at the URI represented by the attribute contact.

Group Hosting CSE: On receiving the notifications from the member hosting CSEs at the aggregateURI, the group hosting CSE shall validate if the notification is sent from its member resource and contain a contact attribute. Upon successful validation, the group hosting CSE shall aggregate the notifications which have the same contact address of a single subscriber. If delayTolarence has been provided in the subscription, each aggregation shall be made within a time frame before the delayTolerance of any unsent notification of this subscription expires. If no delayTolarence has been provided, each aggregation shall be made within a time frame according to the local policy of the group hosting CSE.

Then the group hosting CSE shall send the aggregated notification to the subscriber according to the contact in the notification. In the case the addressed group is the member of another group through which the subscription is created the notification shall be sent according to the mapping of the aggregrateURIs of the two group hosting CSEs. The group hosting CSE shall wait for the response. After receiving the response, the group hosting CSE shall split the response and respond the member hosting CSE separately.

The group hosting CSE may stop aggregating the notifications when the expirationTime of the corresponding subscription expires.

Subscriber: shall treat every notification extracted from the aggregated notification as a separate notification received from the subscribed resource and generate corresponding responses. The subscriber shall aggregate the responses to these notifications and send the aggregated response to the group hosting CSE.
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Figure 9.y: Illustration of Procedures to Verify Membership

Step 001: Member hosting CSEs send notifications to group hosting CSE in case the modification matches the filterCriteria attribute.

Step 002: Group hosting CSE validates the notification is from its member resources and contains a contact attribute. Upon successful validation, the group hosting CSE aggregates the notifications which have the same contact address of a single subscriber.

Step 003: The group hosting CSE sends the aggregated notification to the subscriber.

Step 004: The subscriber treats each notification extracted from the aggregated notification normally as it is received from the subscribed resource and aggregate the responses.

Step 005: The subscriber responds to the group hosting CSE.

Step 006: The group hosting CSE splits the aggregated response.

Step 007: The group hosting CSE responds to the member hosting CSE.

List of main procedure specific exceptions:

Step 002: Notification is not from the group hosting CSE’s member resource.

Step 002: Notification does not contain a contact attribute.
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