	Doc# oneM2M-ARC-2013-0438R03-CR_for_clause_10_2_addition_of_CMDH_flows.doc
Change Request
	[image: image2.png]






	CHANGE REQUEST

	Group Name:*
	ARC 

	Source:*
	Qualcomm Inc. (TIA)

	Format:*
	CR against TS0001v0.1.2 including change marks

	Date:*
	2013-10-05

	Contact:*
	Josef Blanz (jblanz@qti.qualcomm.com)

	Reason for Change/s:*
	Define information flows on CMDH messaging 

	Clause/Sub Clause

Affected*
	10.2

	Agenda Item:*
	

	Work item(s):
	WI-0002 Architecture

	Document(s) 

Impacted*
	Architecture TS 0001v0.1.2

	Intended purpose of

document:*
	 FORMCHECKBOX 
 Decision

 FORMCHECKBOX 
 Discussion

 Information

 Other <specify>

	Decision requested or recommendation:*
	Incorporate the proposed changes into the TS


oneM2M Notice
The document to which this cover statement is attached is submitted to oneM2M.  Participation in, or attendance at, any activity of oneM2M, constitutes acceptance of and agreement to be bound by terms of the Working Procedures and the Partnership Agreement, including the Intellectual Property Rights (IPR) Principles Governing oneM2M Work found in Annex 1 of the Partnership Agreement.
Rationale
In this CR, a description of information flows to define CMDH processing from CSE-to-CSE is proposed. The description is based on a simple case for an UPDATE request targeting a remotely hosed resource via 2 hops. A stage-2 information flow is provided that does not cover protocol specific features (handshaking, confirmation from target to source CSE etc.) which should be handled in WG3 PRO.
The suggested information flow and the textual description are assuming that no result of the requested operation has to be sent back to the Originator. This assumption has been selected as it is the most simple scenario. More complicated scenarios including the feedback of operation results to the Originator can be drafted when consensus on this simple scenario is reached.
Modifications in R01 versus original contribution:
A summary of the different procedures corresponding to CRUD of <delivery> resources is added. Also added the basic CRUD call flows according to template suggested in 0361R04 (shows status ‘Draft’ on portal => not sure if template needs to be followed… no agreement reached yet).

==================== Start Text Proposal ===================

10.2
Access to Remotely Hosted Resources via CMDH CSF

10.2.1 Introduction to use of <delivery> related flows 
In this introduction an example for delivering information via use of the <delivery> resource is explained. 

The information flow depicted in Figure 10.2-1 defines the exchange of requests/responses for processing an original request targeting a resource that is not hosted on the Local CSE of the request Originator. The following assumptions hold:
· Originator is AE1
· AE1 is registered with CSE1, i.e. CSE1 is the local CSE for AE1.
· The original request is an ‘UPDATE’ to a remote resource hosted on CSE3, i.e. CSE3 is the Hosing CSE for the target resource.
· 'UPDATE' options in the original request are selected such that no feedback after completion of the update operation was requested, i.e. AE1 decided that it does not need to hear back from CSE3; this is expressed by setting the ‘rc’ information in 'mi' to ‘None’, see Clause 8.1.2.
· Delivery related parameters included in 'mi' (may be set via a default): ‘et’, ‘ls’ , ‘ec’, ‘da’ and ‘rp’
· ls would reflect how long the forwarding of the request can last at most
 
· et would reflect how long the request shall be processed on the local CSE at most
· ec  indicates the event category that should be used by CMDH to handle this request
· rp would reflect how long after the request has expired, the local request resources should still be available for retrieving status or result information.
· da wold be set to on indicating that <delivery> resource shall be used for forwarding the request
· CSE1 is the CSE of an Application Service Node.

· CSE1 is registered with CSE2 and interacts with CSE2 via the reference point Y1.

· CSE2 is the CSE of a Middle Node

· CSE2 is registered with CSE3 and interacts with CSE3 via the reference point Y2
· CSE3 is the CSE of an Infrastructure Node.
Under these assumptions, the Originator AE1 is getting a confirmation from CSE1 when the original request is accepted. The response indicates only that CSE1 has accepted the request and will execute on the requested operation. Furthermore, AE1 has expressed by setting ‘rc’ to ‘None’ that no result of the requested operation is expected to come back from CSE3. With the provided reference (Req-Ref in Figure 10.2-1), AE1 can retrieve the status of the issued request at a later time, for instance to find out if the request was already forwarded to CSE2 or if it is still waiting for being forwarded on CSE1. Before accepting the request from AE1, CSE1 has also verified if the delivery related parameters expressed by AE1 (settings of ‘ls’, ‘et’ and ‘ec’) are in line with provisioned policies. AE1 may not be authorized to use certain values for ‘ls’ ‘et’ or ‘ec’.
In line with the delivery related parameters, CSE1 is generating a local <delivery> resource on CSE1 and attempts to forward the content of it in line with provisioned policies at a suitable time and via a suitable connection to CSE2 by requesting the creation of a <delivery> resource on CSE2.
CSE2 may confirm the acceptance of the request for creation of a <delivery> resource to CSE1. Confirmation of acceptance of a request to create a <delivery> resource between two CSEs – here the acceptance by CSE2 indicated to CSE1 – is subject to details in protocol specifications and may not always occur in CMDH processing.
When CSE2 has accepted the incoming request from CSE1, CSE1 may delete the data attribute of the local <delivery> resource. Furthermore – if the expiration time of the local <delivery> resource is not exhausted – the local CSE shall update the status of the local <delivery> resource to indicate that it has been forwarded to CSE2. CSE1 shall also update the status of the original request to indicate that it has been forwarded and it may delete the data attribute of the original request. 
When CSE2 has received (and accepted) the request to create a local <delivery> resource, it will attempt to forward it to CSE3. In line with the delivery related parameters, CSE2 is generating a local <delivery> resource on CSE2 and attempts to forward it in line with provisioned policies at a suitable time and via a suitable connection to CSE3 by requesting the creation of a <delivery> resource on CSE3.
CSE3 may confirm the acceptance of the request for creation of a <delivery> resource to CSE2. Confirmation of acceptance of a request to create a <delivery> resource between two CSEs – here the acceptance by CSE3 indicated to CSE2 – is subject to details in protocol specifications and may not always occur in CMDH processing.
When CSE3 has accepted the incoming request from CSE2, CSE2 may delete the data attribute of the local <delivery> resource. Furthermore – if the expiration time of the local <delivery> resource is not exhausted – the local CSE shall update the status of the local <delivery> resource to indicate that it has been forwarded to CSE3. 
When CSE3 has received (and accepted) the request to create a local <delivery> resource, it will determine that the target of the delivery was CSE3 itself. Therefore it will forward internally the original request contained in the data attribute of the <delivery> resource.

Within CSE3, CSFs that are responsible for checking and executing local access to resources in DMR CSF will execute the originally requested UPDATE operation. If successful, the targeted resource will be updated with the content provided by the Originator.
Since in the depicted case no result needed to be sent back to the Originator, the processing for the requested operation is then completed..
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Figure 10.2-1 CMDH information flow for 2 hops – no result needs to be returned after operation completes
The following procedures are triggered by requesting the corresponding operations on a <delivery> resource:
· Initiate the delivery of one or more original request stored for later forwarding from one CSE to another CSE
· Request a CREATE operation for a <delivery> resource from an issuing CSE to a receiving CSE.

· The original request(s) need to be contained in the ‘data’ attribute of the <delivery> resource.
· If successful, the receiving CSE takes the responsibility to further execute on the delivery process for the original request.
· If not successful, the issuing CSE cannot assume that the receiving CSE will carry out the delivery of the original request.
· Get information about the status of a pending delivery process for an original request

· Request a RETRIEVE operation of the content of a <delivery> resource representing a pending delivery or part of it

· The status of the pending forwarding process is reflected the ‘deliveryMetaData’ attribute defined in the <delivery> resource
· Change parameters of the delivery process

· Request an UPDATE operation on applicable attributes of the <delivery> resource representing the pending delivery 
· For instance the lifespan of a delivery request could be modified by updating the ‘lifespan’ attribute
· Cancel a pending delivery request

· Request a DELETE operation of a <delivery> resource that represents a pending delivery process.
10.2.2
Create <delivery> 
This procedure shall be used for requesting a CSE to take responsibility to deliver the provided data to a target CSE in line with CMDH parameters and provisioned policies in case <delivery> resource based CMDH processing is used. If indicated by the originator, the receiver shall confirm the acceptance of delivery responsibility by a successful response.
Originator: The originator of a Create request for a <delivery> resource can only be a CSE. The originator needs to provides the content of a <delivery> resource type together with the Create request or can update it after a successful creation of the <delivery> resource with empty data attribute. Otherwise the receiver cannot accept the Create request.
Receiver: The receiver of a Create request for a <delivery> resource will check whether the originator is authorized to request a delivery procedure. The receiver of the Create request will further check whether the provided attributes of the <delivery> resource that is requested to be created represents a valid request for forwarding data to a target CSE. If the originator of the Create request is authorized and the request is valid, the receiver will check whether it can actually satisfy the requested delivery in line with provisioned policies and requested parameters for CMDH processing. If all these checks are positive, the receiver will create the requested <delivery> resource and assumes responsibility for delivering the requested data to the target CSE as soon as the content of the data attribute is available. In case an operation result is expected by the originator, the receiver will confirm acceptance of the responsibility by indicating a successful creation of the <delivery> resource. If the Receiver CSE is the target CSE of the requested delivery, it shall forward the content of the delivered data – which represents one or more forwarded original request(s) -  to the internal CSFs that handle incoming requests and continue processing of the forwarded request(s).
Table

Editor’s note: this call flow template will be evolving as we handle more examples.. 

Table 10.2.2-1Create <delivery> Information Flow
	
	Description

	Call flow type
	CREATE

	Pre-conditions 
	Originator is a CSE and is responsible for delivery of data to a target CSE. Originator  needs to forward the data and delivery responsibility to the Receiver.

	Information on Request message
	cn:
· Resource Type identifier for <delivery> resource 

· Content of a <delivery> resource in line with the definition in Section X.Y.X representing a valid request for delivery of data to a target CSE
· The data attribute may be provided by an update at a later time.
·  (optional) Unique Identifier within the Receiver CSE for the <delivery> resource
All other information in the Request message are the same as in the generic procedure 

	Local processing on Receiver CSE
	· check whether the originator is authorized to request a delivery procedure on the receiver CSE

· check whether the provided attributes of the <delivery> resource that is requested to be created represents a valid request for delivering data to a target CSE.
· check whether Receiver CSE can actually satisfy the requested delivery in line with provisioned policies and requested delivery parameters
· if all checks are positive, the receiver will create the requested <delivery> resource and assumes responsibility for delivering the provided data to the target CSE. 
· If the Receiver CSE is the target CSE of the requested delivery, it shall forward the content of the delivered data to the internal CSFs that will interpret the delivered data as an forwarded request from a remote Originator.

	Generic Information on Response message
	In case the Originator CSE has not asked for a Result of the requested Operation, the Response only contains an Acknowledgement message. This does only indicate that the Receiver CSE received the Request. It does NOT indicate whether the Receiver CSE was able to take on responsibility for delivery of the data.
In case the Originator CSE asked for the status of the requested Operation to be contained in the Result of the requested Operation, the Receiver CSE shall respond with a Success or Failure message.
In case the Originator CSE asked for the status of the requested Operation and the URI of the created Resource to be contained in the Result of the Request, the Receiver CSE shall respond with a Success message including the URI of the created <delivery> resource in case it has taken on responsibility to deliver the data to the target CSE or with Failure message including an error indication otherwise.

	Post-conditions 
	The Originator CSE shall update the local <delivery> resource to reflect the new status of the delivery process (e.g. ‘{Receiver-CSE-ID} accepted delivery responsibility’).
In case the Originator CSE got a Success message as a response, it shall stop any further delivery attempts. In that case or if there was no indication of a need to provide a result of the operation, the Originator CSE may delete the content of the ‘data’ attribute of the local <delivery> resource.
In case the Originator CSE got a Failure message as a response, it may initiate further delivery attempts in line with policies and delivery parameters and depending on the reason for Failure.
In case the Receiver CSE is the target CSE of the delivery, the Receiver CSE needs to execute on the forwarded request contained in the delivered data.

	Exceptions
	· The Originator CSE is not authorized to request a delivery procedure on the Receiver CSE
· The provided content of the <delivery> resource is not in line with the specified structure.

· The provided content of the <delivery> resource represents a request for delivery that is not consistent (e.g. lifespan already expired)

· The provided content of the <delivery> resource represents a request for delivery that cannot be met by the Receiver CSE within the limits of the provided delivery parameters and the provisioned policies on the Receiver CSE.


10.2.3
Retreive <delivery> 
This procedure shall be used for requesting a CSE to provide information on a previously created <delivery> resource which represents delivery of data to a target CSE.

Originator: Originator can be a CSE or an application. 
Receiver: The Receiver shall provide the content of the addressed <delivery> resource or the addressed attributes thereof.
Table

Editor’s note: this call flow template will be evolving as we handle more examples.. 

Table 10.2.3-1 Retrieve <delivery> Information Flow
	
	Description

	
Call flow type
	CREATE

	Pre-conditions 
	Originator  needs to retrieve information about a previously issued delivery.

	Information on Request message
	cn:

· URI of the <deliver> resource
· (optional) filter to retrieve only certain attributes.
All other information in the Request message are the same as in the generic procedure 

	Local processing on Receiver CSE
	No change to generic procedure

	Generic Information on Response message
	
No change to generic procedure.

	Post-conditions 
	None

	Exceptions
	· The Originator CSE is not authorized to retrieve the <delivery> resource or the addressed parts of it.
· The addressed <delivery> resource does not exist.


10.2.4
Update <delivery> 
This procedure shall be used for requesting a CSE to update information on a previously created <delivery> resource which represents a pending delivery of data to a target CSE. The update may have impact on the further processing of the delivery.
Originator: Originator can be a CSE or an application. Originator needs to be authorized to modify the addressed <delivery> resource, i.e. it needs to be authorized to change the represented delivery process. 
Receiver: The Receiver shall change the content of the addressed <delivery> resource or the addressed attributes thereof and also modify the corresponding parameters of the delivery process
Table

Editor’s note: this call flow template will be evolving as we handle more examples.. 

Table 10.2.4-1 Update <delivery> Information Flow
	
	Description

	Call flow type
	UPDATE

	Pre-conditions 
	Originator needs to modify  information about a previously issued delivery that is still pending, i.e. it has not yet been forwarded to another CSE.

	Information on Request message
	cn:

· URI of the <deliver> resource
· Content of a <delivery> resource in line with the definition in Section X.Y.X representing a valid request for delivery of data to a target CSE
All other information in the Request message are the same as in the generic procedure 

	Local processing on Receiver CSE
	· Receiver CSE checks if the requested changes to the delivery process can actually be accomplished
· If possible Receiver CSE modifies the previously established delivery process and changes the respective content of the <delivery> resource.


	Generic Information on Response message
	Same as in the generic procedure. Successful response messages indicate that the delivery process was modified as requested.

	Post-conditions 
	None

	Exceptions
	· The Originator CSE is not authorized to modify the <delivery> resource or the addressed parts of it.

· The addressed <delivery> resource does not exist.
· The responsibility for the further processing of the delivery process represented by the addressed <delivery> process was already forwarded to another CSE.


10.2.5
Delete <delivery> 
This procedure shall be used for requesting a CSE to cancel a pending delivery of data to a target CSE or to delete the <delivery> resource of an already executed delivery. 
Originator: Originator can be a CSE or an application. Originator needs to be authorized to modify the addressed <delivery> resource, i.e. it needs to be authorized to change the represented delivery process. 
Receiver: The Receiver shall remove the  addressed <delivery> resource and stop the corresponding delivery process if it is still pending
Table

Editor’s note: this call flow template will be evolving as we handle more examples.. 

Table 10.2.5-1 Delete <delivery> Information Flow
	
	Description

	Call flow type
	DELETE

	Pre-conditions 
	Originator needs to cancel a previously issued delivery that is still pending, i.e. it has not yet been forwarded to another CSE or Originator needs to remove the <delivery> resource representing an already executed delivery.

	Information on Request message
	No change to generic procedure

	Local processing on Receiver CSE
	· Receiver CSE checks if the corresponding delivery process is still pending. If so, it stops that delivery process.
· Receiver CSE removes the addressed <delivery> resource.



	Generic Information on Response message
	Same as in the generic procedure. Successful response messages indicate that the delivery process was stopped as requested.

	Post-conditions 
	None

	Exceptions
	· The Originator CSE is not authorized to delete the <delivery>.

· The addressed <delivery> resource does not exist.


�Would make sense in generic CREATE procedure as the Hosting CSE needs to know the type… content may also contain that, but needs to be specified somewhere.


�This is probably all the same as in the generic procedure
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