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1 Rationale

Present some usage scenario call flows for M2M service session management. 
2
M2M Session Management Call Flows
Summary of M2M Service Session Use Case Scenario Call Flows:

· Call Flow #1 – M2M service session establishment between AE1 and AE2 using SMG CSF resources and functionality hosted on CSE1 and CSE2

· Call Flow #2 – M2M service session usage – AE1 performs a session-based update of AE2 container resource hosted on CSF2 using SMG CSF resources and functionality hosted on CSE1 and CSE2

· Call Flow #3 – M2M service session termination -  AE1 terminates session using SMG CSF  functionality hosted on CSE1 and CSE2 to tear down session resources
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Step 1: 
CSE1 and CSE2 register to one another and exchange M2M Service Session Management capabilities with one another 
Step 2: 
AE1 and AE2 register to CSE1 and CSE2 and advertise they support M2M session based communication using a CREATE request
Step 3:
AE2 subscribes to the sessions collection resource hosted on CSE2.  Included in the subscription request is a callback URI which notifications can be sent to.  This is done to receive notifications if/when a M2M service session establishment request is received by CSE2.  This is done via a CREATE request
Step 4:
CSE2 creates a subscriptions to the sessions resource for AE2, respectively.  
Step 5:
CSE2 return a positive response to the subscription CREATE request

Step 6:
AE1 discovers AE2 and its capability to support M2M session-based communication.  This is done via a resource discovery request that is serviced CSE1 and CSE2.  Discovery results include information such as the M2M identifiers (e.g. application ID, node ID, etc) for AE2 which AE1 can use to establish a M2M session with AE2.  
Step 7: 
AE1 requests to establish M2M service session with AE2 by sending a <session> resource CREATE request to CSE1 that includes AE2 identifier information as well as AE1 information.
Step 8: 
CSE1 allocates a unique end-to-end session identifier and session credentials 

Step 9:
CSE1 forwards the session establishment request to the next hop (which is CSE2 in this example).    

Step 10:
Session Management CSF on CSE2 receives and processes M2M service session establishment request targeting AE2.  
Step 11:
Session Management CSF on CSE2 sends notification of the M2M service session establishment request to AE2.  CSE2 includes the session identifier and credentials as well as AE1 session information in the notification such as AE1’s M2M identifier(s), etc.  This information is used by AE2 to form messages to send to AE1 via the M2M service session.
Step 13: 
AE2 returns a positive response to the notification request indicating that it is interested and willing to enter into a M2M service session with AE1.  Included in the response is session establishment information specified by AE2.
Step 14:
Session Management CSF on CSE2 creates a M2M service <session> resource and <sessionEndpoint> resources for both AE1 and AE2 in which it stores session information (e.g. sessionID, endpoint identifiers, etc).  In addition a <nextHop> resource is also created for CSE1.
Step 15:  
Session Management CSF on CSE2 returns a positive response to the M2M service session establishment CREATE request to the Session Management CSF on CSE1

Step 16: 
Session Management CSF on CSE1 creates M2M <session> resource and <sessionEndpoint> resources for both AE1 and AE2 in which it stores session information (e.g. sessionID, endpoint identifiers, etc).  In addition a <nextHop> resource is also created for CSE2.
Step 17: 
Session Management CSF on CSE1 returns positive response to M2M service session establishment CREATE request to AE1.  Response includes session ID and other information. 

Step 18:
AE1 sends a request to CSE1 to create a session policy to support a desired level of QoS that it requires for the session (e.g. message should not be store-and-forwarded).   
Step 19:
Session Management CSF on CSE1 forwards request to next hop Session Management CSF on CSE2.   

Step 20:
Session Management CSF on CSE2 creates <sessionPolicy> resource.   

Step 21:
Session Management CSF on CSE2 returns a positive response to Session Management CSF on CSE1   

Step 22:
Session Management CSF on CSE1 creates <sessionPolicy> resource 

Step 23:
Session Management CSF on CSE2 returns a positive response to AE1 
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1. UPDATE cse2/ae2/container1

Payload: 

sessionID=234ADV

Data encrypted using session credentials

2. CSE detects request is session based and 

passes it to SMG CSF to process

3. Based on sessionID, SMG CSF verifies URI 
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5.  Based on sessionID and targeted session 

endpoint,  SMG CSF finds session policy 
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11.  Based on sessionID and targeted session 
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10.  Based on targeted session endpoint, SMG 

CSF determines request targets local AE2 

container resource

12.  Based on policies, CSE services 

request and returns immediate response

14. Response -Updated

13. SMG CSF creates session context to keep 

track of session request/response history

15. SMG CSF creates session context to 
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history

16. Response -Updated
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18. CREATE ae2/session/notifications
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26. SMG CSF creates session context to keep 

track of session request/response history


Step 1:
AE1 sends a session-based request to CSE1 to update an AE2 container resource hosted on CSE2 (Note, example assumes AE2 has already created container resource on CSE2 and AE1 is aware of container resource)
Step 2:
CSE1 detects request is session based and passes it to SMG CSF to process
Step 3:
Based on sessionID, SMG CSF on CSE1 verifies URI targets a valid session endpoint (AE2’s container1 resource)
Step 4:
Based on targeted session endpoint, SMG CSF on CSE1 determines next hop is CSE2
Step 5:
Based on sessionID and targeted session endpoint,  SMG CSF on CSE1 finds session policy defining store-and-forward scheduling policy
Step 6:
Based on policy, CSE1 stores request until off-peak hours and then forwards it to CSE2 during off-peak hours
Step 7:
CSE1 forwards request to CSE2
Step 8:
CSE2 detects request is session based and passes it to SMG CSF to process
Step 9:
Based on sessionID, SMG CSF on CSE2 verifies URI targets a valid session endpoint (AE2’s container1 resource)
Step 10:
Based on targeted session endpoint, SMG CSF on CSE2 determines request targets local AE2 container resource
Step 11:
Based on sessionID and targeted session endpoint, SMG CSF on CSE2  finds session policy that requires immediate response
Step 12:
Based on policies, CSE2 services request and returns immediate response
Step 13:
SMG CSF on CSE2 creates session context to keep track of session request/response history
Step 14:
CSE2 sends response to CSE1
Step 15:
SMG CSF on CSE1 creates session context to keep track of session request/response history
Step 16:
SMG CSF on CSE1 sends response to AE1
Step 17:
SMG CSF on CSE2 notifies session endpoint that container was updated
Step 18:
Session Management CSF on CSE2 sends notification to AE2 that container1 resource was updated as part of the session.  
Step 19:
AE2 responds with a positive response that it received the notification
Step 20:
AE2 sends session-based RETRIEVE request to CSE2 to retrieve updated container resource
Step 21:
CSE2 detects request is session based and passes it to SMG CSF to process
Step 22:
Based on sessionID, SMG CSF on CSE2 verifies URI targets a valid session endpoint (AE2’s container1 resource)
Step 23:
Based on targeted session endpoint, SMG CSF on CSE2 determines request targets local AE2 container1 resource
Step 24:
Based on sessionID and targeted session endpoint, SMG CSF on CSE2 finds session policy that requires immediate response
Step 25:
Based on policies, CSE services request and returns immediate response
Step 26:
SMG CSF on CSE 2 creates session context to keep track of session request/response history
Step 27:
CSE2 returns response to AE2
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3. DELETE cse2/ae1/sessions/s1

7. Terminate session be 

deleting <session> resource 

and all child resources.  Also 

delete session state such as 

security credentials and 

identifiers.

5. Delete M2M 

session state

9. Terminate session be 

deleting <session> resource 
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Step 1: 
AE1 sends a M2M session termination request to CSE1 using a DELETE

Step 2: 
Session Management CSF on CSE1 processes request and determines which next hop Session Management CSFs on other CSEs it needs to forward session termination request to such that session state on these CSEs can be torn-down.   In this example, Session Management CSF on CSE2 is the next hop detected.

Step 3:
Session Management CSF on CSE1 forwards session termination request to Session Management CSF on CSE2

Step 4:
Session Management CSF on CSE2 notifies session endpoint (AE2) that session is being terminated

Step 5:
AE2 processes notification and deletes locally stored M2M session state 

Step 6:
AE2 returns a positive response to the notification request indicating it has removed its local M2M session state

Step 7: 
Session Management CSF on CSE2 deletes its locally hosted <session> resource and all child resources.  Session Management CSF also deletes any local session state such as security credentials and identifiers allocated to the session

Step 8: 
Session Management CSF on CSE2 returns a positive response to the session termination DELETE request to the Session Management CSF on CSE1
Step 9:
Session Management CSF on CSE1 deletes its locally hosted <session> resource and all child resources.  Session Management CSF also deletes any local session state such as security credentials and identifiers allocated to the session    

Step 10:
Session Management CSF on CSE1 returns a positive response to the M2M service session termination DELETE request to AE1

Step 11:
AE1 deletes locally stored M2M session state
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7. CREATE cse1/ae1/sessions/s1
Payload:
Target endpoint = AE2
AE1 session endpoint attributes


15. Response


9. CREATE cse2/ae2/sessions/s1
Payload:
Target endpoint = AE2
Session ID & credentials


3. CREATE 
cse2/ae2/sessions/subscriptions
Payload:
Callback: ae2/session/notifications


20. <sessionPolicy> resource created


6. Discover AE2 and its capability to Support M2M session based communication


1. CSE’s register with one another


8. Allocate Session ID and Credentials


18. CREATE 
cse1/ae1/sessions/s1/sessionPolicies
Payload:
Session Policy Information


5. Response


19. CREATE 
cse2/ae2/sessions/s1/sessionPolicies
Payload:
Session Policy Information


21. Response


4. Subscription to sessions collection created


23. Response


22. <sessionPolicy> resource created


X
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12. CREATE ae2/session/notifications
Payload:
Type: Establishment
Initiating session endpoint = AE1
Session ID & credentials


13. Response
Payload:
AE2 session endpoint attributes


16. Create <session> resource with AE1 and AE2 <sessionEndpt> child resources and <nextHop> resource for CSE2


17. Response
Payload:
Session ID & credentials


11. Process M2M service session establishment request and notify AE2


14. Create <session> resource with AE1 and AE2 <sessionEndpt> child resources and <nextHop> resource for CSE1


2. Applications register to CSEs and advertise they are capable of M2M session based communication 
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1. DELETE cse1/ae1/sessions/s1


8. Response


5. Delete M2M session state


3. DELETE cse2/ae1/sessions/s1


7. Terminate session be deleting <session> resource and all child resources.  Also delete session state such as security credentials and identifiers.


9. Terminate session be deleting <session> resource and all child resources.  Also delete session state such as security credentials and identifiers.


4. CREATE ae2/session/notifications
Payload:
Type: Termination
Session ID


6. Response


11. Delete M2M session state


10. Response


2. Check <nextHop> resources to determine which SMG CSF to forward session termination request to.
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8. CSE detects request is session based and passes it to SMG CSF to process


9. Based on sessionID, SMG CSF verifies URI targets a valid session endpoint (AE2 resource)


2. CSE detects request is session based and passes it to SMG CSF to process


1. UPDATE cse2/ae2/container1
    Payload: 
      sessionID=234ADV
      Data encrypted using session credentials


11.  Based on sessionID and targeted session endpoint,  SMG CSF finds session policy that requires immediate response


10.  Based on targeted session endpoint, SMG CSF determines request targets local AE2 container resource


12.  Based on policies, CSE services request and returns immediate response


      14. Response - Updated


13. SMG CSF creates session context to keep track of session request/response history


3. Based on sessionID, SMG CSF verifies URI targets a valid session endpoint (AE2 resource)


5.  Based on sessionID and targeted session endpoint,  SMG CSF finds session policy defining store-and-forward scheduling policy


4.  Based on targeted session endpoint, SMG CSF determines next hop (CSE2)


15. SMG CSF creates session context to keep track of session request/response history


      16. Response - Updated


17. SMG CSF notifies session endpoint that container was updated


19. Response


18. CREATE ae2/session/notifications
     Payload:
        Session ID: 234ADV
        Type: Update
        Resource: cse2/ae2/container1
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6.  Based on policy, CSE stores request until off-peak hours


7. Update cse2/ae2/container1    
   Payload: 
      sessionID=234ADV
      Data encrypted using session credentials


21. CSE detects request is session based and passes it to SMG CSF to process


20. RETRIEVE cse2/ae2/container1?sessionID=234ADV


22. Based on sessionID, SMG CSF verifies URI targets a valid session endpoint (AE2 resource)


24.  Based on sessionID and targeted session endpoint,  SMG CSF finds session policy that requires immediate response


23.  Based on targeted session endpoint, SMG CSF determines request targets local AE2 container resource


25.  Based on policies, CSE services request and returns immediate response


 27. Response
       Payload: 
          Data encrypted using session credentials


26. SMG CSF creates session context to keep track of session request/response history
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7. CREATE cse1/ae1/sessions/s1
Payload:
Target endpoint = AE2
AE1 session endpoint attributes


15. Response


9. CREATE cse2/ae2/sessions/s1
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Target endpoint = AE2
Session ID & credentials


3. CREATE 
cse2/ae2/sessions/subscriptions
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20. <sessionPolicy> resource created
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cse1/ae1/sessions/s1/sessionPolicies
Payload:
Session Policy Information
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Session Policy Information
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12. CREATE ae2/session/notifications
Payload:
Type: Establishment
Initiating session endpoint = AE1
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AE2 session endpoint attributes


16. Create <session> resource with AE1 and AE2 <sessionEndpt> child resources and <nextHop> resource for CSE2
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11. Process M2M service session establishment request and notify AE2


14. Create <session> resource with AE1 and AE2 <sessionEndpt> child resources and <nextHop> resource for CSE1


2. Applications register to CSEs and advertise they are capable of M2M session based communication 
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7. Terminate session be deleting <session> resource and all child resources.  Also delete session state such as security credentials and identifiers.
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7. CREATE cse1/ae1/sessions/s1
Payload:
Target endpoint = AE2
AE1 session endpoint attributes


15. Response
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14. Create <session> resource with AE1 and AE2 <sessionEndpt> child resources and <nextHop> resource for CSE1


2. Applications register to CSEs and advertise they are capable of M2M session based communication 
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2. Check <nextHop> resources to determine which SMG CSF to forward session termination request to.
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