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1
Introduction

This document points out some unfortunately terminology confusion in the Access Control discussions, and suggests some changes in terminology.

2
Rationale

A term that is causing confusing in the Access Control discussions is “user”. 

· In the early discussion in oneM2M we were not even able to arrive at a definition of what a user is. It seems the term “user” is most commonly associated with a person – but this was not always the case.

· In some access control discussions and literature, the term “user” refers to a person. In other access control discussions and literature, the term “user” can be associated with either a person or an “automated agent”. In the scope of oneM2M and automated agent would be a Node (ADN, ASN, MN or IN), a CSE, or an AE – or possibly smaller functional units such as CSFs.

I had been working on the assumption that (in the scope of access control discussions in oneM2M) 

· The term “user” could be associated with either a person or an automated agent, and

· RBAC could map both of these types of users (persons and automated agents) to roles.

However, as I read contributions from other participants, it is clear that some participants are working under the assumption that 

· The term “user” could be associated only with a person, and

· RBAC maps only persons to roles, and automated agents are not assigned roles.

In order for the discussions to progress smoothly, it is important that we are using the same terminology.

Section 3 below proposes some terminology and some possible definitions. I think there are great advantages to allowing automated agents (e.g. CSE, AE) to be assigned roles. For example, there may be advantages to assigning Air-conditioner AEs to a “AirConditioner” role while assigning temperature sensor AEs to a “tempSensor” role, since those groupings of automated agents will need similar permissions. This has been the motivation for some of the terminology.
R01: Removed definitions of User Subject and User Role. Added term “Subject Assignment”. Changed “Permission” to “Permission Assignment”. Added “Session”Figures.
The requested decision is

Request the Editor of TR-0008 to incorporate the proposed terminology in the appropriate place(s) in TR-0008, with the understanding that the definitions may need further refining.
3
Proposal

The Editor inserts the following text in an appropriate place in TR-0008:
---------------START OF PROPOSED TEXT ---------------------------------------


Generic Access Control Terminology
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Fig X: Relationship between the generic access control terms. Arrows from a first set to a second set indicate a mapping from a member of first to one or more members of the second set. That is, Identity Assignment maps a Subject to a Subject Identity; Permission Assignment maps a Subject Identity to a Controlled Activity. A Controlled Activity is a pair of an operation and an object. 
· Controlled Activity: An activity (combination of operation and object) where the system may decide to decline performing that activity.
· Subject: A person or automated agent associated with a received message that requires performing a Controlled Activity, where a decision to perform the Controlled Activity may depend on this association. 

Note: An automated agent is a functional entity, e.g. ADN, ASN, MN, IN, CSE, AE, CSF…

Note: There are a variety of ways that a Subject may be associated with the request, including (but possibly not limited to):

· The Subject sending the request,

· The Subject forwarding the request, or

· The Subject delegating authority to the sender of the request.

[Editor’s note: this is a difficult concept to define – so I expect that a formal definition might require some work. The important thing about this definition is that a Subject can be a “person or automated agent”]
· 
· Subject Identity: An identity that can be “bound to” (that is, associated with) a Subject for the purpose of making decisions on Controlled Activities. A Subject Identity could be unique to the Subject (e.g. person’s name/account, CSE-ID), or a Subject Identity could be assigned to multiple Subjects (e.g. person’s department, identifier assigned to a group of CSEs). The binding between a Subject and Subject Identity can be permanent or temporary. 
· Subject Assignment: binding one or more Subject Identities to a Subject.
· Permission Assignment: A pairing of a Subject Identity with a Controlled Activity, which has the following interpretation at a CSE:

If

i. A request requires the Controlled Activity, and

ii. The CSE can verify that a Subject associated with the request is bound to the Subject Identity, 


Then the Controlled Activity is allowed in response to the request. 

Note: A wildcard identity may be defined for use in case where the activity is to be allowed for all Subjects.
[Editor’s Note: this approach assumes that a Permission Assignment requires only one condition to be satisfied. This definition might need revisiting if multiple conditions need to be satisfied.]
A CSE makes decisions using the Permission Assignments configured to the CSE prior to the decision being made.

The following process by a CSE in deciding to allow a Controlled Activity in response to a request): 

2. The CSE determines the set of Subject Identities bound to Subjects associated with a request, 

3. The CSE examines the set of configured Permission Assignments associated with this set of Subject Identities

4. If any of these Permission Assignments includes the Controlled Activity, then the CSE allows the Controlled Activity.

[Editor’s Note: this approach assumes that a Permission requires only one condition to be satisfied. This process might need revisiting if multiple conditions need to be satisfied.]
Note any variation that has equivalent outcome is acceptable, for example:

5. The CSE examines the set of preauthorized Permission Assignments associated with the Controlled Activity.

6. The CSE determines the set of Subject Identities bound to Subjects to be associated with those Permission Assignments. 

7. If any of the Subjects associated with a request is bound to one of these Subject Identities, then the CSE allows the Controlled Activity.

Role-Related Terminology
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Fig Y: Relationship between the role-related terms and relationship with generic access control terms. Role-related terms are shown in bold font – the other terms are generic access control terms. Arrows from a first set to a second set indicate a mapping from a member of first to one or more members of the second set. That is, Role Assignment maps a Subject to a Role; Activity Session Assignment maps a Subject to an Activity Set and Role Activaction maps a Controlled Activity. A Controlled Activity is a pair of an operation and an object
· Role: A category of Subject Identity such that the Permission Assignments including that Subject Identity will not alter when there are changes to the set of Subjects bound to that Subject Identity. Roles are used to simplify management of permissions.
[Contributor’s note: The following text is intended to incorporate comments received, and align the proposal with oneM2M-SEC-2013-049 “WG4 Action on Access Control”. The contributor is fine with either including or excluding this text.]
· Session: A set of related activities within which the Subject wishes to use the same set of Roles as Subject Identities for the purpose of access control.
· Session Assignment: Associating a Subject with Session.
Editor’s note: These two terms may need to be changed if there are conflicts with other terms defined in oneM2M.] 
[Contributor’s note: We are happy to update the text with alternative term if the participants have a suggestion. This term was adopted from oneM2M-SEC-2013-049 “WG4 Action on Access Control.]
A Role can be in one of three states with respect to a Subject:

1. The Subject is currently not authorized to use the Role as a Subject Identity within the scope of any Activity Sets

2. The Subject is currently authorized to use the Role as a Subject Identity, but the Subject is currently not using the Role as a Subject Identity within the scope of the current Activity Set.

3. The Subject is currently authorized to use the Role as a Subject Identity, and the Subject is currently using the Role as a Subject Identity within the scope of the current Activity Set.

· Role Assignment: Authorizing a Subject to use a Role as a Subject Identity. Note: The Subject cannot use the Role as a Subject Identity unless the Role is also activated. 
· Role Activation: Binding a Subject to an Assigned Role (optionally within the scope of one or more Sessions) – the Role is then a Subject Identity of the Subject (optionally within the scope of one or more Sessions).
[Editor’s Note: These definitions are not intended to provide a complete description of how Roles work. This definition is intended for the purpose of distinguishing when something is a Role].
---------------END OF PROPOSED TEXT ---------------------------------------
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