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1 Proposal
6.2.12
Service Session Management

6.2.12.1
General Concepts

An M2M service session is an end-to-end Service Layer connection managed by the Service Session Management (SMG
) CSF.  The SMG CSF manages M2M service sessions between M2M Applications, between an M2M Application and a CSE, or between CSEs. 

Editor's Note: Provide information as to when an M2M service session is needed.

The management of a M2M service session includes capabilities such as the management of session state, session authentication and establishment, management of Underlying Network connections and services related to the session, coordination of sessions spanning multiple hops of CSEs, exchange of information between session endpoints, and session termination.  
The SMG CSF uses the CMDH CSF within its local CSE for sending/receiving messages to/from the next-hop CSE or to/from an Application for a given M2M service session. The SMG CSF also uses the SEC CSF for the management of session related security credentials and authentication of session participants. The SMG CSF generates session specific charging events also that it communicates to the SCA CSF within its local CSE.
An M2M service session represents a service layer connection with an identified beginning and an identified end, and that incorporates one or more request(s) and corresponding response(s). Request Identifiers for all requests/responses initiated and/or received for an M2M service session shall be detected, recorded and bound to the M2M Session Identifier by the responsible node

The context of an M2M service session, including the beginning and the end of the M2M service session, shall be configurable. The configuration of a service session shall be supported in an application service node, a middle node and/or an infrastructure node. Note that multiple overlapping M2M service sessions may be configured simultaneously in these nodes. Nevertheless, each session shall be treated independently.
Note that a node responsible for handling an M2M service session can impose a maximum duration for an M2M session. Once that limit is reached, the session shall be terminated with appropriate removal of resources associated to this session, and information recording for charging and other relevant purposes. Further, the duration can be managed by CRUD operation. 
6.2.12.2
Detailed Descriptions

An M2M service session is an end-to-end Service Layer connection managed by the SMG CSF. The SMG CSF shall support the management of the following M2M service session related information.  

· Session Identifier: An M2M session shall be allocated a globally unique M2M Session Identifier by the node where it is configured. The Session Identifier is used by the SMG CSF and session endpoints to uniquely identify M2M service layer session.  

· Session Credentials: Security credentials associated with M2M service session.  For example, E2E security certificates, public keys, etc. An M2M service session can support an independent set of credentials or it can optionally leverage security credentials from Underlying Network sessions or network connections.

· Session Descriptor: Information describing the M2M service session that can be used by the existing session endpoints or prospective session participants in order to discover an existing session.  For example, a description for each session participant (e.g. device identifiers, type of participant, services that participant supports, interface requirements of participant, type of compression used, etc.).

· Session Routing Information: Information describing how to route M2M service session messages. For example, list of CSEs in the routing path, or next-hop CSE in the routing path.  

· Session Context/History: Information related to M2M service session activity such as session related events that have occurred or transactions that have been processed.  For example, keeping track of the type, number, rate, size, etc. of the resources targeted by the session endpoints. Or keeping track of different service sessions that a specific application establishes (e.g. rate, type, etc).   

· Session Policies: Policies that define rules for how SMG CSF manages sessions. For example, session routing policies, session store-and-forward policies, session access control policies, session data management policies, etc.  The SMG CSF can use these policies by itself or provide such policies to other CSFs (e.g. CMDH CSF, DMR CSF, SEC CSF, etc).

Some M2M service sessions may require security. In order to secure an M2M service session, proper security credentials shall be used by session endpoints (e.g., M2M Applications and/or CSEs).  If M2M session credentials are not pre-provisioned, the SMG CSF shall support securely bootstrapping of the session credentials to the session endpoints. The SMG CSF shall use the SEC CSF for supporting such bootstrapping. The SMG CSF may also leverage security credentials and trust relationships from Underlying Networks.  

The SMG CSF shall support requests to establish an M2M service session between M2M Applications, between an M2M Application and a CSE, or between CSEs.  Before a request to establish an M2M service session is granted, the SMG CSF shall first authenticate the requester using session credentials. The SMG CSF shall use the SEC CSF to support session authentication. Once authenticated, the SMG CSF shall establish the M2M session between the requesting and targeted session endpoints. This shall involve the SMG CSF coordinating with the targeted session endpoint on an agreed upon session ID that can be used to identify the session messages. The SMG CSF shall return this session ID to the requester. The SMG CSF shall also maintain additional session information for the management of the session such as session policies, session routing information, session descriptor, etc.      

The SMG CSF shall support layering of a M2M service session over the top of Underlying Network connections. The SMG CSF shall support persistency of the M2M sessions with respect to the Underlying Network connections.  The SMG CSF shall maintain an active M2M session independent of the state of the Underlying Network connections and shall be robust to network connections that are dynamically torn-down and re-established. The SMG CSF shall support initiating or providing input to other CSFs and/or the Underlying Network on whether the network connections should be torn-down/re-established based on M2M session activity or state.     

The SMG CSF shall support requests to terminate an M2M service session between M2M Applications, between an M2M application and a CSE, or between CSEs. Before a request to terminate an M2M service session is granted, the SMG CSF shall first authenticate the requester using session credentials. The SMG CSF shall use the SEC CSF to support session authentication. Once authenticated, the SMG CSF shall terminate the M2M session between the requesting and targeted session endpoints. This shall involve removal of session information on the session endpoints as well as the SMG CSF.         

The SMG CSF shall support M2M service sessions that span multiple intermediate CSE hops. The SMG CSF shall leverage the SEC CSF on its local CSE as well the SMG CSF and the SEC CSF on intermediate CSEs to support multi-hop M2M sessions. In doing so, SMG CSFs on different CSEs shall support coordinated M2M session management. This includes bootstrapping of session credentials, session authentication and establishment, management of underlying network connections and services related to the session, management of session routing information, and session termination across multiple SMG CSFs.  

Editor' Note:  Security related descriptions for this CSF need to be updated.

Editor' Note: The session involves Z reference point or does it involve X and Y reference points as well. This is FFS.

�If we want to change the CSF name to Service Session Management, the short name needs to be changed  in the TS. 
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