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10.3.x
MgmtObj Management Procedures
10.3.x.1
Introduction
This clause describes the management procedures over Mca and Mcc reference points. Different RESTful requests addressing an <mgmtObj> resource (or its attributes or child resources) shall be translated into existing management commands and procedures performed on the mapped external management object on the managed entity. The receiver in the following procedures is IN-CSE.
10.3.x.2
Create <mgmtObj>
The procedure is used to create a specific <mgmtObj> resource in the hosting CSE to expose the corresponding management function of a managed entity (i.e. M2M Device/Gateway) over Mca reference point. Depending on the data model being used, the created <mgmtObj> resource may be a partial or complete mapping from the external management object on the managed entity. If such external management object is missing from the managed entity, it shall be added to the managed entity. Further RESTful operations performed on the created <mgmtObj> resource shall be converted by the hosting CSE into a corresponding device management action performed on the mapped external management object on the managed entity using existing device management protocols (e.g. OMA-DM or BBF TR-069).
Originator: shall request to create a new <mgmtObj> resource to be named as <mgmtObj> by using a CREATE verb. The request shall address baseURI resource of the hosting CSE. If the <mgmtObj> resource contains one or more <parameters> child resources which may also contains <parameters> child resources recursively, the originator may create each of the <parameters> child resource step by step as needed by sending the CREATE request addressing the parent resource of <parameters> the child resource.

The originator may be:

· The CSE on the managed entity: In this case, the CSE first collects the original external management object (the management tree structure or also the value of the tree nodes if needed) of the local device and transforms the data into the <mgmtObj> resource representation, then requests the hosting CSE to create the corresponding <mgmtObj> resource.

· An AE: In this case, the AE requests the hosting CSE to add the corresponding external management object to the managed entity by creating an <mgmtObj> resource in the hosting CSE.

NOTE 1:
The IN-CSE may also create the <mgmtObj> resource locally by itself. The details are out of scope. In this case, the hosting CSE first collects the original external management object on the managed entity via existing device management protocols (e.g. OMA DM, BBF TR-069 or LWM2M), then transforms the object into the <mgmtObj> resource representation and create the <mgmtObj> resource locally in the IN-CSE.

NOTE 2:
The <mgmtObj> resource may also be created in the hosting CSE by other offline provisioning means which are out of scope.

Receiver: For the CREATE procedure, the Receiver shall:

· Check if the originator has the CREATE permission on the addressed baseURI resource (or the parent <mgmtObj> or <parameters> resource in the case of child resource creation). Check the validity of provided attributes.
· Upon successful validation, create a new <mgmtObj> resource with name "<mgmtObj>" in the hosting CSE with the provided attributes.
· If the originator is an AE: Check if there is existing management session between the management server and the managed entity. If not, request the management server to establish management session towards the managed entity. Send the management request to the managed entity or to the management server to add the corresponding external management object to the managed entity based on existing management protocol.
· Maintain the mapping relationship between the created <mgmtObj> resource and the external management object on the managed entity.
· Respond to the originator with the appropriate generic responses. It shall also provide in the response the URI of the created new resource.
Table 10.3.x.1: mgmtObj Create
	
	Description

	Call flow type
	CREATE

	Pre-conditions 
	None

	Information on Request message
	op: C
fr: Identifier of the AE or CSE that initiates the request.

to: The URI of the baseURI where the <mgmtObj> resource is intend to be created.

cn: The representation of the <mgmtObj> resource in which the attributes described in clause 9.X

	Local processing on Hosting CSE
	New external management object created on the managed entity using external management technologies in case the originator is IN-AE.

	Information on Response message
	Proper error code if the new external management object is not created.

	Post-condition 
	None

	Exceptions
	The creation of the external management object is not allowed.
The created external management object already exists.

Corresponding external management object cannot be added to the managed entity due to some reason (e.g. not reachable, memory shortage)


10.3.x.3
Retrieve <mgmtObj>
The procedure is used to retrieve information from an existing <mgmtObj> resource or its <parameters> child resources.
Originator: shall request to retrieve an existing <mgmtObj> resource by using a RETRIEVE verb. The request shall address a specific "<mgmtObj>" resource of a CSE or a specific <parameters> child resource of the <mgmtObj> resource to retrieve all attributes of the <mgmtObj> resource or the <parameters> child resource. 

The originator may be:

· An IN-AE.

· An ASN/MN-CSE on the managed entity.

Receiver: For the RETRIEVE procedure, the Receiver shall:
· Check if the originator has the READ permission on the addressed <mgmtObj> resource (or the <parameters> child resource in the case of child resource retrieval).
· Upon successful validation, retrieve the corresponding <mgmtObj> resource or the <parameters> child resource including all attributes and references to all its child resources from its repository.

· Respond to the originator with the appropriate generic responses.
· If the originator is an IN-AE and if the requested information of the <mgmtObj> or <parameters> resource is not available, identify the corresponding external management object on the managed entity according to the mapping relationship it maintains. Check if there is existing management session between the management server and the managed entity. If not, request the management server to establish management session towards the managed entity. Send the management request to get the corresponding external management object from the managed entity based on existing device management protocol (e.g. OMA-DM, BBF TR-069), then return the result to the originator.

Table 10.3.x.2: mgmtObj Retrieve
	
	Description

	Call flow type
	RETRIEVE

	Pre-conditions 
	None

	Information on Request message
	op: R

fr: Identifier of the AE or CSE that initiates the request.

to: The URI of the <mgmtObj> resource.

	Local processing on Hosting CSE
	Get corresponding external management object from managed entity by existing management procedures in case the addressed <mgmtObj> or <parameters> is not available.

	Information on Response message
	Proper error code if the external management object can not be retrieved.

	Post-condition 
	None

	Exceptions
	Corresponding external management object data cannot be retrieved from managed entity due to some reason (e.g. external management object not found)


10.3.x.4
Update <mgmtObj>
The procedure is used to update information of an existing <mgmtObj> resource or its <parameters>child resource.
Originator: shall request to update information of an existing <mgmtObj> resource by using a UPDATE verb. The request shall address a specific <mgmtObj> resource or a specific <parameters> child resource of the <mgmtObj> resource on the hosting CSE to update the all attributes of the <mgmtObj> resource or the <parameters> child resource with new values when using UPDATE verb; or

The originator may be:

· IN-AE.

· CSE on the managed entity.

Receiver: For the UPDATE procedure, the Receiver shall:

· Check if the originator has the WRITE permission on the address <mgmtObj> resource (or the <parameters> child resource in the case of child resource update). Check the validity of provided attributes if any.
· Upon successful validation, update the corresponding attribute(s) of the <mgmtObj> resource or the <parameters> child resource accordingly.
· If the originator is an IN-AE, identify the corresponding external management object on the managed entity according to the mapping relationship it maintains. Check if there is existing management session between the management server and the managed entity. If not, request the management server to establish management session towards the managed entity. Send the management request to update the corresponding external management object in the managed entity accordingly based on existing device management protocol (e.g. OMA DM, BBF TR-069 or LWM2M).
· Respond to the originator with the appropriate generic responses.

Table 10.3.x.3: <mgmtObj> Update
	
	Description

	Call flow type
	UPDATE

	Pre-conditions 
	None

	Information on Request message
	op: U

fr: Identifier of the AE or CSE that intiates the request.

to: The URI of the <mgmtObj> resource.

cn: The representation of the <mgmtObj> resource in which the attributes described in clause 9

	Local processing on Hosting CSE
	Override corresponding external management object in managed entity by existing management procedures.

	Information on Response message
	Proper error code if the external management object can not be updated.

	Post-condition 
	None

	Exceptions
	Corresponding external management object cannot be updated to managed entity due to some reason (e.g. not reachable, external management object not found).


10.3.x.5
Delete <mgmtObj>
The procedure is used to delete an existing <mgmtObj> resource or its <parameters> child resource so as to hide the management function of a managed entity (i.e. M2M Device/Gateway) from being exposed via Mca reference point. An IN-AE uses this procedure to remove the corresponding external management object (e.g. an obsolete software package) from the managed entity.

Originator: shall request to delete an existing <mgmtObj> resource or its <parameters> child resource by using a DELETE verb. The request shall address the specific <mgmtObj> resource or a specific <parameters> child resource of the <mgmtObj> resource on the hosting CSE.
The originator may be:

· The CSE on the managed entity: In this case, the CSE issues the request to the hosting CSE to hide the corresponding management function from being exposed by the <mgmtObj> resource.

· An IN-AE: In this case, the IN-AE requests the hosting CSE to delete the <mgmtObj> resource from the hosting CSE and to remove the corresponding external management object from the managed entity.

NOTE 1:
The hosting CSE in the network domain may also delete the <mgmtObj> resource locally by itself. This internal procedure is out of scope.

NOTE 2:
The <mgmtObj> resource may also be deleted in the hosting CSE by other offline provisioning means which are out of scope.

Receiver: For the DELETE procedure, the Receiver shall:

Check if the originator has the DELETE permission on the addressed <mgmtObj> resource (or the <parameters> child resource in the case of child resource deletion).
Upon successful validation, remove the addressed resource from its repository.
If the originator is an N-AE, identify the corresponding external management object on the managed entity according to the mapping relationship it maintains. Check if there is existing management session between the management server and the managed entity. If not, request the management server to establish management session towards the managed entity. Send the management request to remove the corresponding external management object from the managed entity based on existing management protocol.
Respond to the originator with the appropriate generic responses.
Table 10.3.x.3: <mgmtObj> Delete
	
	Description

	Call flow type
	DELETE

	Pre-conditions 
	None

	Information on Request message
	op: D
fr: Identifier of the AE or CSE that intiates the request.

to: The URI of the <mgmtObj> resource.

	Local processing on Hosting CSE
	Trigger existing (OMA-DM, BBF TR-069 or LWM2M) management procedures to delete the corresponding external management object from the managed entity.

	Information on Response message
	Proper error code if the external management object can not be deleted.

	Post-condition 
	None

	Exceptions
	Corresponding external management object cannot be deleted from managed entity due to some reason (e.g. not reachable, external management object not found).


10.3.x.6
Execute <mgmtObj>
The procedure is used for executing a specific management command on a managed entity through an existing <mgmtObj> resource on the hosting CSE.

Originator: shall request to execute a specific management command which is represented by an existing <mgmtObj> resource or its attribute/child resource by using an UPDATE verb. The request shall address the specific executable <mgmtObj> resource or its attribute/child resource and shall contain an empty body. In the case that the management command is represented by an attribute of a <mgmtObj> resource, such attribute shall contain a URI that the request may also address to trigger the command execution alternatively.

After the execution request, the originator may request to retrieve the execution result or status from the executable <mgmtObj> resource or its attribute/child resource by using a RETRIEVE method as described in clause 10.3.x.3.

The originator shall be:

· IN-AE.

Receiver: For the EXECUTE procedure, the Receiver shall:
Check if the originator has the WRITE permission on the addressed <mgmtObj> resource or its attribute/child resource.
Upon successful validation, check if there is existing management session between the management server and the managed entity. If not, request the management server to establish management session towards the managed entity. Send the management request to execute the corresponding management command (e.g. "Exec" in OMA DM) on the managed entity based on existing device management protocol. 
Respond to the originator with the appropriate generic responses. The response may also contain execution results.

Upon receiving a RETRIEVE request to retrieve the execution result or status from the executable <mgmtObj> resource or its attribute/child resource, perform the procedures as described in clause 10.3.x.3.

Upon receiving from managed entity a management notification (e.g. OMA-DM "Generic Alert" message or
BBF TR-069 "Inform" message) regarding the execution result or status, the receiver may actively send the management request to retrieve the execution result or status external management object information from the managed entity and update the corresponding <mgmtObj> resource or its attribute/child resource locally.
Editor’s note: The definition of Execute is to be for FFS in 10.1.
Table 10.3.x.3: <mgmtObj> Execute
	
	Description

	Call flow type
	UPDATE

	Pre-conditions 
	None

	Information on Request message
	op: U
fr: Identifier of the AE or CSE that initiates the request.

to: The URI of the <mgmtObj> resource.

cn: none

	Local processing on Hosting CSE
	Trigger existing (OMA DM, BBF TR-069, LWM2M) device management procedures to execute the corresponding management command on the managed entity.

	Information on Response message
	Proper error code if the external management object can not be executed.

	Post-condition 
	None

	Exceptions
	Corresponding external management object operation cannot be executed in managed entity due to some reason (e.g. not reachable, external management object not found)
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