Doc# oneM2M-Template-Input-Contribution.doc

	INPUT CONTRIBUTION

	Group Name:*
	WG2(ARC)/WG4(SEC)

	Title:*
	CR regarding AR resource type

	Source:*
	FUJITSU

	Contact:
	Shingo Fujimoto, FUJITSU, shingo_fujimoto@jp.fujitsu.com 

	Date:*
	2014-02-10

	Abstract:*
	selfPermission of AR may occur inconsistency to implement access policy.
This contribution proposed to remove selfPermission attribte.
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Change 1: remove description for selfPermissions and updating figure
9.6.2
Resource Type accessRight
Access rights are defined as "white lists" or permissions, i.e. each permission defines "allowed" entities (defined as permissionHolders) for certain access modes (defined as permissionFlags). Sets of permissions are handled such that the resulting permissions for a group of permissions are the sum of the individual permissions; i.e. an action is permitted if it is permitted by some/any permission in the set. 
By setting an accessRightID attribute on a resource, the permissions for accessing that resource are then defined by the permissions defined in the <accessRight> resource.
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Figure 9.6.2-1: Structure of <accessRight> resource 
(only resource specific attributes are shown)

Table 9.6.2-1: Child resources of <accessRight> resource

	Child Resource Name of <accessRight>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See clause 9.6.9


This resource shall contain the attributes according to their multiplicitly in table 9.6.2-2 (0 indicates the optionality of the attribute).

Table 9.6.2-2: Attributes of <accessRight> resource

	Attribute Name of <accessRight>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType (rT)
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	parentID (pID)
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	expirationTime (eT)
	1
	RW
	See clause 9.6.1 where this common attribute is described.

	labels (lBs)
	0..1
	RW
	See clause 9.6.1 where this common attribute is described.

	creationTime (cT)
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	lastModifiedTime (lMT)
	1
	RO
	See clause 9.6.1 where this common attribute is described.

	permissions (ps)
	1
	RW
	The list of permissions defined by this <accessRight> resource. These permissions are applied to resources referencing this <accessRight> resource using the accessRightID attribute.

	
	
	
	


Editor's Note:  Mechanisms for announcing are FFS.

The permissions could then be generalised to actions (which might be granting access, but might also be more specific, like granting access to a subset, i.e. filtering part of the data). The permissions could be generalised to conditions, which may include things like the identity of the requestor, everybody except specified identities, but it might also include time based conditions, etc.
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