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1
Rationale
This contribution proposes a description of access right privileges.
============================Start of 1st Change==============================
9.6.2
Resource Type accessControlPolicy
Access control policy is defined as "white lists" or privileges, i.e. each privilege defines "allowed" entities (defined as originatorPrivilege) for certain access modes (defined as privilegeFlags). Sets of privileges are handled such that the resulting privileges for a group of privileges are the sum of the individual privileges; i.e., an action is permitted if it is permitted by some / any privilege in the set. The selfPrivileges attribute lists those that have the rights to Read/Update/Delete for the resource <accessControlPolicy> itself .
Each privilege may also refer to a role described in a <serviceSubscription> 

All privileges defined in an access control policy are also contextualized to: location, time windows and IP address.
By setting an accessControlPolicyID attribute on a resource, the privileges for accessing that resource are then defined by the privileges defined in the <accessControlPolicy> resource.
Editors note:  there is a need for a global replacement of AccessRights with accessControlPolicy, AccessRightsID with accessControlPolicyID, Permission with priviles
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Figure 9.6.2-1: Structure of <accessRight> resource 
(only resource specific attributes are shown)


	
	
	
	

	
	
	

	


This resource shall contain the attributes according to their multiplicitly in Table 9.6.2-2 (0 indicates the optionality of the attribute).

Table 9.6.2-2: Attributes of <accessControlPolicy> resource

	Attribute Name of <accessControlPolicy>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType
	1
	RO
	See section 9.6.1 where this common attribute is described.

	parented
	1
	RO
	See section 9.6.1 where this common attribute is described.

	expirationTime
	1
	RW
	See section 9.6.1 where this common attribute is described.

	Labels
	0..1
	RW
	See section 9.6.1 where this common attribute is described.

	creationTime
	1
	RO
	See section 9.6.1 where this common attribute is described.

	lastModifiedTime
	1
	RO
	See section 9.6.1 where this common attribute is described.

	privileges
	1
	RW


	The list of privileges defined by this <accessControlPolicy> resource. These privileges are applied to resources referencing this <accessControlPolicy> resource using the accessControlPolicyID attribute.

	selfPrivileges
	1
	RW


	Defines the list of privileges for the <accessControlPolicy> resource itself.

	
	
	

	



Editor’s Note:  Mechanisms for announcing are FFS.

The privileges could then be generalised to actions (which might be granting access, but might also be more specific, like granting access to a subset, i.e. filtering part of the data). The privileges could be generalised to conditions, which may include things like the identity of the requestor, everybody except specified identities, but it might also include time based conditions etc.
The access granting mechanism based on access control policy operates by matching the request originator with originator privilegee list stored in an <accessControlPolicy> resource. When a positive match is found then the requested operation (e.g. RETRIEVE) is checked with a set of allowed operations associated to the matching privilege holder; if this check fail, then the request will be denied. These sets are called privilege flags. 
Self privileges and privileges are both lists of originator privilege associated with privilege flags applied respecively to <accessControlPolicy> resource itself (self privileges) and to all other resource types addressing the <accessControlPolicy> resource with the accessControlPolicyID common attribute (privileges).
All privileges defined in an access control policy are also contextualized to: location, time windows and IP address before granting  the access
Each privilege in the self privileges and privileges lists can be also constituted by one role. Such role is identified by a role name and a URL addressing a <m2mServiceSubscription> resource where such role is defined. In case the originator is presenting itself with a specific role, the access control policy operates by matching the request originator with the list belonging to such specific role as described in the Service Subscription resource (achieved by partial addressing).
Each privilege in the privileges and selfprivileges lists is constituted by the following elements

Table 9.6.x: Privileges types
	Name
	Description

	Originator privileges
	See 9.6.2.1

	Alist of Contexts
	See 9.6.2.2

	A list of Operation Flags
	See 9.6.2.3


9.6.2.1
Originator privileges
The following originator privilege types shall be considered for access control policy check.
Table 9.6.x: Originatorprivileges types
	Name
	Description

	Domain
	FQDN domain

	Ip
	IP address domain with port

	url
	URL which represent a originator identity

	Token
	Access token usually provided as query parameter

	All
	All originators

	Role
	A role name associated with the URL  the a Service Subscription resource where such role is defined 


9.6.2.1
Contexts
The following originator contexts types shall be considered for access control policy check.
Table 9.6.x: Context types
	Name
	Description

	Context
	Defines the context in which every privileges of the present access control policy resource applies, e.g. time windows, location, IP address.

Editor’s note: the detailed definition for the context is FFS.


9.6.2.2
Operation flags
The following privilege flags shall be considered for access right check in association to an originator privilege.

Table 9.6.x: Privilege flags
	Name
	Description

	RETRIEVE
	Privilege to retrieve the content of an addressed resource

	CREATE
	Privilege to create a child resource

	UPDATE
	Privilege to update the content of an addressed resource

	DELETE
	Privilege to delete an addressed resource

	DISCOVER
	Privilege to discover the resource

	
	

	NOTIFY
	Privilege to receive a notification

	
	


Editor’s note: a non-verbose  privilege flag description could be the following: <pf>RcUeDN</pf> that means: RETRIEVE allowed, CREATE not allowed, UPDATE allowed, DELETE not allowed, DISCOVER allowed, NOTIFY allowed.



============================End of 1st Change===============================
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