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1
Rationale
This contribution proposes a description of the CSE minimum provisioning required to operate the M2M system. This is necessary to provide the users an interoperable way to create their resources, and the M2M service operator with some basic operations.
============================Start of 1st Change==============================
x.y.z
CSE minimum provisioning

The present section offers a description of minimum activities required to instantiate a CSE in node with the scope to make it ready to provide services to entities that will register to.

It is assumed that a CSE entities are sold and hosted by the M2M service provider actor.

CSE provisioning is user based where a user is associated to an account defined by the following:

· Username: identifies the user.
· Password: the secret code of the user’s account.
· Security: additional information generated for the account enabling the access to CSE, e.g. certificate, authentication basic string, etc.

· Some initial resources that allow an initial point of access to the CSE resources.
There are two types of users :
· Superuser: is the CSE administrator having the full CSE control according to infrastructure provider policies. Only one superuser account in allowed per CSE.
· User: is the user associated to an application that will register itself to local CSE. More than one user accounts are allowed per CSE. More than one applications can access to CSE with the same account.
Superuser account shall be created  with the following operational steps:
1) Definition of username and password (this definition is left to implementation).

2) Generation of security data related to username and password (this generation is left to implementation)..

3) Definition or assignment of CSE-ID token name that shall be unique in the node hosting the CSE to be instantiated.

4) Creation of <CSEBase> resource with token name equal to CSE-ID.
5) Creation of following child resources belonging to a tree with <CSEBase> as root.

6) Creation of <accessRight> child resource enabling full access control for superuser’s invoked operations to the tree resources. Subsequent created resources have accessRightID attribute addressing this <accessRight> resource.
7) Creation of <application> child resource to be used as registered application dedicated to superuser related activities.

8) Creation of <container> child resource of <application> resource as parent for <instance> resources as input channel for data to be processed by the superuser application.

9) Creation of <subscription> child resource of <container> resource to be used by <application> resource to receive event notifications related to <container> resource changes.

Each user account shall be created by superuser with the following operational steps:

1) Definition of username and password (this definition is left to implementation)..

2) Generation of security data related to username and password (this generation is left to implementation).

3) Definition or assignment of an application token name that shall be unique in the local CSE.

4) Creation of <application> child resource named as described in step 3, to be used as registered application dedicated to user related activities

5) Creation of following child resources belonging to a tree with <application> as root.

6) Creation of <container> child resource of <application> resource as parent for <instance> resources as input channel for data to be processed by the user application.

7) Creation of <subscription> child resource of <container> resource to be used by <application> resource to receive event notifications related to <container> resource changes.

8) Creation of <accessRight> child resource of <application> resource enabling partial access control (e.g. these resources cannot be deleted be the user, superuser’s resources can only be read by user) for user’s invoked operations to the tree resources.

9) Resource update with accessRightID attribute addressing <accessRight> resource introduced in step 8.

The above described operations shall be executed in the node in order provide the elements and the access rights required to provide the initial access to resources operations.

Same user can create more than one <application> resources and other child resource types.
Once user resource trees have been created the registered application associated to <application> resource (defined for a user in step 4) is able to create its own <instance> resource to store business logic application data that can be shared to other registered applications in a controlled way acting on its own <accessRight> resource.

============================End of 1st Change===============================
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