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1. Introduction

This contribution proposes a new section in the ARC TS 0001 for Access control Management.

2. Proposal


-------------------------------------------Start -------------------------------------------------

X. Access Control Management
Access Control Management controls which entity and in what context can grant access to specific CSE resources. 

The following steps are required for the access control managemnt:
•
Identification is a first part of credential set by which an entity requesting access, identifies itself to an Authentication service. Identification mechanisms are described in [xx –SEC TS] 

•
Authentication is the second part of a credential set to verify the identity of the entity requesting the access. Authentication mechanisms are described in [xx –SEC TS]
•
Access Decision is the process of authorization determining what the authenticated entity can actually access by evaluating applicable access control policies satisfying conditions of entity’s privileges (i.e. accessRight entry in ACL) as well as other Access Control Attributes. Access Decision is described in [xx –SEC TS].

The following set of access control policy attributes is assumed to be available for access decision. 
·  Access control attributes of Originator (e.g.: role, subscription…)

·  Access control attributes of Environment (e.g.: time , day, IP address,…)

·  Access control attributes of Requested Resource (e.g. : create;…)
·  Access Control List (ACL) as an entry of accessRight resources.
All access control policies are exposed by the service layer administrator to the owner of resources. Administrator and owner of resources have the authority to establish access control policy rules that describes by whom, in what context and what operations may be performed upon those resources. If the authenticated entity satisfies the owner’s access control policy, then the access to the resources is granted.

-------------------------------------------End -------------------------------------------------
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