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The purpose of the <briefing> resource is to allow deploying off-the-shelf Field Domain Nodes without directly configuring the Field Domain Nodes before deployment in a manual manner.

In many cases it will either not be possible or very difficult for CSE/AE in Field Domain Nodes, to preconfigure the CSE/AE with the CSE_ID of the Registrar with which the Field Domain CSE/AE should register. The<briefing> resource contains such details. An Field Domain CSE/AE shall obtain the content of the <briefing> resource from a “Briefing” Registrar whose identity is pre-configured to the Field Domain CSE, and who can authenticate with the Field Domain CSE/AE; the Field Domain CSE/AE  subsequently authenticates and registers with the Registrar identified in the <briefing> resource. 
Changes in R01:

· Added more explanatory text and examples in Clause 9.6.23.1 “Motivation”.

· Updated <briefing> resource attributes to include “Assigned-ID” (since CSE_ID and AE_ID are now assumed to be known prior to registration). 

· Updated the Post Conditions for Retrieve <briefing> procedure.

================<Start Change 1>================

9.6.18
Resource Type application

The <application> resource represents information about an Application Entity known to a given Common Services Entity.
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Figure 9.6.18-1: Structure of <application> resource 
(only resource specific attributes are shown)
This resource shall contain the child resources according to their multiplicity in Table 9.6.18-1 (0 indicates the optionality of the child resource).

Table 9.6.18-1: Child resources of <application> resource

	Child Resource Name of <application>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See section 9.6.9.

	[variable]
	<container>
	0..n
	See section 9.6.3.

	[variable]
	<group>
	0..n
	See section 9.6.5.

	[variable]
	<accessRight>
	0..n
	See section 9.6.2.

	software_[i]
	<mgmtObj>
	1..n
	See section 9.6.10 for <mgmtObj>. This resource represents the software component (or components, if the multiplicity is greater than 1) that compose the application. This mgmtObj shall have at least the following <parameters> child resources of its “parameters” subresource:
      -  name (multiplicity 1)
      -  version (multiplicity 1)
     -  state (multiplicity 1)

	[variable]
	<commCapabilities>
	1..n
	Resource  <commCapabilities> needs to be defined.
This resource describes the communication capabilities (essentially the protocols) supported and used by the corresponding Application Entity over the Mca reference point to this CSE.

	briefing
	<briefing>
	0..1
	See section 9.6.23.


================<End Change 1>================

================<Start Change 2>================

9.6.19
Resource Type remoteCSE

A <remoteCse> resource shall represent a remote CSE that is registered to the local CSE. CSE resources shall be located directly under the <baseRoot>.

Conversely each registered CSE shall also be represented as a sub-set of <remoteCse> resource in the registering CSE's <baseRoot>.

For example, when CSE1 registers with CSE2, there will be two <remoteCse> resources created: one in CSE1 <baseRoot1>/<remoteCse2> and one in CSE2 <baseRoot2>/<remoteCse1>.

Note that the creation of the two resources does not imply mutual registration. The <baseRoot1>/<remoteCse2> is only local to CSE1 and is for its internal use.
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Figure 9.6.19-1: Structure of <remoteCSE> resource 
(only resource specific attributes are shown)
This resource shall contain the child resources according to their multiplicitly in Table 9.6.19-1 (0 indicates the optionality of the child resource).

Table 9.6.19-1: Child resources of <remoteCSE> resource

	Child Resource Name of <remoteCSE>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<Application>
	0..n
	See section 9.6.18.

	[variable]
	<container>
	0..n
	See section 9.6.3.

	[variable]
	<group>
	0..n
	See section 9.6.5.

	[variable]
	<accessRight>
	0..n
	See section 9.6.2.

	[variable]
	<subscription>
	0..n
	See section 9.6.9.

	[variable]
	<mgmtObj>
	0..n
	See section 9.6.10.

	briefing
	<briefing>
	0..1
	See section 9.6.23.


================<End Change 2>================

================<Start Change 3>================

9.6.23
Resource Type briefing
9.6.23.1

Motivation
For CSE/AE in Field Domain Nodes, it may not be possible to preconfigure the CSE/AE with the CSE_ID of the Registrar with which the Field Domain CSE/AE should register to obtain M2M Services, nor the CSE_ID/AE_ID that the Field Domain CSE/AE should use for itself. The<briefing> resource contains such details. A Field Domain CSE/AE shall obtain the content of the <briefing> resource from a “Briefing” Registrar whose identity is pre-configured to the Field Domain CSE, and who can authenticate with the Field Domain CSE/AE; the Field Domain CSE/AE  subsequently authenticates and registers with the Registrar identified in the <briefing> resource. The <briefing> resource may also contain other parameters facilitating mutual authentication of the Field Domain CSE/AE with the identified Registrar.
Examples:
· One purpose is remotely configuring a Registree in an (un-configured) off-the-shelf Field Domain Node to obtain M2M service from a target Registrar of the M2M Subscriber’s choosing. In this case, the Registree is pre-configured with a Briefing Registrar’s details, and the Registree will attach to Briefing Registrar for the express purpose of retrieving the <briefing> resource from the Briefing Registrar. The M2M Subscriber provides the details for the Target Registrar to the Briefing Registrar.  During start up, the Registree first attaches to the Briefing Registrar and retrieves the <briefing> resource. Then the CSE/AE authenticates and registers with the Target Registrar (identified in the <briefing> resource) using the information in the <briefing> resource.

The Briefing Registrar provides the “briefing” service to the M2M Subscriber associated with the Registree. There is no need for any arrangement between the Briefing Registrar and the target Registrar identified in the <briefing> resource.

Here are two examples of the off-the-shelf Field Domain Node scenario:
· A device manufacturer may provide a Briefing Registrar for the devices that it manufactures, or alternatively a third party could provide a Briefing Registrar on behalf of the device manufacturer. The manufacturer preconfigures the device with the Briefing Registrar’s CSE_ID and any authentication-mechanism-specific parameters needed for mutual authentication with the Briefing Registrar (e.g. root certificates). Device owners can provide the Briefing Registrar with the Target Registrar CSE_ID and any other authentication-mechanism-specific parameters. The Registree (CSE/AE) in the device are pre-configured to authenticate and register to the Briefing Registrar once the Registree is initiated. The Registree then retrieves (from the Briefing Registrar) the <briefing> resource containing the Target Registrar CSE_ID and any other authentication-mechanism-specific parameters. The Registree then authenticates and registers with the Target Registrar identified in the <briefing resource>.
· An Underlying Network Service Provider may provide a Briefing Registrar for the its Underlying Network Service Subscribers. The Underlying Network Service Provider ensures that their UICC/UIM in the Field Domain Node are pre-configured with the Briefing Registrar CSE_ID. Device owners can provide the Briefing Registrar with the Target Registrar CSE_ID and any other authentication-mechanism-specific parameters.  The Briefing Registrar CSE_ID is retrieved from the UICC/UIM during the device-start-up process.  The Registree (CSE/AE) in the device are pre-configured to authenticate and register to this Briefing Registrar once the Registree is initiated. The Registree then retrieves (from the Briefing Registrar) the <briefing> resource containing the Target Registrar CSE_ID and any other authentication-mechanism-specific parameters.. The Registree then authenticates and registers with the Target Registrar identified in the <briefing> resource.
· Another purpose is allowing a first Registrar (to which the Registree is currently registered and obtaining M2M service) to provide the details of a second Registrar to which the Registree should authenticate and register for M2M Service. 

Here are two examples of this scenario:

· Example C: both Registrars may be operated by a single M2M Service Provider, and the M2M Service Provider wishes the Registree to migrate to a different Registrar for any number of reasons (e.g. the Registree may have moved location and Registree closer to the new location would be more appropriate). The Registree creates a subscription to the <briefing> resource after registration to the first Registrar. At a later time, the M2M SP determines that it wishes to migrate the Registree to another Registrar and (with permission of the M2M Service Subscriber) updates the <briefing> resource for the Registree (hosted on the first Registrar).. The Registree is notified that the <briefing> resource has been updated and the Registree retrieves the <briefing> resource to obtain the details for the second Registrar. The Registree then authenticates and registers to the second Registrar. 

· Example D: The two Registrars may be operated by distinct M2M Service Providers, and the M2M Service Subscriber wishes to migrate the Registree to the second Registrar (for example, if the M2M Service Subscriber’s contract with the first M2M Service Provider of the first Registrar is ending, and the M2M Service Subscriber is starting a contract with the M2M Service Provider of the second Registrar). As in the above example, Registree creates a subscription to the <briefing> resource after registration to the first Registrar. At a later time, the M2M Service Subscriber updates the <briefing> resource for the Registree (hosted on the first Registrar). The Registree is notified that the <briefing> resource has been updated and the Registree retrieves the <briefing> resource to obtain the details for the second Registrar. The Registree then authenticates and registers to the second Registrar.

The Security Solutions TS [TS-0003] describes where briefing procedures occur during authentication and initial registration.  Note that only the Registree and the Briefing Registrar participate in the briefing procedure; the Target Registrar does not participate in the procedure and does not need to be aware that the briefing procedure took place. 

In the first case (remotely configuring CSE/AE of an off-the-shelf Field Domain Node), the Attachment of the Registree to the Registrar providing the M2M Service typically involves Attachment of the Registree to the Briefing Server followed, retrieving the <briefing> resource, and Attachment of the Registree to the target Registrar providing the M2M Service. That is, the Registree performs two Attachments. In the first case, 
In the first set of scenarios (remotely configuring CSE/AE of an off-the-shelf Field Domain Node),, the Registree will retrieve the content of the <briefing> resource immediately after registering with the Briefing Registrar, and then immediately de-register from the Briefing Registrar and authenticate and register with the Target Registrar. The Briefing procedure would typically only be used once to direct the Registree to the correct Registrar, and after that the Briefing procedure would not be invoked again.     
In the second set of scenarios, the Registree subscribes to the <briefing> resource, and retrieves the content when notifications indicate that the resource has been updated. 

Editor’s note: in the second set of scenarios, it is unclear if the Registree must de-register from the first Registrar before registering to the second Register. This should be clarified.
9.6.23.2

Specification
The <briefing> resource represents information to be provided to a Registree (Common Service Entity or Application Entity) for directing the Registree to authentication and register with another Registrar. This is typically used when a Registree is initiated and needs to determine which Common Server Entity it needs to register with to obtain full service.

The <briefing> resource shall be a child resource of the <remoteCSE> or <application> resource of the Registree to which the information is intended.  The <briefing> resource shall be created when the parent <remoteCSE> or <application> resource is created, and the  <briefing> resource is deleted when the parent resource is deleted.
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Figure 9.6.23-1: Structure of <briefing> resource 
(only resource specific attributes are shown)
This resource shall contain the child resources according to their multiplicity in Table 9.6.23-1 (0 indicates the optionality of the child resource).

Table 9.6.23-1: Child resources of <briefing> resource

	Child Resource Name of <application>
	Child Resource Type
	Multiplicity
	Description

	[variable]
	<subscription>
	0..n
	See section 9.6.9.


The <briefing> resource shall contain the attributes described in Table 9.6.23-2.

Table 9.6.23-2: Attributes of <briefing> resource

	Attribute Name of <briefing>
	Multiplicity
	RW/

RO/

WO
	Description

	resourceType (rT)
	1
	RO
	See section 9.6.1 where this common attribute is described.

	parentID (pID)
	1
	RO
	See section 9.6.1 where this common attribute is described.

	expirationTime (eT)
	0..1
	RW
	See section 9.6.1 where this common attribute is described.

	accessRightID (aRI)
	1
	RW
	See section 9.6.1 where this common attribute is described.

	creationTime (cT)
	1
	RW
	See section 9.6.1 where this common attribute is described.

	lastModifiedTime (lMT)
	1
	RO
	See section 9.6.1 where this common attribute is described.

	labels (lBs)
	0..1
	RO?
	See section 9.6.1 where this common attribute is described.

	name
	0..1
	RW
	A human readable name of the Target Registrar

	Target-CSE-ID
	1
	RW
	Identifier for the Target Registrar 

	Assigned-CSE-ID
	1
	RW
	Identifier that the Registree (associated in the parent resource) shall use for itself when registering with the Target Registree

	Target-Root-Certificates
	0..n
	RW
	Root certificates that may be used for the Target Registrar’s certificate (if the Target Registrar is to be authenticated using certificates). 

	Target-Identity-Token
	0..1
	RW
	A value provided by the Target Registrar (through out of scope means) obtained from the Target Registrar as a means for identifying the Registree (associated with the parent resource). The Registree provides this value to the Target Registrar during registration and the Target Registrar cross references this value to identify which Registree just registered.


================<End Change 3>================

================<Start Change 4>================

10.2.11
<briefing> Resource Procedures

10.2.11.1

Introduction

The briefing information shall be represented by a <briefing> resource (see clause 9.6.23). This allows manipulation of the briefing information in a resource oriented manner.

The following clauses describe procedures for Retrieval and Update of a <briefing> resource.
A Create <Briefing> procedure is not specified because the <briefing> resource is created only when the parent <remoteCSE> or <application> resource is created.

A Delete <Briefing> procedure is not specified because this resource cannot be deleted separately from the parent resource. The <briefing> resource is deleted only when the parent resource is deleted.
10.2.11.2
Retrieve <briefing>

This procedure shall be used to retrieve the briefing information such as name, Target-CSE-ID, Target-Root-Certificates, Target-Identity-Token.

Originator: The Originator can be an AE or a CSE. The Request shall address a <briefing> resource.. 

Hosting CSE: If the Hosting SCE validates the Originator has RETRIEVE permission referring accessRightID , it shall return the complete representation of the <briefing> resource.

Table 10.2.11.3-1: <briefing> RETRIEVE
	Description

	Call Flow Type
	RETRIEVE

	Pre-Conditions 
	The Originator has RETRIEVE permission to the briefing resource.

	Information on Request message
	No change from the basic procedure.

 

	Local processing on Hosting CSE
	No change from the basic procedure.

	Information on Response message
	No change from the generic procedure.

	Post-Conditions 
	If the Originator is the entity associated with the parent resource, and the Originator is not registered to the Target Registrar identified in the retrieved <briefing> resource, then the Originator shall authenticate and register to the identified Target Registrar according to the Briefing Procedures specified in the oneM2M Security Solutions [TS-0003].

	Exceptions
	No change from the generic procedure. 


10.2.11.4
Update <briefing>

This procedure shall be used to update existing briefing information, e.g. to provide new Target Registrar details to the Registree associate with the parent <remoteCSE> or <application> resource. 

Originator: The Originator can be an AE or a CSE. The Originator may send new value(s) for read-write attribute(s) of a <briefing> resource. 

Hosting CSE: After the Hosting CSE verifying the existence of the addressed resource, the validity of the attributes provided and the permissions to modify them referring accessRightID, shall update the attributes provided and shall send positive response to the Originator.

Table 10.2.11.4-1: <briefing> UPDATE
	Description

	Call Flow Type
	UPDATE

	Pre-Conditions 
	The Originator has UPDATE permission to the briefing resource.

	Information on Request message
	No change from the basic procedure.

 

	Local processing on Hosting CSE
	No change from the basic procedure.

	Information on Response message
	No change from the generic procedure.

	Post-Conditions 
	None

	Exceptions
	No change from the generic procedure. 


================<End Change 4>================
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