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1. Introduction

This contribution proposes a new section in the TS-0001 to introduce the Trust Enabling Architecture and Security Procedures.
2. Proposal


-------------------------------------------Start -------------------------------------------------

X. Trust Enabling Architecture
The Trust Enabling Architecture serves the purpose of establishing security and trust between all parties involved in the M2M ecosystem. It comprises the following infrastructure functions which may be external to the CSEs::
· M2M Enrolment functions, which manage the enrolment of M2M Nodes and M2M applications for access to M2M Services provided by an M2M Service Provider.

· M2M Authentication functions, in charge of identification and authentication of CSEs and AEs. 
· M2M Authorization functions, which handle authorization requests to access resources.
The above functionalities are assumed to be operated by trusted parties (generally M2M Service Providers but possibly trusted third parties). These functions are detailed in TS-0003 [TS-0003].
Y. Enroling M2M Nodes and M2M applications for oneM2M services

Though M2M nodes are assumed to communicate without human involvement, individuals or organizations remain responsible for setting the access control policies used to authorize their M2M nodes to access M2M services. 
In particular, individuals or organizations acquiring M2M nodes can subscribe to a contract with an M2M Service provider (M2M Service Subscription) under which they enrol their M2M nodes (e.g. using identifiers pre-provisioned on the nodes, such as Node-ID). This in turn may require an M2M Service provisioning step (including Security provisioning) that takes place on the target M2M nodes themselves, for which interoperable procedures are specified by oneM2M (see section A.1). Following M2M service provisioning, the nodes can be identified and authenticated by an M2M Authentication Function for association with an M2M Service Subscription, whose properties reflect the contractual agreement established between their owner and the M2M Service Provider.
Similarly, It shall be possible for an M2M Service Provider to mandate that application accessing M2M services be provisioned with security credentials used to authorize specific operations to instantiated applications (see section A.2). This step facilitates the deployment and management of applications that are instantiated in great numbers, as it enables all instances of an application to be managed through common security policies that are set once for all. It also enables to keep control over applications issued by untrusted sources.
The above steps may be delegated to an M2M trust enabler, when this role is not assumed by the M2M Service Provider.

A. M2M initial provisioning Procedures


A.1 M2M Node Enrolment and Service Provisioning

M2M service provisioning is the process by which M2M nodes are loaded with the specific information needed to seamlessly access the M2M Services offered by an M2M Service Provider. This is an initial step performed only when an M2M node is enroled for using the M2M services of an M2M Service Provider. Though this process can be performed during device manufacturing, there is a need to enable this process to take place during field deployment in an interoperable way. M2M service provisioning assumes the existence of an M2M service subscription contracted with the target M2M Service Provider for the target M2M node. Remote provisioning scenarios require the M2M node to be mutually authenticated using pre-existing credentials (e.g. Node-ID and associated credential) with an M2M enrolment function, to securely exchange the provisioning information with the contracted M2M Service Provider. The M2M Service Provisioning takes place between an M2M node (without provisioned CSE) and an M2M Service Provider via an M2M enrolment function. As a result of provisioning, M2M Nodes are provided with necessary credentials and possibly other M2M service related parameters (e.g. CSE-ID, M2M-Sub-ID).
The first step of M2M service provisionining is the security provisioning procedure, by which M2M service provider specific credentials are shared between the M2M node in the field domain and an M2M authentication function in the infrastructure. Authenticated M2M nodes can then be associated with an M2M Service Subscription used to determine their specific authorizations.
The following security provisioning scenarios are supported by the oneM2M architecture:

1)
Pre-provisioning 

Pre-provisioning includes all forms of out-of band provisioning, e.g. provisioning M2M nodes with M2M subscription information during the manufacturing stage. 

2)
Remote provisioning: 

Remote provisioning relies on pre-existing credentials in M2M Nodes (e.g. digital certificates or network access credentials) to provision subscription related parameters through a secure session with an M2M Enrolment Function. This form of provisioning enables M2M nodes already in the field (e.g. operational M2M Nodes) to be provisioned with M2M Service subscription.
When supported, remote provisioning procedure shall be implemented as described in the oneM2M security specification [TS-0003].
Following M2M service provisioning, a CSE associated with the target M2M Service provider in ASN/MN securely stores credentials used for authentication in association with M2M Authentication Function, with an associated lifetime (e.g. corresponding to the duration of the contractual agreement embodied by the M2M service subscription).
A.2 M2M Application enrolment
This procedure is an optional step that enables the M2M SP and/or M2M application provider to control which applications are allowed to use the M2M services. It assumes that M2M applications obtains or registers credentials to be used for controlling authorization. Each application will then be provisioned with a security credential (M2M Application key) which can be used to grant specific authorization to access an approved list of M2M services. Such authorization takes place between a CSE and an AE. 
When supported, the application enrolment procedure shall be implemented as specified in the oneM2M security specification [TS-0003].

Z. M2M operational security procedures

This section introduces high level procedures that shall be performed before any other procedure on Mcc and Mca can take place
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Figure 2. High Level Procedures on Mcc or Mca until CSE Registration (Authorization is repeated according to access requests)
Z.1 Identification of CSE and AE
Identification is the process of identifying CSEs and AEs with the associated M2M service subscription.to an M2M Authentication Function. 

The Identication procedure shall be implemented as specified in the oneM2M security specification [TS-0003].
Z.2 Authentication of CSE and AE
Prior to granting access to M2M services, the credentials resulting from the M2M node and M2M application enrolment procedures shall be used, together with the identities supplied in the identification step, to perform mutual authentication of the entities (AEs or CSEs) with an M2M Authentication Function. Upon mutual authentication, the corresponding entities receive authorization to access the M2M services defined in the M2M Service Subscription.
The Authentication procedure shall be implemented as specified in the oneM2M security specification [TS-0003].

Z.3 M2M Security Association Establishment

The M2M Security Association Establishment procedure is performed to generate a security credential (M2M Connection key) shared between communicating AEs/CSEs, when an AE/CSE on one node initiates communication with an AE/CSE on another node. This procedure is performed after successful identification and mutual authentication of the corresponding M2M entities and derives resulting keys that may be used to provide desired security services to the communicating entities, such as confidentiality and/or integrity of information exchange (these security services may be provided through establishment of a secure channel between the communicating entities or through object based security where only relevant information is encrypted prior to being shared). The lifetime of a security association shall be shorter than the lifetime of the credential used for authentication from which it is derived: It may be valid for the duration of a communication session, or be determined according to the validity period of the protected data. In case of a security association between 2 AEs, the lifetime of the security association can result from a contractual agreement between the subscribers of the communicating AEs.
The security association establishment procedure shall be implemented as specified in the oneM2M security specification [TS-0003].
Z.4 M2M Authorization procedure 
 The M2M authorization procedure controls access to resources and services by CSEs and AEs. This procedure requires that the originator has been identified to an M2M Authentication Function and mutually authenticated and associated with an M2M Service Subscription. Authorization depends on: 
· The privileges set by the M2M Service Subscription associated with the originator (e.g. service/role assigned to the originator), 
· These privileges are set-up based on the Access Control Policies associated with the accessed resource or service.They condition the allowed operations (e.g. CREATE) based on the originator’s privileges and other access control attributes (e.g. contextual attributes such as time or geographic location). 
The authorization/access grant involves 
an Access Decision step to determine what the authenticated CSE or AE can actually access, by evaluating applicable Access Control Policies based on the CSE or AE privileges. Access Decision is described in [TS-0003].
The following set of Access Control Policy attributes shall be available for an Access Decision. 

·  Access control attributes of Originator (e.g. Role, CSE_IDs, App-Inst-IDs, …)

·  Access control attributes of Environment/Context (e.g. time , day, IP address,…)

·  Access control attributes of Operations (e.g.  create, execute, …)

The M2M Service Provider/administrator and owner of resources are responsible to establish access control policies that determine by whom, in what context and what operations may be performed upon those resources. If the requesting entity satisfies the owner’s access control policy, then the access to the resource is granted.
The authorization procedure involves rerouting of access requests to an M2M authorization function and delivering access tokens valid for specific authorization.
The authorization procedure shall be implemented as specified in the oneM2M security specification [TS-0003].


-------------------------------------------End -------------------------------------------------
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